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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any
relevant experience and knowledge you have of the topic(s) being
taught during this course.
Purpose of Course
This course is designed to aid personnel in determining whether an identi
presented to them is genuine, altered, or counterfeit.
Terminal Performance Objective
This course is designed to teach the PSO how to define and identify a
crime, what their legal jurisdictions are, and crimes of generality at
federally controlled properties.
Enabling Performance Objectives
EPO #1: Recognize the definition of a crime.
EPO #2: Identify the PSOs authority to represent themselves in an
official capacity.
EPO #3: Identify the characteristics of jurisdictions governing federal
property.
EPO #4: Identify your authority, responsibility and liability affecting the
detainment of a person.
EPO #5: Identify the definition of an assault upon a person, recognize
who is protected under 18 U.S.C. §111 and determine where assaults
are most likely to occur.
EPO #6: Identify the Federal Management regulations governing
federal facilities (Title 41 CFR Part 102-74, Subpart C - Conduct on
Federal Property).
EPO #7: Identify the facility rules and administration process.
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EPO 1: Recognize the definition of a crime
Topic 1: Definition of a Crime
A crime is an act, or failure to act, that is prohibited by public law in order to protect
the public from harm. A single act could constitute crimes punishable by both state
and federal laws; therefore separate offenses are involved against two different
sovereigns (e.g., the state and the federal government). Certain elements exist in
every crime. These elements are normally contained in the definition of the crime,
and each element must be proven beyond a reasonable doubt for a suspect to be
found guilty. Both intent and act are necessary elements of a crime, and they must
occur at the same time. In order for an act to be a crime, it must be done
intentionally, not by accident or as an unconscious act.
Statutes are laws passed by legislative bodies. No act can be a federal crime unless
it is prohibited by and punishable by a federal statute or state law.

EPO 2: Identify the PSOs authority to represent themselves in an
official capacity
Topic 1: Your Role as a PSO
It is important that you understand that you are NOT a sworn law enforcement
officer while on duty as a Protective Security Officer. You do not have the authority to
enforce federal, state or local laws. Even if you possess powers of arrest under
current or past employment endeavors, you do not have arrest authority while on
duty as a PSO. You may not identify yourself as a law enforcement officer or
misrepresent yourself as to infer you are a law enforcement officer while on duty as a
PSO. A misrepresentation of yourself could result in criminal charges under 18 U.S.
Code § 912.
However, you need to understand that as a PSO, you are the eyes and ears of the
Federal Protective Service. Part of your duties is to recognize circumstance where a
crime may have occurred and summoning a law enforcement officer to investigate
your observations. This may involve briefly detaining a subject, and will be covered in
depth later in this block of instruction.

EPO 3: Identify the characteristics of jurisdictions governing
federal property
Jurisdiction relates to the legal authority to act where the crime was committed. The
authority of the Federal Protective Service depends on the type of jurisdiction
applicable to a certain area. For federal facilities there are three basic types of
jurisdiction. These are exclusive jurisdiction, concurrent jurisdiction, and proprietary
jurisdiction. Before examining jurisdiction it is necessary to determine what type of
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federal law is to be enforced.
Topic 1: Exclusive Jurisdiction
Exclusive jurisdiction exists where the federal government has received all the law
enforcement authority of the state with no reservations made to the state. The
federal government conducts all law enforcement activities within these types of
areas. State and local law enforcement have no jurisdiction to enforce laws in these
areas.
In a case of “Fresh Pursuit” where a state or local law enforcement officer is actively
pursuing a suspect, they are authorized to exercise their powers of arrest in
exclusive jurisdiction. You will not delay or impede the law enforcement officer in
pursuit. If you are asked, you must assist the law enforcement officer.
Topic 2: Concurrent Jurisdiction
Concurrent jurisdiction exists where a state has granted law enforcement authority to
the United States while reserving to itself the right to exercise full law enforcement
authority over the area concurrently. In areas of concurrent jurisdiction, both state
and federal governments may conduct law enforcement activities and may prosecute
for criminal violations in their respective court systems.
Topic 3: Proprietary Jurisdiction
Proprietary jurisdiction exists where the federal government has acquired some right
or title to lands but has not obtained any measure of the state's authority over the
area. The federal government may buy or lease the property, but generally has rights
equivalent to a private landowner. However, under the Supremacy and Property
Clause of the United States Constitution, Congress can make laws and federal law
enforcement officers may enforce laws of general application and federal regulations
enacted to protect these areas. Most federal facilities that FPS protects are
proprietary jurisdiction.

EPO 4: Identify your authority, responsibility and liability affecting
the detainment of a person
Topic 1: What is Detainment
You will be required to deal with situations where people refuse to cooperate with
access control procedures or behave in a disruptive, dangerous, or possibly lifethreatening manner. In addition, if a person has committed what you believe is a
criminal act, you have an obligation to secure that person for investigation until law
enforcement personnel can arrive. This process is called detainment.
To detain a person, you are depriving them of their constitutional right to move freely.
If you choose to detain a person, you must be able to provide facts and a written
report detailing the events which lead to the detainment. There are many different
ways detainment may be accomplished.
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Video surveillance footage, physical evidence and witness statements may be used
to corroborate your report so it is important to document the factual basis accurately.
Your report should cover everything from beginning to end. This should be done as
soon as possible while the information is fresh in your mind.
If the case is tried in a court of law, you may be required to appear for testimony and
your report can be used to refresh your recollection. Remember, if you did not write it
in the report, you must be able to defend why it was not in the report but important
enough to bring up in court. A defense attorney will attack your testimony and paint
your report as sloppy or incomplete. This is one reason why it is so important to write
a factual report.
Topic 2: Authority to Detain
As a PSO, you are authorized to detain people if it is necessary to ensure order and
safety at your assigned facility. You should detain a person only when absolutely
required and only with the necessary level of force needed to control the situation.
Unless granted Special Police authority, your authority to detain is derived from state
law (private person/citizen arrest). Your employer will provide specific details on your
states requirement’s for detainment.
You must be aware that using an unreasonable level of force to detain a person
could result in a civil lawsuit or criminal charges being filed against you. An
"unreasonable level" of force is a level of force that is not appropriate to control a
situation. Your defensive tactics instructor will better guide you in the application of
force.
Once you gain compliance of a subject being detained, you must not continue to use
force against them. The excessive application of force could lead to criminal or civil
actions against you.
You must rely on your training, judgment or discretion and guidance contained in
your post orders to determine what level of force is necessary when faced with
having to detain a person. It is very important that you document the incident with
complete details. Whenever you are faced with a situation that the facts, your
judgment and guidance contained in your post orders indicate an arrest is necessary,
detain the offender and notify the MegaCenter. The MegaCenter dispatchers will
summon an FPS officer or local law enforcement officers.
If the situation allows, it is a good officer safety practice summon backup and notify
the MegaCenter before attempting to detain someone. However, do not be swayed
into believing you must notify FPS, the MegaCenter or your supervisor before taking
any actions against a suspect. Handling the situation is the priority and notifications
can be accomplished immediately after securing the offender.
If anyone is injured during the detainment, ensure first aid is rendered and summon
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medical assistance immediately after establishing scene safety.
A suspect may ask you why they have been arrested. You should advise them they
have not been placed under arrest. Calmly explain to the person you have detained
them and law enforcement officers are responding. Upon law enforcement arrival, be
prepared to provide a detailed verbal report on what you saw, what the detained
party did and any actions or statements occurred after your detainment.
Ensure you conduct a check of the area immediately accessible to the hands and
remove any items what may be used to harm you or assist in an escape. Leave
valuable items in their pockets such as money to prevent any accusations of theft
unless the item could be used as a weapon.
Do not question the detained party about the event. However, if the suspect
spontaneously makes statements, mentally record what is said and when safe,
record the statements in your note book. Do not engage the subject in conversation
to draw out any additional statements.
You may ask administrative questions such as personal identifying information,
current address, phone number, etc. for your report. Obtain this information as soon
as safely possible. If the party is subsequently arrested, released or transported from
the scene, it will be difficult to obtain additional information after their departure.
Detainment is a serious act and part of your duty requirements. A detainment
generally requires some method of force to be accomplished. Use your best
judgment or discretion to proceed, and remember, the FPS MegaCenter is there to
support you.
If you are sued by an individual, your written report will be a valuable piece of
information for establishing the facts surrounding the detainment incident. If your
detainment actions are found to be criminal, you may face charges and/or lose your
employment.

EPO 5: Identify the definition of an assault upon a person,
recognize who is protected under 18 U.S.C. §111 and determine
where assaults are most likely to occur
Topic 1: Historical Background on Assaultive Behavior in the Federal
Government
Every year, federal workers are assaulted in the line of duty. In order to deter
offenders and punish them for using violence against employees, Congress enacted
18 U.S.C. §111 entitled, Assaulting, resisting, or impeding certain officers or
employees.
In 2011, there were an estimated 751,131 aggravated assaults in the nation. Of the
aggravated assault offenses in 2011 for which law enforcement agencies provided
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expanded data, 26.9% were committed with personal weapons such as hands, fists,
or feet. Slightly more than 21% of aggravated assaults were committed with firearms,
and 19.1% were committed with knives or cutting instruments. The remaining 32.8%
of aggravated assaults were committed with other weapons (clubs or blunt object).
The Federal Protective Service records statistics on criminal activity in approximately
9,000 General Services Administration (GSA) facilities. In 2008, 57 aggravated or
attempted assaults and one rape were reported. In 2009, 49 aggravated/attempted
assaults were reported, and two rapes in 2010. In 2011, there were 53 aggravated
assaults/attempted assaults, 184 simple assaults, 18 sex offenses (not rape) and
one rape; nine of the assaults were against law enforcement officers, 18 were
against PSOs, and 17 were against government employees. . In 2012, there were 38
aggravated assaults/attempted assaults, 174 simple assaults, 14 sex offenses (not
rape), one rape; nine assaults were against law enforcement officers, 14 were
against a PSO, and two were against a government employees.
These facts make it clear security operations in and about federally controlled
properties are inherently dangerous. Few examples of assaultive conduct on federal
property are:
On February 3, 2011, a visitor to a Federal facility in Danville, Virginia who was in the
facility to dispute the cancellation of benefits stabbed an FPS PSO multiple times
and assaulted a government employee who was attempting to assist the PSO. The
PSO received stab wounds in the head, neck, and face. The government employee
suffered a fractured elbow. The PSO and the government employee survived the
attack. The visitor was arrested and prosecuted for assault.
On October 3, 2011, an FPS PSO was bitten and a government employee injured
their hand while trying to assist the PSO and detain a disorderly visitor. The visitor
was in a Michigan Federal facility to inquire about benefits and became disorderly.
During the struggle government property was damaged. The visitor was arrested and
charged with several offenses to include aggravated assault.
On December 8 2012, an FPS Protective Security Officer (PSO) was assaulted while
investigating a group of individuals vandalizing government property with graffiti.
While questioning one of the individuals, one of the others began to punch and kick
the PSO and used an electrical stun gun to try and incapacitate the PSO. The PSO
was able to disarm the subject who then fled. An investigation by FPS resulted in the
subject being indicated for aggravated assault.
Topic 2: What is an Assault
An assault is any willful attempt or threat to inflict injury upon the person of another,
when coupled with an apparent present ability to do so, and any intentional display of
force such as would give the victim reason to fear or expect immediate bodily harm.
A battery is intentional and wrongful non –consensual physical contact (touching) by
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a person (or an object controlled by that person) with another person. Most modern
statutes and 18 U.S.C. § 111 use the term “assault” to include both the common law
acts of assault and battery.
Topic 3: Who is Protected
18 U.S.C. §111 protects individuals designated in 18 U.S.C. §1114 from assault.
Those designated in 18 U.S.C. §1114 for protection under 18 U.S.C. §111 include
“any officer or employee of the United States or of any agency in any branch of the
United States government (including any member of the uniformed services), or any
person assisting such an officer or employee in the performance of such duties or on
account of that assistance ….”
Although a PSO is not a federal employee, the statute also covers any person
assisting an officer or employee in performance of official duties. PSOs are
considered to fall within this category. It is a responsibility of the US Attorney’s
Office to determine if an assault upon a PSO is prosecutable federally or at the state
level. Cases successfully prosecuted are contained within the references of this
lesson plan.
Topic 4: Where Assaults are most likely to Occur
Random violent criminal actions may be related to the location of the facility.
Facilities in high-crime areas are more likely to face threats of assault and similar
violent crime perpetrated against employees and visitors, generally as they approach
or depart the facility. Locations with remote parking lots, proximity to high crime or
neglected neighborhoods, and areas frequented by transients, etc., present a higher
threat environment.
Violent crime directed at specific individuals (other than due to personal conflict
outside of the work environment) is generally related to the nature of the work and
may take place inside the facility itself or on the grounds. Facilities with missions that
are adversarial or controversial in nature may be subject to violent criminal acts
directed at specific employees or visitors, or at employees and visitors to the facility
in general.
The presence of an access control point at the entrance to a facility does not
necessarily deter adversaries from attempting to assault PSOs. Between March
2008 and February 2012, lone adversaries were responsible for twenty-three of thirty
violent incidents perpetrated or directed at government facilities, some of which
involved shootings at access control points.
Five of those shootings at government facilities killed 18 (including two of the
shooters) and wounded 37 (including two of the shooters). In one specific event, a
66-year-old gunman killed a federal Court Security Officer and wounded a Deputy
U.S. Marshal at the Lloyd D. George Federal Courthouse in Las Vegas, Nevada
before police fatally shot him. The shooter reportedly was disgruntled over a
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reduction in his Social Security benefits.
In another tragic event, an 88-year-old gunman entered the U.S. Holocaust Memorial
Museum in Washington, D.C. and opened fire with a rifle, killing one security officer
on post at the entrance before being shot by another security officer.
Topic 5: Vigilance is Your Best Defense
Based on recent violent attacks involving the attacks on PSOs, federal law
enforcement officials and federal employees, the vigilance of security personnel are
vital in preventing future attempts by adversaries to assault officers and employees
at Federal facilities. Your diligence in deterring, detecting and intervening in serious
situations places you in a high risk category of being assaulted. Maintaining your
situational awareness is vital to the security of federal facilities.
If you become complacent in your duties, an offender will recognize this and take
advantage of your lack of awareness. Do not allow yourself to be lulled into a sense
of comfort because assaultive actions can and will generate from all walks of life and
in any environment from employees, family members and visitors to your facilities.
You are at a distinct disadvantage primarily because an offender may come
prepared for violence and had time to think about their actions.
Take your training seriously and don’t be afraid to ask questions or request
clarifications. Use internet searches to remain up-to-date on local and national affairs
that may affect your facilities operations.
Communicate with your partners, supervisor and tenants. If you know something, tell
someone else about it. If you hear of a threat or see something out of place, say
something and follow up with it.
Topic 6: The Reality of Assaults
In most circumstances, you will not know an assault is about to occur. You become
reactive and must rely on your training and experience to defend yourself from harm
and ultimately detain the suspect for law enforcement. The suspect has had time to
decide what they are going to do to you and the initial assault make shock or
surprise you.
To survive an attack, you must have a winning mindset. You must decide if today is
the day to become a warrior or a victim. Your immediate response to a violent act
should be overwhelming violence in return. They may have started the assault, but
you will end this. By bringing the fight to the suspect, you are violating the cardinal
rule of crime; that you are the victim and must comply with the suspect. When you do
not follow the “rules”, the criminal mind goes into defense mode and the hunter
becomes the hunted.
Do not be reluctant or afraid to use force upon another person when warranted. You
are given the tools to defend yourself and others for a reason. You have been
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untrusted to protect your facility and there is an expectation that you will.

EPO 6: Identify the Federal Management regulations governing
federal facilities (Title 41 CFR Part 102-74, Subpart C - Conduct on
Federal Property)
Topic 1: The Regulations You Will Encounter Daily
The Executive Branch of the federal government developed regulations to implement
the federal laws contained in the United States Code (USC). These regulations are
called the Code of Federal Regulations (CFR). The section of the CFR you will follow
during your duties as a PSO are the Federal Management Regulations. Title 41 CFR
Part 102-74, Subpart C - Conduct on Federal Property, better known as the Federal
Management Regulations (FMR's) shall be posted in a conspicuous place by the
agency(s). If the FMRs are not posted or you cannot locate them, notify your FPS
Inspector or Officer. The FMRs cover the following conduct:
Inspection
Admission to Property
Preservation of Property
Conformity with Signs and Directions
Disturbances
Gambling
Narcotics and Other Drugs
Alcoholic Beverages
Soliciting, Vending and Debt Collections
Posting and Distributing Materials
Photographs for News, Advertising or Commercial Purposes
Dogs and Other Animals
Breastfeeding
Vehicular and Pedestrian Traffic
Explosives
Weapons
Nondiscrimination
Inspection
Federal agencies may, at their discretion, inspect packages, briefcases and other
containers in the immediate possession of visitors, employees or other persons
arriving on, working at, visiting, or departing from federal property. The inspections
may only search for firearms, explosives, and other dangerous weapons. Federal
agencies may conduct a full search of a person and the vehicle the person is driving
or occupying upon his or her arrest.
Admission to Property
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Federal agencies must:
(a) Except as otherwise permitted, close property to the public during other than
normal working hours. In those instances where a federal agency has approved the
after-normal-working-hours use of buildings or portions thereof for activities
authorized by subpart D of this part, federal agencies must not close the property (or
affected portions thereof) to the public;
(b) Close property to the public during working hours only when situations require
this action to provide for the orderly conduct of Government business. The
designated official under the Occupant Emergency Program may make such
decision only after consultation with the buildings manager and the highest ranking
representative of the law enforcement organization responsible for protection of the
property or the area. The designated official is defined as the highest ranking official
of the primary occupant agency, or the alternate highest ranking official or designee
selected by mutual agreement by other occupant agency officials; and
(c) When property or a portion thereof is closed to the public, restrict admission to
the property, or the affected portion, to authorized persons who must register upon
entry to the property and must, when requested, display Government or other
identifying credentials to federal police officers or other authorized individuals when
entering, leaving or while on the property. Failure to comply with any of the
applicable provisions is a violation of these regulations.
Under normal business hours the facility must remain open for public access unless
a situation requires the closure or the Designated Official under the Occupant
Emergency Plan orders the building closure.
Preservation of Property
All persons entering in or on federal property are prohibited from littering,
vandalizing, stealing, creating hazards, throwing articles or items on or at any
government owned property.
Conformity with Signs and Directions
Persons on federal property must at all times comply with official signs of a
prohibitory, regulatory or directory nature and with the lawful direction of federal law
enforcement and other authorized individuals.
Disturbances
All persons entering in or on federal property are prohibited from loitering, exhibiting
disorderly conduct or exhibiting other conduct on property that creates a nuisance,
obstructs pedestrian or vehicular traffic, disrupts official government employee
operations or prevents public access to government services.
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Gambling
Gambling on federal property is prohibited with the exception of state sanctioned
lotteries. Prohibited activities include card games, lotteries, sports pools, or any
game of chance.
Narcotics and Other Drugs
Federal law prohibits the unauthorized possession or use of any controlled
substance not prescribed by a physician in a federal facility or vehicle located on
Federal property.
Alcoholic Beverages
Except where the head of the responsible agency or his or her designee has granted
an exemption in writing for the appropriate official use of alcoholic beverages, all
persons entering in or on federal property are prohibited from being under the
influence or using alcoholic beverages.
Soliciting, Vending and Debt Collection
All persons entering in or on federal property are prohibited from panhandling,
vending merchandise, displaying or distributing commercial advertising, or collecting
private debts.
Posting and Distributing Materials
All persons entering in or on federal property are prohibited from distributing or
posting pamphlets or flyers on GSA-controlled property unless authorized by GSA.
Photographs for News, Advertising or Commercial Purposes
Except where security regulations, rules, orders, or directives apply or a federal court
order or rule prohibits it, persons entering federal property may take photographs of
space occupied by a tenant agency for non-commercial purposes only with the
permission of the occupying agency concerned; space occupied by a tenant agency
for commercial purposes only with written permission of an authorized official of the
occupying agency concerned; and building entrances, lobbies, foyers, corridors, or
auditoriums for news purposes.
Dogs and Other Animals
No person may bring dogs or other animals on federal property for other than official
purposes. Animals are authorized to enter after the owner affirms it is a service
animal. PSOs shall not require the owner to provide documentation or other
verification it is a service animal prior to allowing entry. (Ref. "FPS Service Animal
Guidance")
Breastfeeding
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A woman can breastfeed her child at any publically accessible location of federal
property or at any location that she has authorization to access.
Vehicular and Pedestrian Traffic
All vehicle drivers on federal property must drive in a careful and safe manner at all
times; must comply with the signals and directions of Federal law enforcement; must
comply with posted traffic signs; must comply with any posted traffic control.
Vehicles are prohibited from blocking entrances, driveways, walks, loading platforms,
or fire hydrants; and are prohibited from parking on federal property without a permit.
Vehicle drivers must not park without authority, in unauthorized locations or in
locations reserved for other persons. Vehicles parked in violation of posted signs are
subject to removal.
Explosives
No person entering or while on federal property may carry or possess explosives, or
items intended to be used to fabricate an explosive or incendiary device, either
openly or concealed, except for official purposes.
Weapons
Federal law prohibits the possession of firearms or other dangerous weapons in
federal facilities and federal court facilities by all persons not specifically authorized
by 18 U.S.C. § 930. A state issued concealed firearm carry license does not
authorize a person to possess a firearm on federally controlled property or in
federally leased space.
Nondiscrimination
Federal agencies must not discriminate or segregate against any person because of
race, creed, religion, age, sex, gender, color, disability, or national origin by
furnishing or refusing to furnish to any person the use of any federal facility of a
public nature. This includes services, privileges, accommodations, and activities
provided on the property.

EPO 7: Identify the facility rules and administration process
Topic 1: Non-Statutory Rules
As a PSO you may work at federal facilities where there are additional rules or
regulations federal employees and visitors must follow for access to the facility.
Guidance for these additional rules and regulations are provided in the Post Duty
Book.
These special rules and regulations are often voted on by the Facility Security
Committee or Designated Official. The FSC/DO is comprised of federal tenant(s) with
a single federal property who hold facility security meetings with FPS to discuss
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security functions and issues and vote on security changes to rules and regulations
for their facility. If the FSC votes to enact a change to the facility rules and
regulations, FPS is responsible for implementing the security changes and the PSO
is the eyes and ears watching over the facility. This includes any special training (e.g.
NWDTP training for screening) and changes to post orders.
Examples of additional rules or requirements the Protective Security Officer may
encounter in the performance of their duties.
Visitors and/or federal employees must be screened
Vehicles must be screened prior to admittance on federal property
Visitors are required to present proper identification
Visitors are required to wear badges while in the facility
Visitors and/or federal employees are not authorized to bring cell phones into the
facility
Visitors and/or federal employees are not authorized to use cell phones while in the
facility
Visitors are not authorized to photograph with cell phone or other video recording
device while in the facility
Visitors must be escorted while in the facility
Summary
The occupants of your facility rely on you to take necessary actions to keep them
safe. Recognizing when criminal activity is afoot and knowing the crimes that are
applicable in your facility are the foundations for providing a secure environment and
are vital to the safety of government employees and visitors alike. Understanding
your jurisdictional boundaries and authority to take action are key components of
your responsibility as a PSO. Remaining vigilant in your daily operations will ensure
your facility presents a “hard target” for persons with nefarious motives.
Enabling Performance Objectives
EPO #1: Recognize the definition of a crime.
EPO #2: Identify the PSOs authority to represent themselves in an official capacity.
EPO #3: Identify the characteristics of jurisdictions governing federal property.
EPO #4: Identify your authority, responsibility and liability affecting the detainment of
a person.
EPO #5: Identify the definition of an assault upon a person, recognize who is
protected under 18 U.S.C. §111 and determine where assaults are most likely to
occur.
EPO #6: Identify the Federal Management regulations governing federal facilities
(Title 41 CFR Part 102-74, Subpart C - Conduct on Federal Property).
EPO #7: Identify the facility rules and administration process.
RESOURCES
Student Lesson Plan
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2005 FMR printout
SUPPLEMENTAL RESOURCES
GSA Website for the Federal Management Rules:
http://www.gsa.gov/portal/ext/public/site/FMR/file/Part102_74.html/category/21859/#wp2017546
United State Codes: http://www.law.cornell.edu/uscode/text/18/part-I
REFERENCES
Interagency Security Committee, Best Practices for Armed Security Offices in
Federal Facilities April 2013
Interagency Security Committee, The Design-Basis Threat (DBT) March 2013
Protective Security Officer SMART Book
Federal Management Regulation Title 41, Code of Federal Regulations, Part 102-74,
Subpart C
United States v. Matthews, 106 F.3d 1092 (2d Cir. 1997)
United States v. Roy, 408 F.3d 484 (8th Cir. 2005)
United States v. Gardner, 248 Fed. Appx. 605 (5th Cir. 2007)
United States v. Feola, 420 U.S. 671 (2nd Cir. 1975)

FPS – TPD – PSO Training
June 2018

Crimes, Laws and Legal Authority
Page 14

Uniform Appearance and
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
This course is designed to give the PSOs a clear understanding of the regulations
and the grooming standards that they need to adhere to. Upon completion of this
class, the PSOs will have a clear understanding of the FPS standards and the
necessary elements expected and required of a PSO. It will explain your mission, the
desired qualities for a FPS Protective Security Officer, and the proper protocol when
conducting business with employees of the building and visitors to the facility.
Terminal Performance Objective
At the conclusion of this course the student will be able to identify acceptable
grooming and uniform standards, identify unacceptable conduct, and demonstrate the
proper wearing of the duty uniform as outlined by FPS.
Enabling Performance Objectives
After completing this course you will be able to:
•
•

EPO #1: Demonstrate understanding of the physical appearance, grooming, and
uniform standards
EPO #2: Differentiate between Acceptable and Unacceptable conduct
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EPO 1: Describe understanding the physical appearance and
uniform standards
Topic 1: Basic Appearance Standards
The following are basic standards for all Protective Security Officers. Since you are a
representative of your company, FPS, and the federal government, you must meet
the highest standards for appearance. Your appearance is a subtle, silent form of
communication.
First Impressions
You will usually be the first person a visitor meets therefore; you have an obligation to
always make a good impression. Your professional appearance and courteous
manner will enhance your interactions with people.
Your professionalism in dealing with the public helps build a good image for your
employer and instills a sense of trust in the tenant agency you protect. While you are
on duty you represent the FPS, the federal government, and your employer.
Building Trust
Building trust and goodwill are two of your many important functions. Cultivating good
relations with tenants at your workplace may be accomplished by a courteous
greeting (e.g., good morning, good afternoon), or a polite “sir” or “ma’am” would be
appropriate.
When making a request of someone, saying “please” before and a “thank you” after
goes a long way. Gestures such as these not only make you appear to be
professional and courteous, but also provides the people you are addressing a feeling
of respect.
Professionalism
Your attitude and actions should clearly show everyone your intent to perform your
duties to the best of your ability and they in turn should cooperate and allow you to do
so.
You must exercise caution and be mindful when balancing friendliness and politeness
with firmness. You are there to provide protection. Even in the face of people being
rude or abusive towards you, your demeanor should remain professional and
courteous.
It’s essential to be friendly, but never to the point where people will expect you to
bend or break the rules.
Appearance
You are expected to be clean and properly groomed at all times. Your uniform must
FPS – TPD – PSO Training
June 2018

Uniform Appearance and Conduct Standards
Page 3

be clean and wrinkle free when you report for duty. Your fingernails should be free of
dirt and trimmed so that they do not extend beyond the fingertips.
Nail polish may be worn if it is subdued and natural looking. Your hair must be clean,
and not interfere with the proper wearing of official headgear.
The height of the hair (male or female), from the scalp to the highest point on the
coiffure, is not to exceed 2 inches. Hair must not fall below either the eyebrow when
the head is uncovered nor protrude below the inside sweatband of headgear. A male
Protective Security Officer’s hair must not cover the top of his collar when standing.
A female Protective Security Officer’s hair cannot exceed past the bottom edge of her
blouse collar when standing. Bouffant and modified bush styles are acceptable if they
allow proper wearing of the official headgear.
Hair ornaments, such as flowers and combs, cannot be worn. Items to hold hair in
place such as bobby pins, hairpins and barrettes may be worn provided they are
concealed as much as possible and are of a color that blends with the hair. The
headgear may be secured to the hair with up to two hatpins of plain design with black
or dark blue pinheads.
Faces must be clean-shaven, except for mustaches and sideburns. Men’s sideburns
must be neatly trimmed, extending no lower than the bottom of the ear, constant in
width (not flared), and end with a clean-shaven horizontal line. Mustaches are to be
neatly trimmed, they may extend no more than a half-inch beyond and a fourth-inch
below each corner of the lips and go no higher than the nose line.
Upon submission of a medical certificate from a licensed physician stating that a skin
disorder exist and the individual cannot shave, he may wear a beard provided the
beard hairs are trimmed symmetrically and do not protrude more than one-fourth of
an inch from the skins surface.
The permission to be unshaven is granted only for the duration of the skin disorder.
Therefore, the physician’s certificate must be updated every 120 days, unless the
physician’s initial certificate stipulates the disorder may exceed beyond 120 days. The
PSO must have prior approval of the COR before the exception is granted.
Makeup may be worn by Protective Security Officers, provided it is subdued and
natural looking. While you are on duty, you may not wear jewelry such as earrings,
bracelets, chains, religious insignia, buttons, or pendants. PSO’s may wear a ring on
the ring finger of one hand.
You may wear a necklace, but only if it is completely concealed beneath the uniform
shirt. You must remove ALL body piercing jewelry prior to working on post unless it is
completely covered by your uniform. These rules may seem restrictive to you, but
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they are for your own protection.
Refer all questions concerning religious accommodations to the contractor supervisor.
Violent offenders have been known to rip earrings out of ears and make garrotes with
necklaces. Undergarments that can be seen through or above a uniform shirt must be
crew neck. Female Protective Security Officers must wear supportive brassieres.
Topic 2: Proper Wear of Uniforms
Keep your uniforms, insignia, accessories, and equipment clean and in good repair.
They are to be maintained and worn as follows:
Wear your cap squarely on the head, with the sweatband snugly against the
forehead, except when you are in a motor vehicle or assigned to an office. However,
the cap must be in your possession at all times while on duty.
You may be issued a fur or pile-trimmed cap with earflaps in cold weather.
Long-sleeved shirts may be worn as under or outer garments; however
undergarments shall not be seen under the natural line of the uniform.
Short-sleeved shirts may be worn as outer garments or under the windbreaker. When
you wear a long-sleeved shirt you must wear a tie. When the shirt is used as an outer
garment, do not wear suspenders, and do not roll/fold back the sleeves. You may
have a shirt altered for proper fitting. Crew neck undergarments shall not be except
for at the neckline.
Trouser legs will be un-cuffed and hemmed at the point where they touch the shoe
tops without breaking the crease lines. Trousers must fit properly.
A clip-on tie must be worn with long sleeved shirts. Ties will be solid black and two (2)
or three (3) inch wide. Use an appropriate plain tie clasp or pin. Do not tuck the tie
into the front of the shirt. Do not wear a tie with a short-sleeve shirt.
An overcoat or windbreaker may be issued to PSOs assigned outside duties in cold
weather. Any outerwear worn must first be approved by FPS. All outerwear must
display your nameplate and badge.
Wear black socks that are long enough so that your skin won’t show below your
trousers when you are sitting. You may wear white socks if they are required for
medical reasons and you are authorized to do so.
Keep your footwear shined and in good condition. Shoes must be black, plain and
closed toed, with black laces. Heels will not be higher than one (1) inch. Pumps,
loafers, wingtips, sandals, suede, and athletic shoes are not permitted. If boots are
worn, they must be black with rounded plain toes (not pointed).
Boots with decorative stitching, heels higher than 1 inch, or tops higher than 12
FPS – TPD – PSO Training
June 2018

Uniform Appearance and Conduct Standards
Page 5

inches are prohibited. Do not tuck trouser legs into the tops of boots.
All badges must be of a type approved by or issued by the contractor. Wear the metal
breast badge on the left breast of the shirt when the shirt is used as the outermost
garment.
Wear the cloth badge on the windbreaker and overcoat. Wear the cap badge squarely
upright and centered above the cap visor.
Shoulder patches must conform to the contract. Wear the contract Protective Security
Officer Service patch on the left shoulder of the shirt, overcoat, and windbreaker.
The nameplate contains the PSO’s first initial and last name. It is worn centered 1/8th
inch above the right pocket flap of your outermost garment.
Nameplates must be of the same material and appearance for all Protective Security
Officers. Wear only the accessories that you are qualified to handle and are issued
by your employer in accordance with the contract.
These include but are not limited to: handcuff case with handcuffs, key holders (which
may be worn on the trouser belt), radio case, and baton.
For Protective Security Officers working on armed posts, equipment includes an FPS
approved holster worn at the hip, a sidearm, an ammunition pouch with ammunition,
and four pistol belt keepers.
You are prohibited from carrying or using the following while on duty:
• Personal weapons
• The klieg-light flashlight
• Knives
• Blackjacks
• Rifles
• Any other items not specified by the contract
Uniforms and equipment must be worn or in your immediate possession at all times.
Topic 3: Care of Uniforms and Equipment
You and your employer are responsible for maintaining and controlling all approved
uniforms and equipment. FPS may, at some locations, provide office and locker
facilities.
Unless otherwise authorized by the contract/Post Orders, weapons will be stored in a
government approved steel safe or approved locker when not in use; and at all times,
treat all weapons as if they are loaded (even if you know for a fact that the weapon is
unloaded).

FPS – TPD – PSO Training
June 2018

Uniform Appearance and Conduct Standards
Page 6

Note: Some FPS contracts require or authorize Protective Security Officers to take
their weapons off the post, and in such cases no on-site safe or firearms cabinet will
be available for weapons storage.

EPO 2: Differentiate between Acceptable and Unacceptable conduct
Topic 1: Acceptable Conduct
You must report for duty at the assigned time and post. It is your duty to report on
time and to stay on post until you are properly relieved. You must be prepared for
duty when you report. You must be in the full, proper uniform with all your required
equipment to include your assigned weapon.
You must ensure that all of your equipment is in good working order prior to the start
of your shift. You must have all your certification cards with you and ensure that you
are current on all your certifications. You must wear you ID badge on the outer
garment and ensure that it is visible.
Topic 2: Unacceptable Conduct
Unless specifically authorized in your Post Orders, you are not permitted to engage in
any of the following activities while in uniform and on post:
•
•
•
•
•
•
•
•
•
•
•

Eat, drink, or use any tobacco product. PSO may have water on duty to remain
properly hydrated. This must be kept away from any electronic devices, i.e. Xray, Magnetometer, computers, alarm panels.
Read newspapers, books, magazines, or any other prohibited reading material.
Use any type of radio, cassette player, CD player, MP3 player, or music
device.
Watch television.
Use a personal electronic device (e.g., laptop, PDA such as an IPad, etc.).
Use of a personal cellular telephone and Bluetooth Devices.
Sleep, doze, or nap.
Play cards or other games (electronic or non-electronic).
Have friends or family members on post or in the area.
Socialize with friends, building tenants, visitors, or other Protective Security
Officers on break or on duty.
Use agency offices or personnel facilities for any of the above listed prohibited
activities unless on authorized break and are permitted to use the facilities
(e.g., the snack bar, cafeteria or break room. Generally, any room/area open
for public use).

While on duty, you cannot fraternize with the building occupants or visitors. You may
engage in conversation with them if necessary in conducting official business.
Because you are in uniform and are easily identified by building occupants as well as
the general public, your actions could easily be misinterpreted.
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You cannot use alcohol or any medication (prescription or non-prescription), which
impairs your ability to perform your duties.
This applies prior to assuming duty and while on duty. Using drugs or drinking on duty
is grounds for immediate dismissal and removal from any federally controlled facility.
FPS physical PSO service contracts require random illegal drug testing and illegal
drug testing for reasonable cause.
A positive reading on any drug test is grounds for immediate and permanent removal
from every FPS PSO service contract.
As a representative of a law enforcement organization, use of illegal substances will
absolutely not be tolerated, whether you engage in such activity on or off duty.
In the event any situation not covered in the Manual should present itself, contact
your supervisor for directions and/or clarification.
The following list with explanations comprises grounds for possible disciplinary action,
up to and including permanent removal from any FPS Protective Security Officer
Service contract:
Assault – making or uttering physical or verbal threats.
• Arson.
• Theft or pilferage.
• Sabotage.
• Willful or careless destruction of property, or vandalism.
• Dishonesty – accepting bribes, enabling a person to secure stolen property,
permitting unauthorized access to a facility or protected materials, or lying to a
government official or your supervisor.
• Misuse of weapons, whether assigned to you or not.
• Insubordination towards the visitors, your supervisor (s), or government
personnel.
• Disregarding orders, including your Post Orders, special orders or instructions,
or verbal instructions from your supervisor (s) or the government’s Contracting
Officer’s Representative.
• Immoral conduct or any other criminal act that violates rules, regulations, or
established policy of the government.
• Any Sexual harassment or discrimination towards visitors, government
employees or fellow contractors.
Note: Anyone can be a victim of sexual harassment. Gender, age, sexual
orientation, employer, etc. are irrelevant as anyone can potentially be sexually
harassed.
•

Intoxication – being under the influence of any substance that impairs your
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•
•
•
•

•

•

•
•
•

•

ability to perform your duties, such as alcohol, illegal substances, or medication
with impairing side effects.
Negligence – sleeping on duty, abandoning your post without being properly
relieved, or failing to perform your duties as prescribed.
Absenteeism – failure to report for duty, or unsatisfactory attendance.
Tardiness – repeated failure to report for duty at the scheduled time.
Falsifying, concealing, removing, mutilating, damaging, or destroying official
documents or records, or concealing important facts by leaving them out of
official documents.
Reading, copying, removing, damaging, or destroying government or
proprietary business documents that you do not have access to during your
normal course of duties.
Disorderly conduct – abusive or offensive language, quarreling, fighting, or
attempting to intimidate someone. This also includes interfering with normal,
efficient operations or performing your assigned duties.
Unethical or improper use of official authority, credentials, or equipment.
Unauthorized use of communications equipment (e.g., telephones, computers,
radios) or other government property.
Unreasonable delays or failure to complete job assignments, conducting
personal business while on duty, refusing to assist someone as required in
your Post Orders.
Failing to cooperate with government officials, local law enforcement officials,
or your employer during an official investigation.

Topic 3: Interacting with Children
In your job, you may have regular contact with children. It is very important that you
understand how you should treat them and interact with them.
When dealing with children, you must try to balance friendliness with firmness. While
many children may be afraid or intimidated, others may be curious or even fascinated
by you, your uniform, and your equipment.
You should try to make frightened children feel more comfortable by smiling and using
a friendly tone when you speak to them. If they ask you what you do, tell them your
job is to make sure they are safe while they are in the building.
Some children may be more outspoken, curious, or even aggressive in their behavior.
They may want to know about your equipment, especially your weapon(s).
Under no circumstances whatsoever should you ever un-holster your firearm or
display other equipment, such as your handcuffs or baton to a child.
If a child asks to see your firearm, tell him/her that you cannot take it out of the holster
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because it is a weapon and is only to be taken out of the holster in an emergency.
Never allow a child to touch your equipment, even if it is secured on your belt.
Do not touch or pick up a child and do not invite or allow them to sit on your lap. Your
attempt at being kind or helpful could result in a parent/guardian thinking your actions
are inappropriate.
Many parents/guardians become uncomfortable when adults they do not know have
close contact with their children. Your attempt at being kind or helpful could result in a
parent/guardian thinking your actions are inappropriate.
This could lead to them filing a complaint against you and almost surely will result in
an investigation being done. Try to have no physical contact with a child unless it is
absolutely necessary (e.g., in an emergency situation where you are compelled to aid
or quickly moves a child from a dangerous threat).
For any further explanation, you can contact your supervisor or refer to the SMART
Book.

Summary
This course was designed to provide the student with the knowledge necessary to
maintain acceptable appearance, grooming and uniform standards as well as
understanding what conduct is acceptable and what is unacceptable while performing
their duties.
Enabling Performance Objectives
•
•

EPO #1: Demonstrate understanding of the physical appearance, grooming, and
uniform standards
EPO #2: Differentiate between Acceptable and Unacceptable conduct
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
Through lecture and class discussion this course reviews the standards of how the
Protective Security Officer (PSO) should communicate effectively while performing
their assigned duties.
Terminal Performance Objective
At the conclusion of this course of instruction the student will be able to explain how to
communicate tactically and professionally using a hand-held radio and telephone.

Enabling Performance Objective
•
•

EPO #1: Identify the Operational Functions of the MegaCenter.
EPO #2: Identify the Proper FPS Communication Procedures
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EPO #1: Identify the Operational Functions of the MegaCenter
In 2000, FPS transitioned all alarm-monitoring and dispatching capabilities from
several regional control centers, to four FPS MegaCenters. These centers are located
in Battle Creek, Michigan, Denver, Colorado, Philadelphia, Pennsylvania and
Suitland, Maryland. The MegaCenters operate 24 hours a day, 7 days a week.
MegaCenters perform a multitude of daily functions to support the operational needs
of FPS to include:
•
•
•
•
•

Monitor alarm systems
Monitor closed circuit video
Receive calls for service
Dispatch law enforcement and emergency personnel
Conduct criminal and vehicle background checks

The MegaCenters use a national wireless communication network that uses a voiceover Internet-Protocol (VOIP) system transmitting over a wide-area network. This
reduces the recurring long-line costs, ensures redundancy, and is set up to provide
fail-over in the event of a scheduled or unscheduled outage. If there is a catastrophic
failure at one center, all operations can be remotely switched and monitored at one
alternate location without disruption to field service.
The national number for the MegaCenter is 1-877-437-7411. Your telephone’s area
code will determine which MegaCenter you are placed directly in contact with.
MegaCenter direct lines are:
•

Suitland MegaCenter:
Region 11

301 – 763 – 0040

•

Battle Creek MegaCenter:
Regions 4,5,6

269 – 565 – 0000

•

Philadelphia MegaCenter:
Regions 1,2,3

215 – 521 – 2001

•

Denver MegaCenter
Regions 7,8,9,10

303 – 236 – 6709

Topic 1: Reporting Incidents to the FPS MegaCenter
It is essential that you understand the necessity to remain in close contact with the
FPS MegaCenter at all times, regardless of the situation. If you are unsure whether
an incident should be reported contact the FPS MegaCenter.
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The FPS MegaCenter is there to assist you, and to provide the support you need.
Your responsibility is to report it, and let FPS decide if it is significant or not.
Below is an example of incidents or situations that you may encounter on post, that
need to be reported to the FPS MegaCenter:
•
•
•
•
•
•

Unusual, suspicious, or disruptive behavior by an employee or visitor
Objects out of place (I.E. computers, projectors, etc.) or unsecured
Doors/windows found unsecured, possibly having broken locks
Prohibited items (I.E. drugs, alcohol, etc.)
Any alarm activations
Any abnormal occurrences (for ex. an unusual odor, an argument between
two people, the smell or sighting of smoke, etc.).

EPO #2: Identify Proper FPS Communication Procedures
Topic 1: Use of FPS Hand-held radio
The Federal Communications Commission (FCC) and the National
Telecommunications and Information Administration are responsible for assigning and
enforcing rules and regulations governing the use of radio frequencies.
The main components are:
• On/Off/Volume – Turns the radio on and off, also adjusts the volume
• Squelch – This will control the radio’s sensitivity
• Antenna – This is necessary for transmission receipt. Be sure it is not
broken
• Battery – The power source. Charge only as instructions state
• Lollipop Microphone – If equipped with the lollipop microphone (“hand
mic”), do not clip it to the antenna
When you initiate a radio transmission to the MegaCenter you begin by depressing
the microphone and calling out your call sign, releasing the transmit button and then
wait for a response from the MegaCenter. For example:
Unit: 6 George 321
MegaCenter: 6 George 321, go ahead
At this point you may proceed with your transmission/message.
When the MegaCenter initiates a radio transmission to you they will initiate the
contact by calling out your call sign and waiting for your response. For example:
MegaCenter: 6 George 321
Unit: 6 George 321, go ahead
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At this point the MegaCenter will proceed with their transmission/message.
When a unit wants to communicate directly with another they should initiate contact
with the MegaCenter to seek a clear channel. For example:
Unit: 6 George 321, request direct with – insert unit # MegaCenter: 6 George 321 go direct …

At this point you are cleared to proceed to communicate with the other unit
adhering to the same procedures.
Sometimes it becomes necessary to use the phonetic alphabet. When using the
phonetic alphabet make sure to state the letter and then use the phonetic word. It is
important to get the information out quickly and there will be times when you can’t
remember the appropriate phonetic word. In these cases simply use plain language.
Transmissions need to be kept short so be as brief as possible. For example: A,
Adam; B, Boy; C, Charles. If you use plain language: A, Apple; B, Baby etc.
The following is the phonetic alphabet list with the applicable identifiers:
A – Adam
B – Baker
C – Charles
D – David
E – Edward
F – Frank
G – George
H – Henry

I – Ida
J – John
K – King
L – Lincoln
M – Mary
N – Nora
O – Ocean
P – Paul

Q – Queen Y - Young
R – Robert Z - Zebra
S - Sam
T - Tom
U - Union
V - Victor
W – William
X – X-Ray

When identifying numbers they should be transmitted individually. For example: 1234
should be transmitted as “one, two, three, four,” not as “one thousand, two hundred,
thirty four” or “twelve, thirty four.”
When transmitting the descriptions of subjects, address the following:
Name (if known), gender, race, age, height, weight, hair color, eye color, complexion,
scars or other prominent marks, clothing color, if the individual is armed, the type of
weapon if known, and if moving, the direction and mode of travel.
When transmitting information about vehicles, use the following acronym: CYMBLS
•
•
•
•

Color
Year
Make
Body
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•
•

License plate number
Style

Topic 2: Use of Telephone while performing PSO assigned duties
The improper usage of any type of telephone provided to you at your assigned post,
or the use of your personal cell phone could result in disciplinary action against you.
When answering the phone, the caller expects a decisive and courteous response
from you. Apply the same guidelines in dealing with people when answering the
telephone:
•
•
•
•
•

•

Take the time to familiarize yourself with the proper operation of provided
communication equipment in place at any assigned post
Answer in a pleasant tone, and speak clearly
Clearly state your title, name, and location when answering
Have a pen/pencil and notepad available to take notes
If questioned, be mindful of what you may/or may not discuss over the
telephone. If necessary request a supervisor if in the immediate area. Always
handle the excited or upset caller politely but firmly. If it appears the caller is
confused and rambling, try to get them to focus on the problem by asking
specific questions.
Any threat made over the telephone should be taken seriously, and
immediately reported to the FPS MegaCenter.

Summary
This presentation was designed to provide the student with the knowledge necessary
to be able to communicate tactically and professionally using a hand-held radio and
telephone. Furthermore, it has provided the student with a general understanding of
the operational functions of the MegaCenters and identified proper FPS
communication procedures.
Enabling Performance Objectives
• EPO #1: Identify the Operational Functions of the MegaCenter.
• EPO #2: Identify the Proper FPS Communication Procedures
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant experience
and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
This course will prepare the PSO with the knowledge of their responsibility for safety and
fire prevention. Provide guidelines for operational safeguards including the use of fire
extinguishers (types, etc.), sprinkler systems, fire alarm systems, and other standard fire
prevention equipment.
Terminal Performance Objective
This course is designed to teach the PSO to be able to identify the basic fire alarm
system components, and classifications of fire and extinguishers required in the event of
an emergency response.
Enabling Performance Objectives
•
•
•

EPO #1: Identify PSO Facility Safety Procedures
EPO #2: Identify the different Classifications of Fires and Extinguishers
EPO #3: Identify PSO Patrol and Response Procedures
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EPO #1: Identify PSO Facility Safety Procedures
Protecting life and property is one of your primary duties. A major task is to detect
conditions that could lead to fires or other serious safety issues. While on patrol you need
to remain vigilant, continually looking for potential safety issues.
Familiarity with the facility will assist you with safety issues and response procedures.
You shall acquaint yourself with the building layout and specific areas within or around
the outside perimeter. Be aware of the following:
•
•
•
•
•

Existing fire regulations
Specific areas where flammables or /hazardous materials may be stored
Location of fire extinguishers
Main shut-off switches or /valves for the building's various systems
Location of first aid equipment

Your building's Occupant Emergency Plan (OEP) will also contain instructions on what to
do in the event of an emergency. The Facility Security Committee formulates the OEP. It
should be located with your post orders. While working your assigned post, whether fixed
or patrol and response, you should always be on the lookout for any safety hazards or
/issues (e.g., slippery floors, leaky pipes, loose tiles or bricks, electrical shorts, loose door
handles, etc.). The building management personnel are responsible for ensuring any
safety hazards are corrected and the proper inspection and maintenance is performed.
You should check things like fire extinguishers and AED battery light status. If you find
any deficiencies, report them immediately to your supervisor. You should contact the FPS
MegaCenter in the event the safety hazard is not corrected and an accident or injury
occurs.
Topic 1: General Components of a Fire Alarm system
To assist you in understanding the fire alarm systems and the process once an alarm has
been activated, knowledge of the basic principles would be helpful. The three main parts
of a fire alarm system consist of a control unit, initiating devices, and indicating devices.
The control unit checks essential circuits, accepts alarm signals, and provides power to
the indicating devices.
The initiating device detects fire, and sends a signal to the control unit. They include
manual stations (pull boxes), ionization smoke detectors, photoelectric smoke detectors,
flame detectors, sprinkler water detectors, and sprinkler system supervisory devices.
The indicating devices provide the alarm to warn building occupants. Most signals are
either bells or horns, and strobe lights to alert the hearing impaired. Generally your
facilities will have a fire control room, accessible by building management personnel,
located on the property.
You may encounter a fire during patrol. If you encounter a fire, dial 911 immediately and
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contact the FPS MegaCenter. Knowing where fire extinguishers are located in the facility
will The height of the hair (male or female), from the scalp to the highest point on the
decrease response and reaction time in this event.

EPO #2: Identify the Different Classifications of Fires and Extinguishers
Fires are classified based on the type of fuel involved. Likewise, portable fire
extinguishers are classified by the type of fires they are designed to extinguish. There are
five basic classifications of fuel and extinguishers. Extinguishers are labeled with either
letter-shaped or pictorial symbols that indicate what types of fires they are intended for.
Topic 1: Classifications of Fires
Class A fires involve ordinary combustible materials, such as cloth, wood, paper, rubber,
and many plastics. Extinguishers with an A rating are designed to extinguish fires
involving these ordinary combustible materials.
Class B fires involve flammable and combustible liquids such as gasoline, alcohol, oilbased paints, and lacquers. Therefore, extinguishers with a B rating are designed to
extinguish fires involving flammable and combustible liquids.
Class C fires involve energized electrical equipment. Extinguishers with a C rating are
designed for use with fires involving energized electrical equipment.
Class D fires involve combustible metals, such as magnesium, titanium, and sodium.
Extinguishers with a D rating are designed to extinguish fires involving combustible
metals.
Class K fires involve vegetable oils, animal oils, or fats in cooking appliances.
Extinguishers with a K rating are designed to extinguish fires involving vegetable oils,
animal oils, or fats utilized in commercial cooking appliances.
Multipurpose Extinguishers
Most portable extinguishers are rated for use with more than one classification of fire. For
example, an extinguisher with a BC rating is suitable for use with fires involving
flammable liquids and energized electrical equipment. An extinguisher with an ABC rating
is suitable for use with fires involving ordinary combustibles, flammable liquids and
energized electrical equipment. An extinguisher that is rated for use with multiple hazards
should include a symbol for each hazard type.
Topic 2: Classifications of Fires and Extinguishers
Water Extinguishers:
The approximate effective range is 13 to 23 feet. The controllable discharge type
conserves water and once the flames have been subdued, the operator can interrupt the
water flow and open up the burning combustible materials using a rake or spade. This will
expose smoldering areas which can then by systematically extinguish. When using noncontrollable units, water discharge continues and helpers should assist the operator in
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opening up burning materials.
Foam Extinguishers:
The approximate effective range is 13 to 16 feet. Direct the foam jet at the far inside edge
of the flammable liquid container. This allows the foam to build up and flow across the
surface of the liquid. Where this is not possible, the operator should stand well back and
allow the foam to gently fall onto the liquid surface. Direct discharge of the foam into the
burning liquid should be avoided.
Dry Powder Extinguishers:
The approximate effective range is 13 to 16 feet. The powder cloud tends to interfere with
the chemical reactions inside a flame thereby achieving extinguishment, so the operator
should stand back initially to allow the powder stream to fan out.
Thereafter move in closer using a rapid side-to-side action with the nozzle. Care should
be taken not to direct the powder jet into the burning liquid as this would splash the liquid
out of the container and spread the fire.
For fires involving electrical equipment, try to get the powder to penetrate motor casings,
switchboards, etc.
For gas fires, direct the powder into the flame from behind the gas leak. The gas supply
should be immediately cut off to avoid a gas build up. The use of an extinguisher on a gas
flame should only be considered as a last resort.
Carbon Dioxide Extinguishers:
The approximate effective range is up to 10 feet. CO2 is most effective when used close
to the fire. Ensure that the gas penetrates casings of electric motors or switchboards etc.
Windy conditions will detrimentally affect the medium’s extinguishing capability. The
discharge horn should always be held by the insulated handle only and not by the horn
itself, since the low temperatures generated by discharge can cause cold burns to the
skin

EPO #3: Identify PSO Patrol and Response Procedures
If you discover a fire or an explosion occurs inside of your building, call 911 and then the
FPS MegaCenter. In addition you should:
•
•
•
•
•
•

Activate the facility’s fire alarm system
Use available fire extinguishers to fight the fire if you can do it SAFELY
Make sure all exits are open
Direct employees and visitors to the fire exits – DO NOT USE ELEVATORS
Do not allow anyone to enter the building (other than Emergency Personnel)
until all clear is given by the Fire Department, FPS or Designated Official
Be alert for anyone acting strangely or suspicious, and attempt to identify them.

Once the “all clear” is given you will follow the screening procedures for reentry into the
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building. After the incident, complete a 3155 and submit it to the FPS within 24 hours.
If you should become trapped during a fire you should:
•
•
•
•
•

Attempt to reach one of the stairwells, if it can be done safely and fire is not
present
If you cannot evacuate by a stairwell, close the door to the space immediately
to prevent smoke and fire from entering the space
Use your cell phone or an office phone to call 911 and advise dispatcher of
your location
Go to an office with a window, close the office door, go to the window and wave
something to attract the attention of emergency crews
Do not break the window unless advised to do so by emergency personnel,
doing so may cause fire and smoke to spread into that room

If you are trapped in debris, you should:
•
•
•
•
•
•
•
•

Keep others calm
Use a flashlight to signal your location to rescuers
Avoid unnecessary movement to limit dust
Cover your nose and mouth with anything you have on hand
Tap on a pipe or wall so that rescuers can hear where you are
If possible, use a whistle to signal rescuers
Shout only as a last resort. Shouting can cause a person to inhale dangerous
amounts of dust.
Stay away from damaged buildings to avoid falling glass and bricks

NOTE: If you notice smoke or fire outside of the building, remain in the building unless
notified by emergency response personnel to take other actions.
Summary
After the completion of this lesson, the PSO will possess the knowledge to identify the
basic alarm system components, and classifications of fire and extinguishers required in
the event of an emergency response.
Enabling Performance Objectives
• EPO #1: Identify PSO Facility Safety Procedures
• EPO #2: Identify the different Classifications of Fires and Extinguishers
• EPO #3: Identify PSO Patrol and Response Procedures
RESOURCES
http://dhsconnect.dhs.gov/SearchCenter/Pages/results.aspx?k=Mega%20center
REFERENCES
Enterprise Information System (EIS) Directives
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
Through lecture and class discussion, students will understand the mission of the
Federal Protective Service, the Protective Security Officer’s (PSO) duties as it relates
to post assignment, general response procedures related to post duties and
response procedures in the event of a Hazardous event. The student will correctly
identify and/or articulate indicators of intrusions.
Terminal Performance Objective
At the conclusion of this course the student will be able to explain the duties of the
Protective Security Officer in relation to post assignment, explain response
procedures in the event of a hazardous situation, and define Operations Security
(OPSEC). Knowledge of different alarm systems used in Federal facilities as well as
the proper alarm response procedures.
Enabling Performance Objectives
After completing this course you will be able to:
•
•
•
•
•
•
•
•
•
•
•
•

EPO #1: Explain the duties of the Protective Security Officer in relation to standing
post.
EPO #2: Identify common security features found in, and tests to determine the
validity of, identity documents
EPO #3: Compare Unique Facial Characteristics
EPO #4: Identify document alteration techniques and methods of detection
EPO #5: Explain and demonstrate the Security Entry Control duties.
EPO #6: Identify the signs associated with a person concealing a weapon.
EPO #7: Explain and demonstrate the response procedures when a threat has
been detected.
EPO #8: Describe the function of electronic intrusion detection and alarm systems
EPO #9: Identify common intrusion assessment procedures
EPO #10: Identify different types of response to intrusions
EPO 11: General Response Procedures
EPO #12: Define Operations Security (OPSEC).
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EPO #1: Explain the duties of the Protective Security Officer in
relation to standing post.
Protective Security Officers (PSO)s are given the extremely important responsibility of
assisting FPS in the protection of federal facilities, property, employees, and facility
guests on behalf of the people of the United States. PSO security assignments are
developed by FPS for the facility and these protection duties may take many forms.
Specific PSO duties will be explained in the post orders or the contract. PSOs will
likely be assigned to most or all of these duty assignments during their security
career. If there is conflicting guidance between this manual and the contents of the
contract, your employer is responsible for ensuring the contract requirements are met.
Topic 1: Post Orders
PSOs shall perform tasks in accordance with duties outlined in Post Orders. PSOs
shall not deviate from directions provided by Post Orders, except in emergencies or
as directed by COR. COR may modify, amend, and/or revise Post Orders to change;
shift duties, start and stop times, and post locations, provided change is within scope
of contract and has no impact on contract cost and does not require modification to
task order or contract. CO is only authorized government agent that can increase or
decrease amount of equipment and/or supplies required, or otherwise change
contract’s cost or price.
PSO will perform a variety of security-related duties, depending on the type of posts
assigned. Each post will have the Post Desk Book that includes Post Orders which
must include the following FOUO (For Official Use Only) statement:
Warning: This document is FOR OFFICIAL USE ONLY (FOUO). It contains information that may be exempt
from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to
be released to the public or other personnel who do not have a valid “need-to-know” without prior approval of an
authorized DHS official

PSOs must remember to practice good OPSEC (Operational Security) and not
divulge information contained in the Post Orders to anyone who is not authorized to
view them.
No employee of the Contractor shall provide more than twelve (12) hours of combined
service on any one or multiple contracts administered by FPS in any twenty-four (24)
hour period, unless there is an eight (8) hour non-duty period between work periods
or granted an exception by the COR.
PSO must be thoroughly familiar with the Post Orders at their assigned posts.
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Off-going PSO shall provide a brief to on-coming PSO of the recent, continuing, or
anticipated events and occurrences for the post.
PSO shall be responsible for maintaining logs, reports, and files of all incidents and
occurrences encountered during their tour of duty. PSO will perform their duties in a
professional manner, with the PSOs responsible for observing the environment, and,
when necessary, questioning those persons whose activities arouse suspicion.
PSO shall be knowledgeable of the location and use of the nearest first aid kit, fire
extinguisher, AED, fire alarm, emergency exit, and duress alarm (if any), and shall be
ready, willing, and able to use them as necessary and as required by the Post Orders.
Each PSO shall be familiar with each tenant agency’s name and the locations within
the facility of the most commonly sought-after offices or locations, such as service
offices, restrooms, elevators, entrances and exits, retail spaces, and parking areas,
and shall provide that information to facility tenants and visitors upon inquiry.
PSO shall maintain physical security, law and order as prescribed by statute,
regulation, and Post Orders. PSO is responsible for detecting, delaying, detaining,
and/or apprehending persons attempting to gain unauthorized access to government
property or otherwise violating laws, rules, and regulations
The following tables provide an example of the Post Orders. Note that the Post
Orders are broken down into three main sections:
•

•

•

Part 1: This section details the specific building information, to include Region,
Building Number, Address, FSL Level, Post Description (Type), Hours of
Operation, and Post Schedule.
Part 2: Part 2 describes the Primary Duty type of the Post (I.E. Access Control),
any Secondary Duties associated with the Post such as the PSO also perform
Visitor Processing functions as well. Also listed here are the SPECIFIC duties
associated with only that Post and or facility.
Part 3: Part 3 shows the name of FPS Inspector responsible for facility as well as
the date the Post Orders were signed.
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Table 1: Example Post Orders

Table 2: Example Post Orders
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Table 3: Example Post Orders
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Topic 2: Security Post
A Security Post is a countermeasure consisting of at least one PSO that serves a
specific security function. There are five (5) basic types of Security Posts (general
descriptions provided below, specific duties are outlined in individual post orders):
ACCESS CONTROL POST (PERSONNEL/VEHICLE/DELIVERY)
Security post where access to Federal facilities is controlled by a PSO to ensure that
only authorized personnel/vehicles enters.
CONTROL CENTER OPERATIONS POST
Monitors facility security control center (e.g., closed circuit video (CCV) and security
and fire alarms).
PATROL AND RESPONSE POST
Patrols area of operation as outlined in post orders and responds to calls for
assistance and/or emergencies.
SCREENING POST (PACKAGE/PERSONNEL/VEHICLE)
Screens packages, personnel, and vehicles for firearms, explosives and other
dangerous weapons.
VISITOR PROCESSING POST
Processes visitors, maintains agency contact lists, and issues appropriate access
passes/badges.
Topic 3: Duties and Responsibilities
PSOs are given the extremely important responsibility of assisting FPS in the
protection of Federal facilities, property, employees, and facility guests on behalf of
the people of the United States. PSO security assignments are developed by FPS for
the facility and these protection duties may take many forms. Specific PSO duties will
be explained in the post orders or the contract. Typical post types and duties are
identified below. PSOs will likely be assigned to most or all of these duty assignments
during their security career. If there is conflicting guidance between this manual and
the contents of the contract, your employer is responsible for ensuring the contract
requirements are met.
Being an FPS PSO requires high standards and the appropriate use of discretion. In
your position, you may have access to information that is either proprietary or on a
need-to-know basis. You may be approached by people who ask you questions of a
sensitive nature (e.g., about building security, government policies, active
investigations, etc.); however, your responses to these questions are crucial. If you
divulge sensitive information, you could be subject to disciplinary action by your
employer, up to and including the permanent removal from all FPS PSO service
contracts and possibly criminal prosecution. Someone asking questions of a sensitive
nature concerning the Federal government or Federal employees of the same should
always be referred to the appropriate government agency for answers. Many
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buildings have VIPs working within or who regularly visit the facility, such as executive
management, elected officials and judges. Though FPS does not advocate
preferential treatment, if your duty book contains a VIP listing with names and
pictures, you shall make every effort to memorize them for proper situational
awareness. Other duties include:
Topic 4: Access and Egress Control
To authorize, restrict or deny entrance or exit of persons, vehicles, and/or property
into a building, facility, or compound at any given time in accordance with established
security procedures.
Topic 5: Patrol and Response
PSO patrols conducted throughout government-controlled property for the purpose of
identifying, detecting, and reporting security violations, hazardous situations, criminal
activity, suspicious persons, and suspicious circumstances. These patrols may be
conducted on foot or with the assistance of a vehicle.
Topic 6: Traffic Control
This primarily involves the regulation of entering and exiting vehicular traffic on
federally controlled property. This may occur at any facility location including gates,
roadways, parking lots, garages, ramps, and loading docks. This function may also
involve the regulation of pedestrian traffic under certain circumstances. Depending
upon your location and based on your post orders, you may be required to direct
traffic (vehicular and/or pedestrian), control parking, issue courtesy traffic violation
notices on Federal property, as well as observe the environment for suspicious
vehicles or persons on or around Federal property.
Topic 7: Control, Issuance and Storage of Keys
This involves the application of any facility key or key card control and accountability
practices and procedures.

EPO #2: Identify Common Security Features Found In, and Test to
Determine the Validity of, Identity Documents
Topic 1: Preliminary Examination
Before checking the data printed on a card, examine the card itself.
Edges
Feel the edges of the card. Are they straight? Are the corners die-cut, or do they feel
as if they were cut with scissors?
Surface
Rub your thumb over the surface of the card. Are there any scratches or raised areas
that may be indicators of tampering? Run your thumb over the picture. Is the area flat,
or is it thicker that the rest of the card? If so, this may indicate another photo has been
placed over the original.
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Thickness / Flexibility
In your duties you will become familiar with a core set of documents which you will
examine on a regular basis. Over time, you will instinctively feel the differences in
thickness and flexibility. You will sense when the document feels wrong.
Alignment
We have certain expectations regarding the quality of government produced
documents. Typewriter keys can throw letters out of alignment. Letters can fill in with
ink. Trash can be thrown onto a line. In the case of government produced documents,
we expect fine line detail and quality print. Examine the lines of data horizontally and
vertically. Is any data out of alignment? Use a straight edge or business card under
the text to check the alignment. Poor alignment may be an indication of an altered
card. Although rare, there are times when the misaligned data is the result of poor
assembly or damage which occurred during the official manufacturing process.
*SAFETY NOTE: Do not lose sight of the individual while checking ID. Hold the
card just below eye level so you can see the card and the individual.
Topic 2: P.L.E.A.S.E. Check ID
P = Photo
Is the person standing in front of you the same person in the photo? Are both wearing
the same outfit? Individuals will wear the same outfit as in the ID photo in an attempt
to convince authorities they are the authorized bearer of the document
INTEGRATED PHOTO
Printed onto or into the substrate of the card. This type of photograph is often
substituted by printing a photo on a new laminate and overlaying the original photo,
thus re-laminating the entire surface of the card. Look around the edges of the card
for any evidence of excess or poorly trimmed laminate. Is there a halo around the
edges of the head, ears and shoulder area of a second image underneath the
original?
AFFIXED PHOTO
Glued onto the document. In a laminated document, photo substitution can be
accomplished by cutting around the edge of the photo and removing the square of
laminate and picture. Next, a new picture is inserted and the entire page is then relaminated with another layer of very thin plastic. When examined closely, often the
edge of the second laminate is visible. Check along the edge for excess, poorly
trimmed laminate.
If you suspect the bio page in a passport has been re-laminated, scratch near the
binding threads in the spine of the document. If your nail catches, this may be an
indication of a second laminate. When removing an affixed photo from a document,
damage often occurs. A larger photo may be substituted in order to cover this
damage. Covered text, graphics etc. warrant closer scrutiny with a magnifying glass.
Remember, although rare, there are genuine but poorly assembled documents which
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may also have covered data.
GHOST IMAGE
Is a half tone reproduction of the original image (as in a driver’s license photo) that is
typically printed in the same area as, and behind, personal data in an overlapping
data security process. It is a smaller, generally less clear copy of the holder’s photo
(half translucent, half opaque). A ghost image is often fabricated using a copy of the
primary photo and reducing the size. However, this smaller photo will have the same
depth and vibrancy of color as the original.
L = Logo
This is where you will find true fine line detail and quality print. Look for any graphic
on a document, be it a seal, flag, intricate design or text, or any other fine line detailed
image. Is the image sharp or grainy? Is the color true or an odd shade? Is the print
crisp or can you see distinct pixels? If the logo is a circular seal, is it a true circle?
Put a coin on the seal and attempt to center it evenly on all sides. If unable to do so, it
may not be a perfect circle, and the seal may not be genuine. Most government
production methods use numerous shades of ink to produce their graphics. Desk top
printers and copiers generally use a four color system: Cyan, Magenta, Yellow and
Black. Laser and Ink Jet systems spray the ink onto a surface. If a photo or graphic
contains distinct pixels in these four colors, the image may be counterfeit.
SEAL
Is often used to anchor data to a document. A seal is often placed half over a picture
and half on the document to deter photo substitution. When a picture is substituted,
the seal on the new picture has to be reproduced to match the existing seal on the
page of the document. Look for misaligned data in the seal, where the edge of the
photo and page meet.
MICRO LINE PRINT
Very small printed text which normally requires magnification to read. This style of
print is usually created by an offset / lithographic process. Due to its size, micro line
print is difficult to reproduce with the clarity and detail of the genuine. To the naked
eye, microprint appears to be a broken line. Counterfeiters will try to mimic micro line
print by inserting dots, dashes and trash onto a line. Micro line print will turn into a
solid line when photo copied.
OPTICALLY VARIABLE INK (OVI)
Also known as color shifting ink. Optically variable ink appears to have different colors
depending upon the viewing angle to a light source. A common example of OVI is the
new $20 bill. When lying flat the 20 looks a dull coppery color. When you turn the bill,
the 20 will glitter greenish gold.
E = Expiration Date
An expired document is not valid for identification purposes. If presented one, ask for
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another ID. Compare both documents. Consider this: If you lose your wallet, how
many ID documents can you feasibly replace in one day? If more than one document
has the same picture and issue date, examine closely. Check all pictures, signatures,
issue and expiration dates. If the subject is wearing the same outfit as in the picture,
check the documents in detail. It could be coincidence, but as already stated, people
will dress the same as in the picture to convince authorities they are the true bearers
of the document. IF YOU DON’T LOOK, YOU WON’T CATCH!
A = Age
Compare the picture to the stated age. Is it realistic? Don’t ask the subject for their
DOB. They have memorized this. Compute the correct age (i.e. 20) then add two
years and offer that age – “You’re 22, right?” Anyone under 30 usually knows their
age to the day and month, and should answer quickly with the correct age. As the age
of the person increases, so may the time it takes for the subject to accurately respond
to the question.
S = Signature
A signature can also be used as a seal, (i.e. signed half on a photo, half on the
document). The mechanics of writing from one surface, and the pen dropping slightly
to the second surface produces a small gap in the ink where the edge of the photo
meets the paper. If the photo is substituted, the new photo may cover the natural gap
in the ink. Remember, covered data warrants closer scrutiny.
E = Evidence of Tampering
Any further evidence of tampering not previously discussed, (i.e. Additions, Erasures,
Cut & Paste and Type-Over’s).

EPO #3: Compare Unique Facial Characteristics
Compare features between the individual and the photograph.
Compare any unique facial characteristics. Look for the most distinctive feature, i.e.
skin marks (scars, acne pockmarks, tattoos and dimples), bone structure (cheekbone,
brow ridge, upper & lower jaws), unique chin features (dimple, cleft), thickness of
neck, size and location of Adam’s apple.
Face shape is determined by the chin. You can gain or lose weight, but the basic chin
line will remain the same. The three primary shapes are round, oval and square.
Divide the face into separate areas for examination.
Topic 1: Ears, Eyes, Nose, Mouth
Ears
Ears are as individual as fingerprints. Examine the different components of the ear for
similarity. Does the ear lobe blend into the side of the neck (attached), or does it hang
loose (detached) like the majority of ear lobes. Do the ears stick out or lie flat?
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Examine the eyes (Remember that eye color can easily be changed with contacts.)
Are the eyes deep set, or do they protrude? Are they set close together, or far apart?
Are they big or small; round or oval? These features should not differ from individual
to picture.
Examine the nose
Over time, there are certain features that will not change without surgery. Examine
the nose for any differences. What is the distance from the bridge of the nose to the
tip? Is the nose straight or crooked? Is the tip of the nose sharp or a bulb? Are the
nostrils wide or narrow? The septum is a unique piece of flesh and cartilage
separating the nostrils. Is it the same from individual to photo?
Examine the mouth
It is large or small? Is the mouth wide, or the lips pursed? Are the lips thick or thin?
Are both lips the same size and shape, or is one larger than the other? The phylum is
the indentation between the nose and the upper lip. This feature is a unique
characteristic. Does it match? Look at the jaw line. Is it set evenly, or the jaw over or
undershot?
Compare the relative location of each facial feature. Distances between facial
characteristics should not differ. Is the alignment the same?

EPO #4: Identify Document Alteration Techniques and Methods of
Detection
Topic 1: Hand Written Addition
Changing the sex of an individual can be as easy as writing the letters “Fe” in front of
“male”. The original text usually bears a strong and decisive stroke. The addition “Fe”
will often be a weaker and more tenuous stroke due to the inability of the forger to
exactly duplicate the handwriting style of the document’s author. Look for a change in
flow of text. Different pressure affects the shade of ink, (i.e. a lighter, hesitant “Fe”).
Also, check the name as they may have added letters to the male name to now make
it female such as adding an (A) to Paul which makes it Paula, a very easy addition
and one easily over looked.
Topic 2: Erasure
A smear of ink or graphite may be the first indication of an erasure. Pilling of the
paper can be seen as a result of the abrasion from the eraser or when they wet the
eraser.
Topic 3: Cut & Paste
Some alterations created in this fashion are visible to the naked eye. Tilting or holding
ID at an angle will catch the edges of the pasted material and cast a shadow, thereby
highlighting the alteration. Documents of the same kind are often cannibalized to use
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for alterations, (i.e. text taken from a Texas birth certificate will be used to alter that
exact version of birth certificate so the font, ink and background will match).
Topic 4: Type-Over
To identify a type-over, compare other similar text in the document. Is some text
darker and thicker compared to other similar text? Is the text misaligned or crowded?
Look for ink “bleeding” around the edges of text which may indicate the presence of
the original text underneath.
Topic 5: Trace-Over
This method results when a very fine point pen in the same color ink is used to trace
over a number to change it such as tracing over a 3 to make it an 8, 1 to a 7, 5 to an
8, a 9 to an 8. The same process holds true for lettering. Comparing numbers
throughout the document will help to detect these changes.
Topic 6: Ink & Font
Light ink generally indicates older ink while dark ink indicates fresher ink. However, in
the case of a hand written addition, the fresh ink may be lighter due to the hesitancy
of the pen stroke. When you see a combination of ink colors or fonts in areas of data
relating to name, DOB, expiration date, etc. – this may be an indication of altered
document. Compare font sizes. Remember, a document can legitimately contain
different fonts in different portions of the document (i.e. combination of preprinted and
filled in data, etc.).
Example IDs
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EPO #5: Explain and Demonstrate the Patrol and Response
Procedures
Security Entry Control is the first opportunity to detect threats and identify
unauthorized persons; deny them entry into the facility; and control screening station
throughput. The following topics outline the Security Entry Control duties.
Topic 1: Visual Inspection
Security Entry Control requires a visual inspection of each person that attempts to
enter the facility. The purpose of this visual inspection is to look for signs that the
person may be concealing firearms, explosives, and other dangerous weapons. This
topic will be discussed more in depth later in this course.
At a minimum, the PSO should perform a visual inspection as the person approaches
the post and again while the person removes all items from their pockets and person.
Signs of a person carrying a concealed weapon will be discussed during EPO # 2.
Topic 2: Contact with Visitor
When the PSO comes in contact with the visitor they will welcome the visitor to the
facility and ask the visitor the purpose of the visit.
Topic 3: Inspect and Verify Identification
When Photo Identification is required to enter Federal facilities, the PSO will inspect
and verify the identification by taking the following steps:
•
•
•
•
•

Request and take possession of ID
Compare photo on ID to the person
Check the expiration date
Make sure the ID is not altered
Return ID

Identification cards that are acceptable for entry into secure areas must include the
following information:
•
•
•
•
•
•
•

The person's full legal name, date of birth, and gender
The person's driver's license or identification card number
A digital photograph of the person
The person's address of principal residence
The person's signature
Physical security features designed to prevent tampering, counterfeiting, or
duplication of the driver's licenses and identification cards for fraudulent
purposes
A common machine-readable technology, with defined minimum elements
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A current Federal Government issued PIV ID must include the following:
•
•
•
•

Full Legal Name (Last name, First name)
Expiration Date
A digital photograph
Physical security features, chip that prevents tampering, counterfeiting or
duplication, color bar code

Topic 4: Notice of Administrative Inspection
41 CFR, Part 102-74, Subpart C (Appendix to Part 102-74: Rules and Regulations
governing Conduct on Federal Property) requires the posting of the Appendix to part
102-74 at each public entrance to each Federal facility.
The PSO must give the visitor “actual notice” that, as a condition of entering a Federal
facility, an administrative inspection of their person and possessions will be
conducted. Actual notice is given by verbal announcement to the visitor that they are
required to undergo an administrative inspection, and advising them that dangerous
weapons, explosives, illegal and prohibited items are not allowed in the facility.
Actual notice can be used instead of “posted notice” or concurrently.
Topic 5: Service Animals
PWDs are allowed to bring Service Animals in all areas of the facility where the public
is normally allowed to go. The PSO may ask the following question and take the
following action:
•

Is the animal required because of a disability?

If yes, continue processing for entry into the facility without further questioning or
comment. If no, then politely explain that non-service animals are not allowed into
Federal facilities and ask that the animal be removed. You must offer the individual
the opportunity to enter the facility without the animal.
You cannot ask about the person’s disability, require medical documentation, require
a special identification card or training documentation for the Service Animal, or ask
that the Service Animal demonstrate its ability to perform the work or task.
Service Animals must be harnessed, leashed, or tethered, unless these devices
interfere with the Service Animal’s work or the individual’s disability prevents using
these devices. In that case, the individual must maintain control of the animal through
voice, signal, or other effective controls.
Do not separate the PWD from the Service Animal.
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EPO #6: Identify the Signs Associated With a Person Concealing a
Weapon
In an FBI study about Cop attackers and their weapons, data revealed that most cop
attackers show signs of being armed that officers miss. The offenders said they most
often hid guns on their person in the front waistband, with the groin area and the small
of the back nearly tied for second place. Some occasionally gave their weapons to
another person to carry, "most often a female companion." Approximately 40%
sometimes carried a backup weapon.
Visual weapons screening is a valuable tool that helps officers and others with
security concerns spot individuals who deserve closer observation and, when
appropriate, a lawful physical search. In some cases, the indicator may be rather
weak and will be observed when people are not armed — for example, the sag of a
jacket on one side of the body. In other instances, such as when the muzzle of a
shotgun can be seen protruding from under a trench coat, we know instantly the
individual is in fact carrying a weapon (and in that case, is most likely about to use it).
One of the most important concepts of visual weapons screening is behavior clusters.
For example, an individual who fails to swing his right arm may be armed and trying to
avoid hitting their elbow on the weapon. But an individual who adjusts something
under his clothing above the waistline, looks around very nervously and then walks
away while not swinging his right arm when he spots an officer watching him is far
more likely to be armed. The totality of circumstances will dictate the degree of
likelihood of an individual being armed.
Below are a few of the most common signs of weapon concealment. It should be
noted, however, that the following signs do not always indicate the presence of a
weapon:

Topic 1: Security Check
Gun violators in particular will typically touch and/or adjust the weapons concealed on
their bodies numerous times during the day. This may be a gentle and difficult to
observe bump with the elbow, wrist or hand. On rare occasions, it could be a distinct
grasping of the weapon as they adjust it. Violators often make this gesture when
getting out of a chair or a car or when walking up a flight of stairs or high curb.
Reference: Behavior Detection – Handout
Topic 2: Unnatural Gait
Gun violators may walk with an awkward gait. They may fail to bend their knees
because they have rifles or shotguns in their pants. They may also walk
uncomfortably because they have guns, knives or other weapons hidden in their
boots or shoes causing discomfort. Again, the total circumstances will indicate the
likelihood of a weapon being present.
For example, an individual with a disability may also not bend the leg or walk with an
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unnatural gait, but he or she will likely not appear to be nervous. You will also not see
the rigid line of a rifle running down the outer pants leg as the person walks or the
periodic bulge from the butt of the gun above the waistband as it moves back and
forth.
Topic 3: Jacket Sag
When you place a handgun in a jacket pocket, the coat typically hangs lower on the
side where the weapon is located. In addition, you will often see the fabric pulled tight
from the weight of the gun, and the weapon may swing as a violator walks. Often, the
outline of the weapon may be observed in the pocket area. In some cases, the
violator will attempt to hold or pin the weapon if it begins to swing or beat against their
body.
In cases where the violator becomes extremely nervous when approached by an
officer, he or she may actually grasp the weapon to keep it from swinging or put a
hand in the pocket. While this is often seen when people have items other than a
weapon in their pocket, it is also an indicator that is very typical of the gun violator,
particularly when observed with other behaviors described here.
Reference:
Behavior Detection - Handout
Topic 4: Hunchback Stride
When trying to conceal a shotgun, rifle or submachine gun under a coat while
walking, the butt of the weapon will often cause a noticeable bulge behind the armpit.
Additionally, the jacket does not move naturally because it is supported by the outline
of the weapon. Also, when someone wears a shoulder holster or straps on a sawedoff rifle, shotgun or submachine gun under his or her arm, a bulge in front of or behind
the armpit will often be visible.
Topic 5: Bulges and the Outline of a Weapon
An alert officer can often spot the telltale bulge of the weapon or, in some instances,
the distinct outline of a handgun, knife or brass knuckles in a violator’s pocket. This
may also sometimes be observed in a woman’s purse, book bag or other hand carried
item. In some instances, violators wrap a long gun in a blanket or long jacket.
Topic 6: Visible Weapon
Clearly the most reliable of all the indicators is when the weapon can actually be
seen. It is astounding how many times an armed intruder has entered a facility with a
rifle or shotgun protruding from under his or her jacket without being observed by
staff. In some cases, the butt of a handgun is visible because it is sticking out from a
back or front pocket. A more common instance is the clip-on pocketknife that can be
observed clipped to a front pocket or in the waistband.
Topic 7: Palming
Most often observed with the edged weapon violator but occasionally seen with gun
violators, palming behaviors often indicate imminent risk to the observer. The knife
violator may run the blade of the weapon up along the arm or behind the leg to
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conceal it from frontal view. Just before a target is attacked, a violator will also
typically have his or her eyes fixed on the intended victim.
Topic 8: Inappropriate Clothing for the Season
Wearing a coat, vest, jacket, or cover garment that is fastened in hot, humid summer
weather. Leaving outerwear unfastened during cold, raining, freezing, or snowy
winter weather.

EPO #7: Explain and Demonstrate the Response Procedures When
a Threat has Been Detected
Although, response procedures for prohibited items, dangerous weapons, illegal items
and explosives are discussed here; the purpose of and administrative inspection is for
weapons and explosives. It is possible that while PSOs inspect for weapons and
explosive they will inadvertently discover prohibited and illegal items that are in plain
view.
Topic 1: Prohibited Items
The following procedures should be followed if the PSO detects a prohibited item:
•
•
•

Prohibited items detected during screening will be processed in accordance
with the post orders. Exception/Exemption Policy may apply.
Document the prohibited item on the “Prohibited Items Report.”
If a prohibited item is returned to the owner, the owner will have to remove the
item from Federal Property.

Keep in mind that the prohibited items list and the procedures for handling prohibited
items are established by the DO/FSC.
Topic 2: Dangerous weapons, explosives and other Illegal Items posing a
threat to the security of the Federal facility or persons on the facility
The following procedures should be followed if the PSO detects a dangerous weapon,
explosive and/or other illegal item during screening:
•
•
•
•
•
•

Gain and maintain control of item.
Detain the individual.
Notify the FPS Mega Center for LEO response.
If necessary, notify local law enforcement when FPS immediate response is
unavailable.
Document the event on the “Officer’s Operations Log.”
Follow other procedures as required by the Post Orders and Occupant
Emergency Plan.

Keep in mind that the Screening Station personnel may have to deviate from these
procedures based on the totality of the circumstances especially in situations where
the dangerous weapon and/or other illegal item is involved.
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Topic 3: Bomb or Bomb Components
The following procedures should be followed if the PSO detects a Bomb or
components during screening:
•
•
•
•
•
•
•
•
•

Gain and maintain control of individual with item. Do not touch item!
Isolate area around bomb/component by establishing a safe and secure
perimeter.
Move to a safe position that permits you observation of the device.
Move behind hard cover, solid walls, etc. (if possible while maintaining control
of the item)
Follow other procedures as required by the Post Orders.
Notify the FPS MegaCenter for LEO response.
If necessary, notify local law enforcement when FPS immediate response is
unavailable.
Document the event on the “Officer’s Operations Log.” (1103)
Follow other procedures as required by the Post Orders and Occupant
Emergency Plan.

A phone with a hard-liner should be used if available. However, do not leave the
device unattended. If necessary use cell phone or radio to make notifications but only
after you have established a safe and secure perimeter and moved behind cover.

EPO #8: Describe the function of Electronic Intrusion Detection and
Alarm Systems
Topic 1: Means of Detecting Intrusions
Today’s technology provides a variety of security systems used to assist/augment
personnel. Some but not all of these are listed below:
•

Electronic Intrusion Detection System (IDS): In common language these are
referred to as a burglar or security alarms. IDS can be activated manually or
automatically and are generally employed to protect area perimeters, exterior or
open spaces, large areas in the interior or sensitive rooms/areas. An IDS system
would incorporate transmission lines, sensors, a monitoring board, and fail safe
features.

•

Electro-Mechanical Systems: Referred to as point sensors and include glass
break sensors and magnetic or mechanical switches.
o Glass Break Sensors: As glass breaks, the vibration of the shattering
glass creates a high frequency sound that activates the alarm
o Magnetic or Mechanical Switches: These are typically installed on doors.
After the alarm is set, and the door is opened, the switch is activated and
an alarm will sound.

FPS – TPD – PSO Training
June 2018

Protective Security Officer Post Duties

•

Motion Detectors: These can be ultrasonic, microwave or infrared and are
designed to detect intruders in open areas. The ultrasonic and microwave
sensors transmit radar like signals. When an anomaly (motion) is detected, the
alarm sounds. Infrared detectors monitor temperature changes. When a
predetermined threshold is exceeded, the alarm activates.

•

Audio Sensors: These are microphones in a protected area. Any unusual
sound picked up will trigger the alarm to be activated.

•

Duress Alarm: Often referred to as “Panic Buttons”, these are activated by
simply pressing a hidden button or switch. This is the type of alarm that most
personnel are familiar with.

Alarm signals are received at the FPS MegaCenter or designated central monitoring
station and the appropriate response force is notified.
If an alarm is received, it may be displayed visually on a console, map, diagram, or
computer screen. An audio alarm can also alert them. A bell, siren, or lights in the
area of the alarm may also go on. For security reasons, monitoring stations are
usually in protected areas.

EPO #9: Assessing Possible Intrusions
Topic 1: Assessing Possible Intrusions
You may be the only person at a facility aware of an alarm because it only
annunciates locally (within your area of responsibility), therefor you should contact the
FPS MegaCenter immediately upon notification of the alarm activation.
If the MegaCenter is aware of the alarm activation they may direct you to respond to
investigate or the appropriate law enforcement officers will have been dispatched.
The monitoring personnel will be able to determine the type and location of the alarm.
When assigned to a facility, you should educate yourself on the following aspects to
aid you in assessing intrusions:
•
•
•

Where alarm systems are located and how are they deployed
The type of sensor(s) installed. Pay particular attention to where “detection”
sensors have been placed
If the alarms are tied into the FPS MegaCenter or a central monitoring station,
often times they can tell you what sensors have been activated in what
particular area

Knowledge of the alarm system(s) in place is valuable information. When assessing
a possible intrusion there are other questions you should ask yourself such as:
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•
•
•
•

If a door/window alarm activates, are you familiar with the area?
If a motion detector activates, is it confined to one space or a large general
area?
If a duress alarm activates, are you aware of personnel still in the area? What
is the most direct route to them? Is there a telephone in the area where you
could call to see if the button was pressed in error?
Have multiple alarms been activated by different means?

One of the most visible security features at most facilities is the Closed Circuit Video
systems. Functioning CCV systems will enable you to view perimeter areas (interior
and exterior), access/egress points and any other areas deemed important enough to
have it under remote surveillance.
Your CCV system can assist you when there is an alarm activation by providing real
time, on site surveillance of an area. The CCV system may be connected to a video
recorder so that activities may be recorded for later viewing.
Topic 2: Trouble Spots
Items to remember while learning the location of sensors:
•
•
•
•

Are there items blocking the motion sensors? Placement of office furniture,
storage racks and other items may block the detection area of a motion sensor
False alarms could be nothing more than a change in the environment. Mylar
balloons being pushed by the HVAC system will often set off a motion detector.
Incoming faxes and/or vermin may also cause false alarms
Contact switches; are all windows and doors firmly closed? Is the door or
window loose in the frame? This might cause enough movement in the contact
to create an alarm.
Glass break sensors; older technology may not be able to differentiate glass
breaking, heavy traffic or construction noise. After a false alarm, check the
alarm keypad for any error codes. Record the code and notify the MegaCenter
of the cause

EPO #10: Intrusion Response Procedures
Topic 1: Intrusion Response Procedures
There must be response to all alarms to determine if an actual incident occurred of if
there has been a false alarm. Dependent on Post Orders, locations using CCV may
allow assessment based on remote surveillance and no response would be required.
Your Post Orders would provide specific guidance in these instances. The following
information should be used as guide responding to an alarm:
•
•

Make sure your supervisor and the FPS MegaCenter are aware you are
responding
Maintain constant radio contact

FPS – TPD – PSO Training
June 2018

Protective Security Officer Post Duties

•
•
•
•
•
•

Treat all alarm responses seriously. You do not know if the intruder(s) are still
in the area
Review all applicable information on the alarm system. The type of alarm
activated could determine your response technique
Approach the area cautiously. If necessary to enter an enclosed area, visually
check the outside area thoroughly before entering. Conduct a thorough search
once inside
If evidence is present do not disturb it if all possible
Report in once you have completed the search and get instructions on how to
proceed before departing the area
If the alarm is a duress activation, it would normally mean an employee or
fellow officer is in trouble, plan accordingly

Responding as quickly as possible is warranted in the case of a duress alarm. Your
actions when arriving on scene are important and could determine the outcome of the
situation, if real. Ensure you follow established procedures directed in your Post
Orders. Contact your supervisor and the FPS MegaCenter as soon as possible and
report the situation.
•
•

Follow your Post Orders when responding to alarms
Follow any special instructions with the Post Orders

EPO #11: General Response Procedures
1. Security and Safety Systems
PSO shall monitor and operate facility fire alarm, environmental and intrusion
detection systems, closed circuit television systems, automated access control
systems, package and personnel screening systems, communications systems,
and other protection devices or facility equipment located on or near the post, in
accordance with the Post Orders. When an alarm sounds, the PSO shall
immediately report and record the incident as required by the Post Orders.
PSO shall not disengage, shut off, remove, reposition, obstruct, or interfere with
the government video surveillance cameras/systems.
PSO shall immediately notify the FPS MegaCenter if any of the systems under
their control malfunction, fail completely, or otherwise need maintenance.
During emergencies, PSO may have the requirement to perform simple
emergency related functions that activate or deactivate facility systems, such as
heating/ventilation/air conditioning systems; circuit breakers/switches; and
plumbing valves/switches, as prescribed in the Post Orders.
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2. Hazardous Conditions
In accordance with procedures in the Post Orders and/or Occupant Emergency
Plan (OEP), the PSO shall immediately report all potentially hazardous conditions
and items in need of repair, such as inoperative lights, locks, security hardware,
leaky faucets, toilet stoppages, broken or slippery floor surfaces, blocked
emergency routes or exits.
PSO must remain vigilant to observe and provide emergency response to a variety
of hazards. Upon witnessing or discovery of the release of a hazardous substance
or the occurrence of a hazardous condition, PSO must prepare to activate alarms,
notify appropriate authorities, and control access to hazardous zones from a
remote area or safe distance.
3. Response to Injury or Illness
In the case of a medical emergency where response time for the emergency is
important you shall notify the appropriate emergency services before contacting the
FPS MegaCenter. You will inform the FPS MegaCenter of the emergency and what
type of emergency services is responding to that location.
Topic 1: Title 41, Code of Federal Regulations, Part 102-74
Protective Security Officers (PSO) will monitor and enforce Title 41, Code of Federal
Regulations, Part 102-74, Subpart C which governs the conduct of all persons on
federal property.
• Applicability
• Inspection
• Admission to Property
• Preservation of Property
• Conformity with Signs and Directives
• Disturbances
• Gambling
• Narcotics and Other Drugs
• Alcoholic Beverages
• Soliciting, Vending, and Debt Collection
• Posting and Distributing Materials
• Photographs for News, Advertising, or Commercial Purposes
• Dogs and Other Animals
• Breastfeeding
• Vehicular and Pedestrian Traffic
• Explosives
• Weapons
• Nondiscrimination
• Penalties
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•

Impact on Other Laws or Regulations

EPO #12: Define Operations Security (OPSEC).
Operations Security is an analytical process used to deny adversary information
about our intentions and capabilities by identifying, controlling, and protecting
indicators associated with our planning process or operations. OPSEC does not
replace other security disciplines, it supplements them.
The Operations Security process.
•

EPO #1: Explain the duties of the Protective Security Officer in relation to
standing post.
• EPO #2: Identify common security features found in, and tests to determine the
validity of, identity documents
• EPO #3: Compare Unique Facial Characteristics
• EPO #4: Identify document alteration techniques and methods of detection
• EPO #5: Explain and demonstrate the Patrol and Response Procedures
• EPO #6: Identify the signs associated with a person concealing a weapon.
• EPO #7: Explain and demonstrate the response procedures when a threat has
been detected.
• EPO #8: Describe the function of electronic intrusion detection and alarm
systems
• EPO #9: Identify common intrusion assessment procedures
• EPO #10: Identify different types of response to intrusions
• EPO 11: General Response Procedures
• EPO #12: Define Operations Security (OPSEC).
Summary
This course was designed to provide the student with the knowledge necessary to be
able to perform the duties of the PSO in relation to a post assignment. It outlined the
proper procedures to take in the event of a hazardous situation, and it defined
Operations Security (OPSEC).
REFERENCES
Statement of Work
PSO Smart Book
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant experience
and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
This course is to help the student identify Special Situations that FPS and the PSOs
could encounter. Those situations are Gender Identity, Exceptions and Exemptions for
Prohibited Items and how to handle Service Animals.
Terminal Performance Objective
Upon completion of this course the student will be able to define special situations as
they relate to gender expression, exceptions and exemptions to the Prohibited Items
List, Ban letters, service animals and the proper responses to each.
Enabling Performance Objectives
•
•
•
•

EPO #1: Define Gender Expression and how it is accommodated in the work
place
EPO #2: Describe exceptions and exemptions to the Prohibited Items List for
federal facilities
EPO #3: Describe an Ban Letter and the proper response to it
EPO #4: Define service animals and the proper response to take when making
contact
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Definitions:
Dangerous Weapon:
A weapon, device, instrument, material, or substance, (animate or inanimate), that is
used for, or is readily capable of causing death or serious bodily injury, excluding a
pocket knife with a blade of less than two-and-a-half inches in length.
Designated Official (DO):
Is the highest-ranking official of the primary agency occupying a federal facility or
alternatively the individual selected by mutual agreement of that agency.
Exceptions: as used in the context of prohibited items, exceptions are temporary in
nature and granted for specific occurrences or a defined time period.
Example: An agency tenant is allowed by the FSC to bring a plaque with a
replica firearm attached to it for an official agency retirement ceremony.
Exemptions: as used in the context of prohibited items, exemptions are permanent in
nature until rescinded.
Example: An agency tenant is allowed by the FSC to permanently store the
agency’s softball team equipment (including bats) in the agency floor space.
Facility Security Committee (FSC):
Is a body consisting of representatives of GSA, FPS, and each tenant agency, or the
DO of a single tenant agency, occupying a facility protected by FPS. Among its other
duties, the FSC is responsible for reviewing and approving countermeasure
recommendations, funding countermeasure applications, and identifying and
addressing the facility’s security concerns.
Prohibited Item:
Is an item that is restricted from being allowed into the facility by the FSC or DO.
Prohibited Items Report:
Is a list maintained at the post documenting all prohibited items that have been
discovered. Information from this report is entered weekly in EIS

Security Screening:
Is an electronic, visual, or manual Inspection of persons, vehicles, packages, and
containers for the purpose of detecting the possession or attempted introduction of
illegal, prohibited, or other dangerous items into the facility.
As the PSO, what should you do if someone with a Prohibited Item asks for an
exemption or exception?
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Follow the procedures in the Facility’s post orders and advise the person that they
must present their request to the FSC and until the FSC makes a decision, the
prohibited item will not be allowed in the facility. Additionally the PSO should contact
the appropriate MegaCenter and request Federal Protective Service assistance. FPS
may respond and provide guidance.
Office Supplies, Tools, and Religious Items:
Unless otherwise directed by an FSC, office supplies and tools used by federal
employees or contractors in the performance of their official duties will not be deemed
“prohibited items”.
Religious Items that would otherwise be considered a weapon, such as a Kirpan worn
by certain members of the Sikh faith, MUST be approved by an FSC/DO under an
Exception or Exemption before it is allowed into the facility.
Non FPS Armed Law Enforcement Officer (LEO):
It is unlawful for an armed state or local LEO to possess a firearm in a federal facility
unless they are on official business. LEOs responding to emergencies at the facility
shall access the facility without further delay once they have been identified and the
nature of the emergency has been determined.

EPO #1: Describe Gender Expression and how it is accommodated
in the work place
Gender Expression defined:
Gender Expression or Identity is the individual's internal sense of being male or
female.
"Gender expression" is how individuals present their gender (male or female) through
gender related cues (e .g. appearance, grooming, and clothing); even if that gender
presentation is different from that associated with the person’s assigned sex at birth.
Visitors and occupants are allowed to use restrooms, locker rooms and other gender
specific facilities consistent with their gender expression. When visual observation
does not allow ready identification of gender the only proper question to ask is “Do
you identify yourself as male or female?”
When addressing visitors at federal facilities it is important to use the proper pronouns
for the gender they exhibit.

EPO #2: Describe exceptions and exemptions to the Prohibited
Items List for federal facilities
As the PSO assigned to help protect a federal facility you are responsible for
administrative Inspections of persons, packages, and service animals attempting to
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enter the facility.
What should you do if someone with a Prohibited Item asks for an exemption or
exception?
• Follow the procedures in the Facility’s post orders and advise the person that
they must present their request to the FSC and until the FSC makes a
decision, the prohibited item will not be allowed in the facility. Additionally the
PSO should contact the appropriate MegaCenter and request Federal
Protective Service assistance. FPS may respond and provide guidance.
Kirpan• A blade carried by practicing members of the Sikh religion
• Blade is usually between 3 – 6 inches long.
• When encountered handle the item with respect.

EPO #3: Describe a Ban Letter and the proper response to it.
Terms:
Ban Letter/Ban Notice is a letter issued by the pursuant to 20 C.F.R. Part 422 to a
claimant or other member of the public for the purpose of banning or restricting the
person’s access to controlled facilities.
PSO actions:
1. PSOs shall maintain situational awareness regarding individuals who have
been issued a Ban Letter.
2. Upon notification that an individual now present at the entrance to the facility
has a ban in effect, the PSO shall notify the appropriate MegaCenter.
3. Upon notification, the MegaCenter shall provide over the air notification to the
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appropriate FPS Supervisor or LEO that an individual who has been issued a
Ban Letter is at the facility.
4. Incidents at SSA Offices Involving SSA Ban Letters:
At a facility where the SSA is the sole tenant, PSOs shall advise the banned
individual that they are prohibited from entering an SSA facility, except when
specifically authorized by the SSA Office Manager.
5. Incidents at multi-tenant facilities:
The individual shall be allowed entry into the common area public space of the
facility, and to conduct business with other federal offices.
6. In the event the individual refuses to leave the facility or SSA space, the PSO
shall again notify the MegaCenter and request that an FPS LEO be
dispatched. At any time, if the individual engages in any other illegal or
inappropriate behavior, the PSO shall address the situation as outlined in the
post orders.
7. The PSO shall not attempt to physically remove the individual from the facility
or SSA space based solely on the Ban Letter. Since the objective is for the
individual to leave the facility, there is no need to detain the individual unless
specifically directed by the MegaCenter or a FPS LEO. In the event that a FPS
LEO is not in the vicinity of the facility, the MegaCenter shall dispatch the local
police department, consistent with any existing MegaCenter procedures.
8. Upon the arrival of the LEO, the individual shall be escorted from the facility.
Should the individual resist the lawful order of the LEO to vacate the premise,
the necessary and appropriate law enforcement action shall be taken.

Summary
This course has provided the student with the knowledge they need to identify special
situations that they could encounter such as Gender Identity, Exceptions and
Exemptions to the Prohibited Items List and Ban letters. Furthermore the student
should be able to take the appropriate actions when facing these situations.
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant experience
and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
This course of instruction is designed as a basic introduction to Crime Scene
Protection. The duties and responsibilities of the initial responding officer(s) are
discussed. The course explores the Preliminary Police Investigation and how it impacts
on the full-scale investigation. The course will also discuss several crime sceneoperating principles. The course emphasizes proper crime scene preservation and
processing through effective standard techniques and the role field notes play in the
establishment of a proper chain of custody.
Terminal Performance Objective
At the completion of this course the student will identify the principles of crime scene
preservation in accordance with the Rules of Evidence and the Chain of Custody.
Enabling Performance Objectives
•
•
•

EPO #1: Identify the appropriate method(s) to protect the evidence, and secure the
assigned crime scene as required in a Preliminary Police Investigation (PPI)
EPO #2: Identify the principles of evidence
EPO #3: Identify the procedures used to record the crime scene through the use of
notes

FPS – TPD – PSO Training
June 2018

Crime Scene Protection
Page ii

EPO #1: Identify the Appropriate method(s) to Protect Evidence, and
Secure a Crime Scene as required in a Preliminary Police
Investigation (PPI)
Topic 1: Crime Scene Identification and Protection
One of your most important duties will be to ensure the integrity of the crime scene.
This means maintaining it in its original condition. Law enforcement officials may
direct you to protect the crime scene until law enforcement arrives, and possibly even
while the scene is being investigated.
A crime scene is the area where the crime occurred. It can be as small as part of a
hallway or room, or as large as an entire floor or building, depending on the crime.
There are two different types of scenes; an Open Scene, which require you use crime
scene tape, barricading, extra police/security personnel or the use of existing barriers.
The other type is a closed scene; generally there are areas not affected by the
elements but still may require the use of crime scene tape, extra police/security
personnel, and closing doors or windows(after recording).
The crime scene is dynamic and changes rapidly with time. In most cases, it will
reveal one or more persons have come together at a location to commit an act, which
when accomplished, is a violation of the law. Largely the actions of the first
responding Protective Security Officer(s) will determine whether the investigation of
this crime will be successful. No matter how thorough the follow up investigation may
be, the potential errors committed by the first responding Protective Security Officer(s)
may be difficult or impossible to overcome. The object of the police investigative
process is to find the truth of what happened and who is involved.
We normally tend to think in terms of finding all the answers in the criminal
investigation. Indeed, this is true. However; before we can know all the answers, we
must first assure ourselves that we know all the right questions. Questioning by the
police begins at the preliminary police investigative stage. The actions of the
Protective Security Officer that is the first to arrive at the crime scene are crucial to
the investigation. What the Protective Security Officer(s) do upon their arrival will have
an effect on how the case is resolved.
Topic 2: Preliminary Police Investigation (PPI) Defined
Preliminary police investigation is that part of the investigation that begins when the
officer(s) is/are assigned the call. The investigation terminates when the crime scene
and all information that is collected pertaining to the incident is turned over to the
assigned investigative personnel. The preliminary police investigation consists of the
duties and responsibilities of the first officer(s) arriving on the scene of a crime.
Topic 3: Secure the Scene
Respond: Respond to scene quickly and ensure the area is safe. If the scene is not

FPS – TPD – PSO Training
June 2018

Crime Scene Protection
Page 3

safe to work in you could become a victim as well. Taking charge of the situation and
establishing control upon arrival is important. You command presence is essential
because people at the scene may be excited, confused, cooperative, uncooperative,
apprehensive or in a state of shock. It may be necessary as the first responder to
reassure them that everything is all right and you are in control.
Provide Emergency Care: After making the scene safe your first priority is to provide
emergency care to the injured.
Secure the Scene: The crime scene can be the most productive source of evidence.
Major responsibility of first officer on scene; everything of a non-emergency matter is
delayed until scene is secured. After all emergency situations are addressed; the
officer must then focus on the protection of the scene. Keep all curiosity seekers and
the onlookers out of the scene and hold the scene until released by FPS or
State/Local Officers.
Once you have secured the scene, you need to determine what happened. You
should ask yourself, has a crime actually been committed? Begin to gather
information based on who, what, when, where, why, and how.
Secure identification of witnesses and hold them until investigators arrive if possible.
Speak to all persons with tact. If the victim has suffered physical or sexual abuse do
not ridicule or berate victim. BE PROFESSIONAL AND SENSITIVE
Topic 4: Spontaneous Statement
Spontaneous statements are statements made at the scene by witnesses and/or
suspects. Unplanned statements are statements made in relation to things done by
person(s) present at the scene. These need to be recorded in notes as soon as is
practical.
Topic 5: Suspect at or Near Scene
Agency regulations must be considered before suspect(s) may be detained,
questioned, and/or released or arrested depending upon specific circumstances. You
do not have the authority to make an arrest.

EPO #2: Identify the Principles of Evidence
Topic 1: Evidence Definition
As defined: Something that can furnish proof during a criminal proceeding. In a
criminal trial, this is the means of satisfying the judicial system, such as a jury, of the
truth or falsity of an allegation.
Topic 2: Types of Evidence
Physical evidence has form and mass. It can be either visible or invisible. You cannot
enter an environment without leaving some trace of your presence. Also when you
leave that environment you will be taking something of that crime scene with you.
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Wherever anyone consciously or unconsciously steps, or touches will serve as a
silent witness against them self. Not only their fingerprints, but their clothing fibers, the
glass they may have broken the tool marks they may have left on the door. The blood,
semen they deposit or collect--- All of these and more bear mute witness against
them. This is evidence, and it does not lie, and it does not forget.
"It is not confused by the excitement of the moment. It is not absent because human
witnesses are. It is factual evidence. Physical Evidence cannot be wrong; it cannot
perjure itself; it cannot be wholly absent. Only its interpretation can err. Only human
failure to find it, study, and understand it, can diminish its value." (Harris vs. United
States, 31 U. S. 145, 1947) Examples: blood, hair, fibers, fingerprints, etc.”
Topic 3: Individual Characteristics
Class Characteristics:
Features of a piece of evidence which are not unique for that item but which are
shared by other items of the same class. Can measure the unique features to find the
source.
Examples of evidence with class characteristics are:
• Blood and hair
• Bodily fluids
• Soil
• Paint
Individual Characteristics: evidence that can be associated with a common source
with an extremely high degree of probability. This excludes all other items with similar
class characteristics.
Unique features can be analyzed as to source; at least they have the capability of
identifying the source.
Examples of evidence with individual characteristics:
• Fingerprints
• Tool marks and impressions
• Handwriting
• Typewriting
• Firearms (bullets)

EPO #3: Identify the Procedures used to Record a Crime Scene
through the use of Notes
Topic 1: Record the Scene
The Golden Rule is; do not touch, move, or alter any evidentiary item until you
document the scene.
Topic 2: Notes
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Field notes play an extremely important part in capturing the details of the crime
scene such as:
•
•
•
•
•
•
•

Supplement photographs and sketches.
Serve as a repository for detail.
Substantiates the report.
Documentation of the scene to be used by all involved.
Refresh the memory.
Notes should be gathered in chronological order corresponding to the steps
taken by the PSO.
Content
o Date and time call received.
o The time of arrival.
o What were the weather, and lighting conditions?
o Officers/staff present.
o Information on witnesses.
o Officer’s action and activities.
o Overall condition of the scene.

Summary
This course was designed to introduce the student to basic crime scene protection,
crime scene operating principles, and the duties and responsibilities of the initial
responding officer(s). The course explored the Preliminary Police Investigation and
how it impacts the full-scale investigation with an emphasis on proper crime scene
preservation and processing through effective standard techniques. It also covered
proper field note taking procedures and explained the role they play in the
establishment of a proper chain of custody.
Enabling Performance Objectives
• EPO #1: Identify the appropriate method(s) to protect the evidence, and
secure the assigned crime scene as required in a Preliminary Police
Investigation (PPI)
• EPO #2: Identify the principles of evidence
• EPO #3: Identify the procedures used to record the crime scene through the
use of notes
• EPO #4: Identify and demonstrate the methods used, as required in PPI, to
collect and preserve evidence and establish a chain of custody as necessary.
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
Proper documentation is an essential and intricate part of the Protective Security
Officers (PSO) duties and functions. Taking notes, completing forms, and keeping
records are the most basic forms of documentation within FPS for a PSO. These
documents record information that may be used to make an arrest, use at legal
proceedings, record problem areas or incidents, or establish accountability. Thus it is
essential that all PSOs have the ability to properly and professionally complete clear
and concise documents.
Terminal Performance Objective
Given a classroom lecture environment, the student will be instructed in techniques to
take notes, write reports and maintain records in a professional manner and according
to FPS and company policy.
Enabling Performance Objectives
•

EPO #1: Demonstrate proper procedure for use of DHS Form 139 and 1103
Activity log
• EPO #2: Explain the general guidelines for Note Taking
• EPO #3: Explain the general guidelines for Report Writing
• EPO #4: Demonstrate the proper procedures for use of DHS
Form 3155 Offense/Incident Report.
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EPO #1: Demonstrate proper procedure for use of DHS Form 139
and 1103 activity log
Topic 1: DHS Form 139
Signing In and Out:
Your employer is just one of many companies contracted to provide protective
security officer services to DHS. For verification of your attendance and hours worked,
you will be required to sign in and out on a modified version of DHS Form 139
(Record of Time of Arrival and Departure from Buildings).
Because the government uses this form as a basis for payment to your employer who
in turn, pays you for services rendered, it becomes very important that you fill it out
correctly and accurately
The top of your Form 139 has three spaces labeled: Building, Year, and Month. These
spaces must be filled out on every sheet. In addition; the following columns should be
filled out as indicated:
•
•
•
•
•

Date
Name: Print last name, first name, middle initial
Signature
Agency/Firm: Leave blank
Room number: Leave blank

Purpose of Visit: Work
•
•

Arrival: Record the exact time you start your tour. Use the 24-hour clock.
Departure: Record the exact time you end your tour. Use the 24-hour clock.

*Note: You will not sign out until you are actually departing the post. Signing out while
still on post is fraudulent and could lead to disciplinary action.
If you are in a supervisory position or on a roving post that covers several buildings,
you must sign in and out at each building. As long as you take the most direct route
between buildings, you are not off site.
There are additional simple rules to follow when signing the form:
•
•
•
•

•

Always sign on the next available line do not skip lines.
Never ask another person to sign you in or out.
Never personally sign another person in or out.
If a mistake is made on the form, cross out the entire line once, initial it, and make
the correct entry on the next line below. Notify your supervisor of the mistake so
he/she can initial it as well if there is no problem with the mistake made.
Do not forget to sign in and/or out. If you do so, it could lead to your pay not being
accurate or you not being paid on time.
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•

Always record your correct times of arrival and departure.

*Note that falsifying a Government document is grounds for disciplinary action to be
brought against you, which could lead to you being removed from all FPS security
guard service contracts. The DHS Form 139 should remain in a secure place
designated by FPS. It should never be carried around by any individual or left in an
unsecured place.

Topic 2: DHS Form 1103 Activity Log
The DHS Form 1103 is used to document the daily events that occur on post. The
PSO is responsible for annotating all the activities for that post on the DHS Form
1103. It is important that you accurately report any incident that occurs at the post
during your tour of duty. If you are unsure if something should be recorded on your
log, contact your supervisor for further guidance.
There are simple rules to follow when filling out the form:
•
•
•
•
•
•

Always log entries on the next available line, do not skip lines.
Never have another PSO enter your activities.
If your log entry continues beyond the first line, your signature should be on the
last line of the log entry.
Always record the correct times that all incidents occur.
If a mistake is made on the form, cross out the entire line once, initial it, and make
the correct entry on the next line below. Notify your supervisor of the mistake so
he/she can initial it as well if there is no problem with the mistake made.
A new 1103 should be filled out for every day for all posts, and all shift. If there are
multiple posts in one facility, each post will have their own DHS Form 1103.

The top of the form has three blank spaces labeled Building, Month and Year. These
must be filled out on every sheet in addition to the following:
•
•
•

Date/Time
Item: Incident/occurrence description.
Signature

EPO #2: Explain the General Guidelines Note Taking
Topic 1: Taking Notes
Taking notes is important to recall information for report writing and they become a
part of a permanent record. Reports begin a chain of events that may include a future
review by police, attorneys, and judges. They become a permanent record. If you
want to write an effective report, it all starts with taking notes. They are the foundation
for your actual report. By applying effective note taking, you will write a report with
less difficulty and in less time.
Take down the information. Get it all, get it right, and make it clear. Then answer the
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following questions when you are collecting information. This will save you the
embarrassment, inconvenience, and imposition of having to re-question a victim,
witness, or complainant.
When taking notes, you should answer these key questions:
•
•
•
•
•
•
•

Who – Identify all individuals who involved in the incident
What – Provide the facts of the incident
When – Time and date.
Where – Location of incident: Try and be as specific as
Possible.
Why – If you can establish the “WHY” be as specific as possible while avoiding
jumping to conclusions.
How – Establish the sequence of events chronologically and be aware that you
may have different versions of how the event unfolded if you have multiple
witnesses, subjects, victims you will probably have different versions of how the
incident happened. It is not your job to determine which version may be the correct
one, only to record the information as told to you.

Topic 2: Discovery
Discovery: A pretrial stage where the parties exchange information about the
evidence and arguments they will offer at trial.
The more in-depth your notes are, the easier your report writing becomes. These
notes should be so comprehensive that several months later you should be able to
refer back to them and have accurate recall. These notes when completed contain
sensitive information and will not be distributed outside the FPS. You are not allowed
to have personal copies or provide anyone else copies unless authorized by
competent authority to do so. If you do, you will be subject to possible disciplinary
action. It is important to remember that Federal Rules of Evidence allow any material
used to help you recall information or write reports may be entered into evidence
during a trial.
Topic 3: Accuracy
In the event you will have to do a report, you will need to make sure you have the
following information:
•
•
•
•
•
•

Type of incident or offense
Date, time, and location of same
Full names and addresses of personnel involved. Include business addresses and
telephone numbers also.
DOB, sex, age, and race.
If any injuries, describe them. If any injured are treated, describe the first aid
provided. Also, annotate anyone who refuses treatment.
Time of notification to the FPS MegaCenter.
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•
•

Any notification of additional emergency services, building management, etc. to
includes names and telephone numbers of those contacted.
Other specific information required for your report will depend on the type/nature of
incident or offense. Refer to your Post orders. For any utility emergencies, contact
the FPS MegaCenter and log in all applicable information. The FPS MegaCenter
will contact the responsible company (s) and report the nature of emergency along
with any specific instructions.

Make sure your notes are factual, legible, and free of anything that may damage
your credibility, any of your co-workers, or that of any FPS personnel.

EPO #3: Explain the general guidelines for report writing
Topic 1: General Guidelines for Report Writing
All PSOs are responsible for the timely, detailed and accurate reporting and
documenting of incidents, offenses, criminal activity and suspicious activity. PSOs
must ensure that the information is:
Accurate as well as authoritative: i.e. reliability on FPS personnel to articulate facts
in legal settings is paramount to insuring the public trust. Articulate reliable and truthful
information that cannot be easily disproved by minimal vetting/research or common
sense. Reports should reflect the facts, not your personal opinion.
Detailed: i.e. sufficient detail to serve investigative and/or actionable purpose;
Respectful of civil liberties: i.e. cannot consist solely of First Amendment activities,
and finally
Timely: i.e. information must be current. It must be conveyed before it is overcome by
events and no longer actionable and/or of investigative value.
Failure to adhere to professional standards can prove catastrophic in maintaining the
public’s (as well as law enforcement and other organizations) trust and confidence.
A few good rules of thumb when writing reports:
1. Write Short Paragraphs
2. Use Active Voice (I saw, I heard…Etc.)
3. Use Short, Conventional Words
4. Write Short Sentences
5. Be Correct, Credible, and Complete
Paperwork associated with report writing will not be overwhelming if you:
• Carefully read all instructions, including those that might be in the Duty Book.
• Make written and/or mental lists of the required forms and procedures to fill
them out.
• Ensure you have the required forms on hand, or know where to procure them.
• Practice the Gathering Information, Note Taking and Reporting Techniques
that are addressed in this chapter.
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Topic 2: Collecting Information for Reports
In responding to an incident or emergency, you will have several possible courses of
action depending on the situation and decisions made by FPS Law Enforcement
Personnel. You are not required to conduct interviews; however the first of such
actions may begin with collecting information. This chapter provides some useful
guidelines for gathering the necessary information for your report.
You may be required to obtain information from people connected to an incident or
crime. The goal is to gather information that will help FPS law enforcement personnel
develop leads, aid in locating property or people, assist in clearing subjects, and
verifying suspicions.
You may help other people give an account of what happened in their own words. You
then review their statement, and ask questions if necessary to help clarify any
information. Some general points to remember when collecting information are:
•

•
•
•

Establish your authority to ask questions by properly identifying yourself and
stating
your reasons for asking questions.
*Note- individuals are not required by law to answer questions by the
PSOs.
Always politely ask for people’s assistance and cooperation. Make sure your
questions are clear and concise so people will understand them.
Maintain your focus, be positive and thorough. Do not allow your thoughts to
wonder. Have your questions written down to be clear on what you are asking.
The most commonly asked questions will refer to Who, What, Where, When,
How, and Why? You will also want to ask if there were any witnesses to the
incident.

You must stop asking questions if it becomes apparent that your information gathering
has stopped being a general inquiry into the incident and now focuses on the person
you are talking with.
People have the constitutional right to refuse to answer questions that might
incriminate them. This also applies when answers provide a link in a chain of evidence
that could be incriminatory.
At the conclusion of the discussion, thank the person for his/her cooperation. Report
your findings to the appropriate FPS official and file your incident report.
Topic 3: Obtaining Descriptions
Often witnesses or victims will have trouble giving accurate descriptions of subjects
for reasons ranging from their excited emotional state to the swiftness of the incident.
To prompt their memories, ask questions that go from general to specific points.
Questions about a subject’s physical characteristics should begin with the head and
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proceed downward.
Take care not to ask questions that will influence the person’s response. Rather than
asking “Wasn’t the subject six feet tall?” ask: “Do you see anyone here about the
subject’s height?” Using other points of reference will help the witness recall
characteristics that would otherwise be overlooked – including mannerisms, speech,
and clothing.
Aside from general physical characteristics such as height, weight, sex, age, scars,
marks, race, etc., use the following list that may help you to develop a profile of the
subject:
•
•
•
•
•
•
•
•
•
•
•

Head: Size and shape
Hair: Color, whether straight, curly, wavy, etc.
Ears: Size and shape
Face: Shape, facial hair (beard or mustache)
Eyebrows: Arched, straight, long, slanted, etc.
Eyes: Color, shape, did individuals where glasses?
Nose: Size, width, did individual have flaring nostrils?
Mouth: Size, type of lips
Speech: Lisp, mumbled, accent, drawl
Voice: High, low, raspy, loud, soft
Chin: profile-receding, jutting, small, pointed

If known, information on the habits and behavior of the subject would be extremely
helpful.
Question each victim or witness alone, and check the blocks that match his/her
description on the appropriate form.
Don’t put words into the individual’s mouth, and don’t make a composite description of
a subject by combining various descriptions. Place any additional descriptions in the
Remarks section.

EPO #4: Demonstrate the proper procedures for the use of DHS
Form 3155 Offense/Incident Report
Topic 1: 3155
A report relays information and tells a story. It is a clear, concise representation of a
crime or incident. The report must be comprehensive and leave out no important
information. Your report when properly submitted on DHS Form 3155,
Offense/Incident Report, is the official record of the incident. 3155’s must be
completed and submitted within 24 hours of the incident or report of incident. Follow
the instructions shown on the reverse side of the form, fill in all numbered items
applicable to you.
Record all items not related to the incident as “not applicable” or “N/A”. If additional
space is needed, use the reverse side and continuation sheets. The continuation
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sheets should be annotated with the case number and date at the top of each sheet.
Pages should be numbered at the bottom. Refer to Appendix 2 of the student manual
for samples of the form.
If required to fill out either form, keep the following responsibilities in mind: Consider
exactly what it is you are trying to accomplish. You must address those elements that
show a crime or incident did occur. The report must contain statements or
observations that have a direct relationship to the crime or incident. Observations
must be yours – not what another person sees. Your direct information eliminates
misleading circumstantial evidence.
One portion of the Offense/Incident Report is a short narrative describing the incident
or offense. Although a narrative, it should contain all the pertinent facts and
information. It should relay the information just as you received it. To assist you, the
following guidelines will be helpful:
•

•
•

You should have a plan – determine the purpose of the report and then
prepare an outline with topic headings that distinguish between major and
minor sections. This should be started at the note-taking stage, so writing the
report will be less time consuming.
Next you should organize your background material in the order detailed in
your outline. Put it in the order you will use it in the report.
Now you are ready to write, using directives, official sample reports, or copies
of other well written, approved reports as guides. Again, be clear and concise,
describing just what happened.

After finishing the report, you will need to proofread it for mistakes and any errors.
While doing so, ask yourself the following questions:
•
•
•
•

Does the report properly communicate what occurred?
Does it meet the criteria for the investigation?
Can your supervisors or other superiors make decisions based on the content
of it?
Does it answer who, what, where, when, why and how?

When writing any reports always check for inconsistencies, unnecessary repetition,
inadvertent omissions of information, etc. Sometimes if able to do so, set the report
aside for a few minutes and then review it a second time.
Not all incidents can be written by a PSO even though they are reported by the PSO.
FPS Directive 15.5.1.5 covers the use of 3155s. In the Offence/Incident Activity
Codes section it shows FPS codes for each incident that the MegaCenter uses, it is
color coded for some incidents. All green codes are what PSOs are authorized to
write a 3155 report on. Any blue codes, the PSO needs authorization from FPS. A
copy of the Activity Codes should be provided by the contractor company or FPS.
Authorized PSO Reports
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All listed items are marked green in the Offense/Incident Activity Codes:
1.
2.
3.
4.
5.
6.
7.
8.
9.

1520 – Traffic Accident: Non-Injury
1805 – Reported fire Unfounded (Includes Malfunctions and Accidental Alarms)
1830 – False Fire alarm
1840 – Fire Drill
1860 – Fire Alarm Activation – No Fire
1865 – Fire drill for Specific Property
1880 – Supervisory Signal
1890 – Trouble Signal
2045 – Elevator issue: Officer Response to Provide Assistance to an Elevator
Entrapment
10. 2100 – Other Incidents
11. 2105 – Escort
12. 2115 – Courtesy Violation Notice
*Blue marked codes must have FPS authorization before any PSO can do a 3155.
1.
2.
3.
4.
5.
6.
7.
8.

1520 – Traffic Accident: Involving Death or Injury
1529 – Attempted Hit and Run
1530 – Accident (Non-Traffic): Non-Injury
1901 – VIP Security Detail
1905 – Building Security Check: Called to Scene
1910 – Building Security Check: Officer Initiated
1915 – Officer Response to Intrusion Alarm
2050 – Medical assistance (e.g. first aid, CPR, etc.)

Topic 2: 3155 Continuation
All information that cannot be placed in the main body of the 3155 must be placed on
a 3155 continuation. The continuation will be attached to the primary 3155 when
submitted.
Topic 3: Filling Reports
When you have completed your report, notify the appropriate FPS official and/or the
FPS MegaCenter. The report should be collected and forwarded to the applicable
office.
If a party requests a copy of a report, contact the MegaCenter and they will take the
necessary action. You are never under any circumstances allowed to make copies,
keep copies, or release copies of any reports you have written.
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Table 1: Example DHS Form 3155
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Table 3: Example Statement Continuation Form
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Summary
This course was designed to provide the student with the knowledge necessary to
clearly and concisely take notes, write reports and complete forms in a professional
manner.
Enabling Performance Objectives
•
•
•
•

EPO #1: Demonstrate proper procedure for use of DHS Form 139 and 1103
Activity log
EPO #2: Explain the general guidelines for Note Taking
EPO #3: Explain the general guidelines for Report Writing
EPO #4: Demonstrate the proper procedures for use of DHS
Form 3155 Offense/Incident Report

Resources
•
Student Handbook i.e. Guide
REFERENCES
Common FPS Form 1103
Common FPS Form 139
Common FPS Form 3155
Common FPS Form 3155 Continuation
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Introduction
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.

Purpose of Course
This course will enable the student to understand how the Occupant Emergency Plan
is used in conjunction with their Post Orders and will help them to effectively respond
and act during emergency situations.

Terminal Performance Objective
Upon completion of this course the student will understand the importance of the
Occupant Emergency Plan (OEP) and how it works in conjunction with Post Orders to
identify emergency situations, provide notifications, and respond appropriately.
Enabling Performance Objectives
• EPO #1: Identify the PSO responsibilities to the OEP
• EPO #2: Describe response procedures to civil disturbances
• EPO #3: Identify actions to take during emergencies
• EPO #4: Identify and respond to unattended and suspicious items
• EPO #5: Describe bomb threat procedures
• EPO #6: Recognize and respond to workplace violence
• EPO #7: Describe responses to Code Adam, AMBER and SILVER alerts
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EPO #1: Identify The PSO responsibilities to the OEP
Topic 1: What is an OEP?
An occupant emergency plan is a critical component of an effective Occupant
Emergency Program. The guidelines for an occupant emergency plan (OEP) are
based on recognized best practices and meet the requirements of the emergency
action plan required under 29 CFR 1910.38(a).
The OEP is a document describing the actions occupants should take to ensure their
safety in an emergency situation. These plans are intended to minimize the risk to
personnel, property, and other assets within the facility if an incident occurs inside or
immediately surrounding the facility by providing facility-specific response procedures
for occupants to follow. The plan outlined below is a baseline of minimum elements
that should be considered.
Ultimately, it is up to the individual agency, department, or FSC to determine
appropriate elements in the plan (and program) based on facility- specific needs. Per
the Interagency Security Committee, Federal agencies have a responsibility to be
prepared in the event of any emergency situation by properly planning, preparing and
practicing the OEP. Your knowledge and understanding of how the OEP works will
better assist you in your duties when the OEP is activated.
The OEP establishes a set of procedures to address specific emergency conditions.
The Designated Official (DO) has overall responsibility for the facility’s occupant
emergency plan. At a minimum, the plan should be reviewed by the DO, the
building/property manager, a representative of each tenant agency, and the FPS
Inspector annually.
Topic 2: What factors contribute in deciding to activate an OEP?
The activation of the occupant emergency plan requires your ability to recognize and
determine if an emergency exists. The following factors may be considered or
contribute to a decision to activate an occupant emergency plan may include:
•

•

•
•

Situations posing an immediate threat to life or property, including fire, smoke
conditions, explosions, medical emergencies, sudden natural disasters,
presence of explosive or dangerous devices, active shooter scenarios, code
Adam, or hazardous materials releases (internally).
Situations with a probability of escalating and may pose a risk of injury or
significant property damage, such as incidents of workplace violence, civil
disturbances, local criminal activity, hazardous materials releases, and severe
weather emergencies.
Conditions or situations where essential services to the facility are lost or
interrupted, including power, lights, water, elevator malfunctions or fire
protection systems.
Facility-related issues or conditions posing a hazard to the occupants including
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•

broken pipes or sewage system back-ups.
Verbal, written, electronic, or telephonic threats (bomb, violence, hazardous
materials release etc.).

Topic 3: Evacuation Considerations
Evacuations may be required for many different situations and may be limited to a
single area or involve an entire facility. The OEP will address the process by which
occupants are alerted to the required evacuation and the expectations of how
employees will evacuate their area, floor, and facility.
Plans should address routes of escape and, where appropriate, the use of “areas of
refuge,” elevators, and any evacuation assistance equipment. Occupants are to follow
all applicable fire codes. All plans should address the needs, processes, and
equipment needs for all occupants who may require assistance due to a medical
condition, injury, or existing disability during an emergency evacuation.
The following items should be considered when determining evacuation procedures
and processes:
• Evacuation triggers
• Special populations (persons needing assistance)
• Communications with visitors and occupants
• Evacuation assembly areas/rally points (primary and secondary)
• Evacuation routes
• Use and location of “assist rooms” or “areas of refuge.”
Topic 4: What is Shelter in Place (SIP) and what types of emergency situations
might involve a decision to SIP?
In some emergency situations, the decision to evacuate a facility may place an
occupant’s safety and health in danger. Shelter-in-place (SIP) is a protective action
individuals can take to remain inside a facility and protected from exposure to threats
from outdoors. SIP is an important component of the OEP because it gives individuals
a safe alternative to evacuation. The SIP is a voluntary action for occupants and
visitors, unless mandated by law enforcement or public health officials.
The DO may decide to implement SIP in several different types of emergency
situations including but not limited to:
• Civil unrest
• Bomb threat (external)
• Chemical, biological, nuclear, explosive release
• Severe weather
• Earthquake
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Topic 5: What are some preparations that should be in place prior to the
implementation of a SIP?
The following preparation steps should be taken by tenants before a SIP incident:
• Notify occupants of SIP locations
• Ensure occupants are aware of SIP locations
• Maintain and stock SIP locations with appropriate emergency supplies
• Identify the level of protection the SIP location will provide
• Establish a communications plan to ensure information is transmitted and
received
• Training on proper SIP protocols
• All employees should be made aware of SIP procedures
Topic 6: What actions do you take when a facility must SIP?
Upon notification from the Designated Official or designee to implement shelter-inplace procedures for the facility you will immediately notify the FPS MegaCenter
• When shelter-in-place is required, you will contact the MegaCenter when you
have updates on the status of the emergency. Follow the agency emergency
procedures and assist as needed.
In the case of natural hazard or event, refer to the EMERGENCY NOTIFICATIONS
section of the Post Desk Book and take the appropriate actions in the following order:
• Secure the perimeter entrances to ensure that no one enters the facility
• Direct personnel to designated shelter-in-place location (center of facility and
upper floors)
• Prepare to move to a place of safety
• Stay away from large windows
• Be familiar with the location of the utility shutoff valves and switches
(Maintenance should shut down HVAC)
• Follow the instructions of the Designated Official
The following steps should be taken during a SIP incident:
• Identify visitors and guide them to the SIP location
• Employees should be aware that some SIP incidents may require different
actions
• Secure the SIP location if protection is needed from an outside contaminant
• Stay calm and assist those with special needs
• If a toxic substance is released outside - turn off heating, ventilation, and air
condition systems - seal the SIP location with plastic and duct tape - close
windows and vents if possible
• Do not use elevators
• Once sealed, reentry into a SIP location is prohibited
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•

Wait for the “all-clear” before leaving the SIP location

Topic 7: What is a Lockdown and how does it differ from a SIP?
In cases where an individual or individuals have gained access to the facility with
intent to commit a violent act, the lockdown procedures are implemented by
management as a protective action. Individuals may enter a federal facility intending
to commit a violent act and may be either current or former employees. These
individuals could have knowledge of the security procedures, layout, and operating
procedures of the building.
Upon declaration of a lockdown, the facility occupants should get out of all open areas
such as hallways and stairwells. They should make offices look unoccupied by locking
the door and turning out the lights. Occupants should follow directions received from
emergency personnel or over public address systems.
In the development of an occupant emergency plan, the reasons for initiating a facility
lockdown and SIP procedures are markedly different. As a general rule of thumb, a
lockdown is implemented due to actions occurring inside the facility, such as when
personnel cannot safely evacuate during an active shooter incident, while a SIP is
initiated because of actions taking place outside of the building, such as severe
weather or an accidental chemical release.
However, it is conceivable that a transition from a SIP to a lockdown could occur
based on the scenario outside the building: i.e. a SIP is declared due to civil unrest
(e.g. peaceful demonstration) that subsequently turns into an imminent threat (i.e.
destructive riot) causing a lockdown to be declared.
Topic 8: Why is it important to have a communication plan?
Communication is a critical component of any properly functioning occupant
emergency plan. In order for the plan to be successful, timely and accurate
information must be transmitted and received by all members of the occupant
emergency team and occupants of the facility. Communication equipment that
provides alerts and notifications should be tested regularly to ensure operability and
reliability. Having redundant means of communication is also vitally important to any
successful occupant emergency plan.
Topic 9: What reporting methods are used when there is an emergency
situation?
The occupant emergency plan should be activated when an emergency situation
exists. All facility occupants should understand how to report an actual or possible
emergency to ensure the appropriate notifications are made quickly. Activation can
happen in several different ways; however, the most common methods include:
• Fire alarm or public address
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•
•
•
•

Emergency call to 911 or security
Security receiving a report of an emergency situation
Media announcement
Apparent emergency such as an earthquake or tornado

Security will often be the first notified an emergency situation is or has occurred. Your
knowledge of the different types of alert systems in place at the facility you are
assigned will assist you in identifying what actions are needed.
Topic 10: What types of communication are used when the OEP is activated?
It is imperative that operational communications be established and maintained in
support of all emergency response activities. Demonstrated in recent incidents,
reliance upon telephone and cell-based communications can be inadequate and
unreliable. One recommendation is the use of portable hand-held radios by select
members of the occupant emergency team to assure situational awareness for the
facility’s Incident Commander.
This also ensures all occupants are responding appropriately to the incident, provides
additional rapid response capabilities when required, and assists with personnel
accountability. If a facility utilizes safe refuge for special needs populations, then twoway communications are essential to the individuals’ well-being and safety while in
refuge.
In the failure of all other means of communication, “runners” should be used. Runners
are people used to convey messages in person when all other means have failed. In
some emergency situations, runners may be the only available means of
communication.
Topic 11: What types of alerts and notifications are used when there is an
emergency?
An alert will notify facility occupants and confirm an emergency situation exists.
Examples of alerts include but are not limited to the audible sounds of a facility fire
alarm, the flashing strobe lights of a fire alarm, and/or an oral announcement from a
member of the occupant emergency team. Individual agencies and department
organizations may develop other methods to alert occupants of an emergency based
on facility-specific needs.
Emergency notifications will tell occupants what to do and how to react in an
emergency situation. Once occupants are alerted an emergency situation exists, they
must be notified of what to do. Some emergencies may require employees to
evacuate while others may require them to SIP. Notification can happen through
several different means including e-mails, text messages, phone calls, or through a
public address system.
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Not only do occupants need to be notified when an emergency situation exists but
they also need to be notified when it has ended. Making certain that members of the
occupant emergency team are informed throughout the entire occupant emergency
plan activation process will help ensure an orderly response.
Topic 12: What is an individualized emergency plan?
In developing the occupant emergency plan individuals with disabilities or other
special needs considerations should be encouraged to develop an individualized
emergency plan that includes mobility requirements, physical comfort requirements,
specialized nutritional needs, personal hygiene, and service animal care. If the
individual uses personal assistance services or a personal care attendant then the
individualized plan should address the participation of the personal care attendant
and any needs he/she may have.
Topic 13: What information should be in the OEP?
Contact information for the following should be considered for inclusion in an
occupant emergency plan when applicable to the facility covered by the plan:
• Local police, fire and emergency medical services (i.e. 911)
• Non-emergency and teletype/telecommunication devices for the deaf/ listings
for police and fire
• Federal Protective Service
• DO/alternate
• Occupant Emergency Coordinator/Incident Commander
• Floor Team Leaders/alternates
• Assist rooms/areas of refuge
• Internal law enforcement dispatch center
• Security force dispatch center
• Facility managers/engineers including an after-hours/emergency number
• Facility lobby/reception phone numbers
• Assembly area/rally point contact if inside a facility
• Health unit
• GSA representative
• Any other contacts unique to the department or agency plan
Topic 14: Sabotage and Espionage
You must always be alert for and aware of any threats or activities directed against
the U.S. government. These activities can take many forms and can be directed
against government personnel, operations, equipment, and facilities. The threat to our
government from foreign and domestic enemies is a very real one and cannot be
taken lightly. An important part of your job is to prevent, detect, and report any
attempts to damage or destroy government facilities, equipment and property. This
also applies to any attempt to harm individuals, or steal sensitive government
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information.
Sabotage is any activity that interferes with or obstructs the workings of the U.S.
government. People commit sabotage by willfully injuring, or attempting to injure
Federal Employees and visitors and / or cause damage to government facilities.
Espionage is the act of illegally obtaining classified U.S. national security information
for use by a foreign government. Despite its tremendous damage, classic spying on
behalf of a foreign country is a relatively rare crime.
Money is often a motive for espionage; however, other motives can be ideology,
revenge, coercion and thrills. In almost all cases, espionage is committed by people
who have authorized access to classified information and sensitive facilities; not by
outsiders who sneak into or break into offices and photograph classified documents.
The deterrence, prevention and detection of sabotage and/or espionage is a difficult
task. Just as specially trained counter-intelligence agents or other personnel educate
themselves and learn to recognize the “warning” signs, so should you.
When you think of your facility and your day-to-day duties regarding access control,
fire procedures, bomb threats, sensitive/classified areas, being on the alert for
suspicious activity or personnel, all of these contribute to those “warning” signs for
potential sabotage and espionage attempts.
Recognize that sabotage could be accomplished through state-sponsored terrorism.
Espionage is difficult to detect because anyone is capable of committing this crime. It
will, however, more than likely be someone who has access to classified information
or to sensitive/restricted areas. Over the past few years, there have been U.S.
personnel caught, tried and convicted for this very crime.
To assist in deterring and preventing possible espionage activities, you can be alert
for:
• Unauthorized personnel trying to gain entry into restricted areas
• Personnel not in possession of the proper identification/credentials
• Personnel entering office spaces/areas not associated with their duties
• After-hours activity in classified/restricted areas
You should be attentive especially after hours and on weekends to personnel known
to work with/around classified material. Take note of the belongings they bring into
and take out of the building. Watch for signs of nervousness, unease and impatience
from them. In the event you observe anything suspicious or notice any personnel
acting out of the ordinary or suspicious, contact the FPS MegaCenter and pass the
information to them. You should also be aware that as a FPS PSO, you could be a
target for possible recruitment. This has happened to security personnel in the past.
Agents for foreign entities are well aware of your role in protecting our Federal
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facilities. They are aware you may have access to secure areas and/or information.
They are aware in some cases you control access/egress procedures for the facility.
They will use a variety of means to attempt to recruit you, such as money,
companions, luxuries, and eventually blackmail. If you suspect a foreign agent has
approached you, you will notify the FPS MegaCenter immediately for instructions on
how to proceed in this matter.

EPO #2: Describe Response Procedures to Civil Disturbances
Topic 1: When dealing with civil disturbances what are the characteristics of
crowds, demonstrations, mobs, riots, and the influences on their behaviors?
In the United States, the right of lawful assembly is protected under the First
Amendment of the Constitution. The purpose of this lesson is to give you some
knowledge of crowd behavior and to discuss procedures for handling people at public
events, parades, fires, traffic accidents, and minor disturbances.
Civil disturbance is one of the primary tactics of nonviolent resistance. Given its place
at the boundary of fidelity to law it is said to fall between legal protest, on the one
hand, and conscientious refusal, revolutionary action, militant protest and organized
forcible resistance on the other hand. In 2012 FPS reports 2458 demonstrations and
disturbances at Federal facilities with 1 involving violence. 1089 were peaceful, 32
were unwarranted loitering, 1277 were disorderly conduct and 59 were other conduct
to include loud or unusual conduct.
A crowd is best described as a number of people temporarily congregated in an area.
Crowds form for a variety of different reasons. Individuals usually have no common
bond other than their curiosity of an event. Usually crowds are orderly, lawful in their
actions and not endangering life or property. This type of crowd situation does not
present a major problem to law enforcement officials.
There are 4 types of psychological crowds:
1. A friendly crowd is the type that is well behaved and requires only the
simplest control by security personnel. However; this type of crowd can
become a problem with improper handling.
Examples are:
• Ball games
• Church meetings
• Parades
2. A sightseeing crowd is people who gather together at the scene of an
accident, fire or disaster. This type of crowd is curious, cooperative, and
anxious to assist. But it can become overzealous and a liability to security and
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FPS law enforcement personnel. Examples are:
•
•
•

Crowds that interfere with rescue operations
Destroy evidence
Place themselves in danger

3. An agitated crowd is a friendly or sightseer crowd which becomes disturbed
by emotional influences or swayed by irresponsible parties. An example would
be an accident scene where an ambulance does not arrive promptly and the
crowd becomes angry at the authorities for their lack of responsiveness.
4. A hostile crowd is one that is willing to be led into lawlessness, but it lacks the
courage and unity of purpose. An example would be a civil disturbance brought
on by a mob or riot.
Impacts of Civil Disturbances
Every crowd should be viewed as a possible threat to security. Friendly and
sightseeing crowds can become agitated with improper handling or lack of perceived
action on the part of security/law enforcement and life/safety personnel.
A crowd at a public incident or disturbance is the most difficult type to control and can
turn into a hostile crowd. This type of crowd leads to a civil disturbance by turning into
a mob or a riot.
A mob is when a crowd becomes excited or its members lose respect for law and
order and follow its leaders into mass lawlessness. A crowd will deteriorate into a mob
if it has been preconditioned by irritating events and rumors and it has been inflamed
by agitators appealing to emotion rather than reason.
A mob turns into a riot when its actions supplant lawful control, law and order
disappears, and anarchy results.
A mob or riot does not need to be planned in order for it to occur, nor may it result
from deliberate intentions. In a mob or riot situation actions that ordinarily would be
regarded as extreme are now considered acceptable within the group.
This is because typical law-abiding citizens allow themselves to lose all self-control
and obey the “law of the pack”.
Demonstrations
The nonviolent demonstration has become widely used in the last two decades to
protest social, economic or political conditions.
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Demonstrations are different from crowds and mobs in that they are organized, have
leadership, and have members who are nonviolent and disciplined.
You must protect peaceful demonstrators who are exercising their constitutional right
to demonstrate and you must protect the general public from those who infringe on
the rights of others.
The most common problems occur when demonstrators decide to engage in sit-ins
and incidents that violate the property rights of others.
Demonstrations can be infiltrated by people who have a violent or undisciplined
agenda. This happened in Seattle, Washington in 1999 during a demonstration
protesting a meeting of the World Trade Organization (WTO). They successfully
infiltrated the demonstration and it quickly exploded from a peaceful event into an
unlawful mob/riot situation.
This means you, as the PSO, should always be alert, vigilant, and looking for violent
elements in an otherwise peaceful demonstration. Realize it could turn into a mob or
riot situation in a short period of time with little warning.
Response Procedures
Decisive control measures are necessary when dealing with civil disturbances,
demonstrations, or crowds. These control measures must be employed quickly and
with confidence. These measures must be effective so that life and property, as well
as the principles of law and order will not be jeopardized.
You may be required to secure entrances during demonstrations and civil
disturbances to prevent unauthorized access to the facility. In the event of a civil
disturbance the PSO shall immediately report the incident to the FPS MegaCenter. If
possible you should provide FPS with an estimate of the number of persons involved
and the name of any group involved.
You shall not leave the post unattended or unsecured in order to obtain this
information.
Crowds cannot be controlled without sufficient manpower. If a crowd develops in your
vicinity and it appears that it is not going to disperse contact the FPS MegaCenter.
FPS law enforcement personnel or local law enforcement personnel will be
dispatched immediately to your location.
If you must act before assistance arrives remain professional and firm. Do not allow
yourself to become verbally engaged with the crowd. It is not your place to discuss
your thoughts or opinions.
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Never threaten someone or use derogatory language/gestures when attempting to
defuse a situation. The aforementioned will only serve to incite a crowd to aggressive
hostility and compound the violence.
Your actions will be guided by your post orders in the following manner:
• When there is a civil disobedience situation at your facility you will the FPS
MegaCenter upon observance of an impending civil disturbance. Should the
crowd become unruly and attempt to damage or vandalize federal property,
immediately call "911" and report the incident to local law enforcement and
update the FPS MegaCenter.
• During the event you should attempt to obtain the name of the organization
conducting the demonstration without putting yourself in danger. Gather the
purpose of the demonstration, number of protesters, and the temperament of
the crowd (peaceful, loud, and aggressive) and report any findings to the FPS
MegaCenter.
• Try to avoid contact with the demonstrators. Should any interaction be initiated
by the demonstrators and you are forced to talk with them you are not to use
excessive force or derogatory language.
• Monitor the demonstrators and report any significant activity.
• Manager or designee may execute lockdown procedures if the civil disturbance
becomes violent.
• During lockdown, advise all facility occupants of the events, secure the
perimeter doors, including tenant access points having both street and interior
access to the facility. Keep an open line of communication with law
enforcement, employees, and the FPS MegaCenter.
• Follow emergency directions from the OEP coordinator and/or law
enforcement.

EPO #3: Identify Actions to Take During Emergencies
Topic 1: What types of duties will you be responsible for during emergency
situations?
An important role you provide in security is responding to emergency situations as
necessary for the protection of the facility. This may include providing assistance
during emergency evacuations. Your guidance on how to respond to emergency
situations is provided in your post orders under the Emergency Procedures section.
When an OEP is activated you shall follow lockdown, evacuation, or shelter-in-place
procedures as appropriate to the incident.
In the event of an evacuation you shall facilitate evacuation and re-admittance of
visitors and employees in coordination with management, if possible. Prevent
unauthorized access to tenant space during an evacuation or emergency event. Once
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the area is secured you shall ensure only emergency first responders are allowed
access to the facility.
If known, you will direct first responders to appropriate areas and follow emergency
directions from the official in charge. In the event of imminent danger situations you
will immediately respond to the emergency and provide every effort to ensure the
safety, security and protection of tenants, visitors, and assets.
Your post orders will provide you with notification procedures and guidance for these
emergency situations. If there is any conflicting information between your post orders
and the OEP you will notify your supervisor and FPS immediately so it can be
corrected.
Topic 2: Who do you contact when there is an Elevator Malfunction and
someone is trapped?
If there is someone trapped in the elevator you should immediately contact the FPS
MegaCenter.
• In the event an elevator malfunction results in an open elevator shaft,
immediately take action to prevent access to the elevator and notify the FPS
MegaCenter.
Topic 3: What is the first thing you do when there is a Fire or Explosion?
Call “911” and report the explosion or fire to emergency personnel. Contact the FPS
MegaCenter when it is safe to do so.
You should be familiar with the facility OEP and take direction from Designated
Official. If an evacuation is required notify the FPS MegaCenter immediately.
• Maintain Order
• Take direction from appropriate authority
• Take action to safeguard lives
• Assist in evacuation procedures
Topic 4: What are your actions when there is a medical emergency?
For medical emergencies requiring EMS response, call “911”; notify the FPS
MegaCenter as soon as possible.
• In the case of a medical emergency where response time for the emergency is
important you shall notify the appropriate emergency services before
contacting the FPS MegaCenter. You will inform the FPS MegaCenter of the
emergency and what type of emergency services is responding to that location.
You may also need to provide the following information:
• Tell them where to respond and what type of physical things to look for, i.e.
street name, name of building, or cross streets. Include information such as
main entrance or employee entrance, or parking lot.
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•

•

•

Ask the agency for assistance to guide the emergency services to the site of
the emergency. Ensure that the responding emergency personnel can enter
the site.
Provide CPR and/or First Aid as needed.
If medical personnel arrive without prior notice, facilitate their access to the
scene.

Topic 5: What is your primary mission during a Natural Disaster?
Natural disasters encompass many different situations where mankind has no ability
to control the natural effects of the earth. Examples of this are earthquakes, tornados,
mudslides and floods. Although there are many different causes of natural disasters,
your response is similar in most situations.
If you are on duty when a natural disaster unfolds, you must be prepared to remain on
post until relief becomes available. This could be as little as a few hours or become
an extended event. Regardless of the event, your primary mission is to protect the
facility and provide security for the contents and people contained within the confines
of the federal property.
When a natural disaster strikes, notify the FPS MegaCenter as soon as practical. The
FPS MegaCenter will begin the notifications process and if necessary, contact FPS
Inspectors and local services to respond to your location. Refer to your Post Duty
Book for guidance if you are unable to communicate with any outside sources.
Each facility is required to maintain an OEP or other emergency response plan. It is
your responsibility to know and understand your specific roll in each unique situation
as outlined in the document.
During the event employees and occupants may turn to you for help and guidance. It
is imperative you remain calm and professional. Knowing your roll during a natural
disaster can reduce confusion and provide a support for those who may need it.
Your post orders provide the following basic procedures and actions you will take
during an event. Notify management or designee and respond in accordance with
shelter-in-place or evacuation procedures.
Facilitate office closure procedures and enforce evacuation if applicable. Contact the
FPS MegaCenter.
Refer to the Emergency Notification section of the Post Desk Book and follow
procedures in the agency OEP and take appropriate action in the following order:
• Remain Calm
• Prepare to move to a place of safety
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•
•
•

Stay away from large windows
Be familiar with the locations of utility shutoff valves and switches
Await further instructions from the Designated Official or Designee

Topic 6: What are your actions in the event of a Power, Water or Natural Gas
Disturbance?
Notify the Management and FPS MegaCenter.
You will:
• Secure the area
• Safeguard occupants
• Maintain order
• Take direction from appropriate authority
• Evacuate the area if any threat to life or safety.

EPO #4: Identify and Respond To Unattended and Suspicious Items
Topic 1: What is an unattended item?
An Unattended Item is an item that is not immediately in the possession of the owner
and is not out of the ordinary by itself.
For example: a briefcase left outside of a building where large amounts of people
congregate on a daily basis is not in itself necessarily suspicious, but rather
unattended. There are no obvious signs of being suspicious (no strange odor, no
wires, hanging from the item or signs of being altered.
Topic 2: What is a suspicious item?
A Suspicious Item is an item that is placed in an area often to conceal the item from
being easily found and is not typically in the possession of the owner. It may have
wires hanging, leaking fluids, and smell of almonds or petroleum products.
For example: A briefcase left outside of a building and has excessive amounts of
greasy stains, wires, or notes stating that an explosive may be inside, it is now
considered a suspicious package. All suspicious packages will be cleared by the local
Explosive Ordinance Disposal.
Topic 3: What are some ways to identify if an unattended and suspicious item?
Unattended/Suspicious Packages may include any package, envelope, device,
object, or unattended baggage that seems out of place or is not readily identified.
Other unattended/suspicious packages may include unattended backpacks or
briefcases in public or high-traffic areas.
Occupants, because of their familiarity with the space where they work can most
easily spot something that does not belong there. The primary hazard associated with
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an unattended/suspicious package is the threat of explosion or contamination. As a
result, unattended/suspicious packages should be treated with extreme caution and
response time is important.
Topic 4: What are your actions when responding to an unattended or
suspicious item?
You will only notify facility Management and FPS MegaCenter when you are in a safe
area. Do not use a cell phone or radio in the immediate area.
• If the item is determined to be unattended or suspicious, notify the FPS
MegaCenter and initiate 911, if applicable
• Notify your supervisor of the incident and the Agency POC
Refer to the Emergency Notification section in your Post Desk Book and take the
following actions:
• Evacuate immediate area and establish a perimeter
• Leave the item exactly where it is. DO NOT TOUCH, move, shake, stir, taste,
or smell the item. You are responsible for maintaining control of the secured
area and item.
• Immediately notify FPS MegaCenter and the Agency POC
• Suspend entry to the facility, if approved by FPS or the Designated Official
• If the item is in a large office area, have people move to a secure area outside
of the large office area and close off the affected area
• Follow the directions of FPS and/or the local first responders
• It may be necessary to evacuate the building – this order will come from local
first responders, Federal Protective Service or the Designated Official based
on the totality of the circumstances. If the building is evacuated, ensure
unauthorized person(s) do not enter.
• You will assist emergency service with containing the scene
• Enter all information in your log and prepare any necessary reports as directed
by FPS.
Once the event has ended and the building declared safe for re-entry, conduct normal
screening procedures for entry if applicable.

EPO #5: Describe Bomb Threat Procedures
Topic 1: What is a Bomb Threat and who makes them?
Bomb threats are most often made by persons who are intoxicated, emotionally
disturbed, upset at the government/employer or individuals looking to avoid school or
work. People making threats may be attempting to garner attention and can have
many reasons for making a bomb threat.
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You are often posted in locations where adversarial government operations are
conducted. Some of these locations include Social Security Administration offices, the
Office of Disability, Adjudication and Review, and Internal Revenue Service offices,
where a person's benefits can be reduced or taken away. These organizations often
receive threats and you will most likely be the first to receive or overhear the threats
being made.
Most often threats are received over the phone. Other methods of delivery include
notes being left; in-person threats; emails; and letters.
A bomb threat is most often identified as any communication real or perceived that
indicates an explosive device can or will be detonated regardless of whether a device
actually exists.
Threats can be communicated directly or indirectly. In a direct threat, the person
communicates a bomb or explosion will occur. The individual will communicate clear
statements a bomb or other device is present.
Historically, legitimate bombers do not advertise their intent on detonating an
explosive device. To do so is counterproductive and contrary to the desired outcome
of creating mass casualties and fear.
Statistically, persons who cause explosive devises to be delivered do not give any
warning. Look towards the Oklahoma City bombing, Ted Kaczynksi’s mail bombs or
as recently as the Boston Marathon bombing or the Times Square VBIED attempt.
However, we must treat every bomb threat as legitimate until disproven.
Topic 2: What actions do you take with a Bomb Threat?
If you receive a Bomb Threat over the telephone:
If the threat is received by phone, assume the threat is real and attempt to obtain as
much information about the device and the caller. Ask where the bomb is located,
what it looks like and when it will explode. Listen for any background sounds such as
airplanes, trains or other environmental noise as this may be important to
investigators attempting to locate the caller. Use the DHS Bomb Threat information
note cards to gather as much information before the caller hangs up.
Keep the individual on the phone for as long as possible. Take notes on everything
the caller is telling you. Their history can help pinpoint the caller’s location or help
determine their identity in the investigation. If the caller hangs up the phone, leave
your phone off the hook. Law enforcement may be able to use the open line to trace
the call. If your phone has caller ID, write down the displayed number.
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Notify 911 and the FPS MegaCenter to begin the emergency services response. If the
caller will remain on the phone with you, have another PSO or government employee
assist you in contacting emergency services.
If you receive a Bomb Threat on a note:
If a bomb threat note is received, do not handle the note any more than necessary.
Finger prints and DNA evidence may be present and you do not want to contaminate
the document.
If you receive a Bomb Threat in an Email:
If the threat is received by email, do not delete the message. Coded information will
be contained within the message data and can be used to locate the origin of the
email.
If a suspicious device is found:
If a suspicious object or device is located, first and foremost, do not touch it. Make a
mental note of the size, shape and other pertinent descriptors that are apparent.
Record the exact location and positioning of the item so responding emergency
personnel can begin their mitigation plan. Give the order to clear the area near the
item and/or evacuate the facility as directed by the DO.
The evacuation distances will depend on the size of the suspicious package. The
DHS Bomb Threat Stand-off Chart recommends a minimum evacuation distance of
70 feet indoors and 1200 feet outdoors for a small pipe bomb. For a backpack sized
item, the recommended distances are 150 feet indoors and 1850 feet outdoors. There
are additional recommendations for small to large vehicles and distances increase
significantly as vehicle size is increased.
These distances are minimum recommendations. Where possible, evacuation
distances should be as far away from the suspected device as possible. During the
evacuation, you should also be alert to the potential of secondary devices. If
additional suspicious items are located on or near the evacuation routes or rally
points, give the order to move to an alternate location.
A historic strategy is to place a device in one location to cause the evacuation of
people. The secondary device is placed at an egress route or rally point to attack the
evacuees and/or first responders to the incident.
Receiving bomb threats are a reality when working in federal facilities. Many times,
the adversarial nature of government business being conducted results in upset
persons. By responding to the bomb threat quickly, you may be able to protect
property and save occupants from injury or death.
The confusion caused by a bomb threat may very well apply to a natural disaster as
well. Both circumstances require you to have a solid understanding of the agency
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OEP and your post orders to effectively manage the situation during an incident.
Your post orders provide the following basic procedures and actions you will take
during an event. Upon notification of a bomb threat, contact the manager or designee
immediately and the FPS MegaCenter.
In the case of a bomb threat, response time is important. Refer to the Emergency
Notifications section of the Post Desk Book and take appropriate actions in the
following order:
• If you receive the bomb threat, record information on the Bomb Threat Card
• Notify FPS MegaCenter and Management if suspicious items or package is
located.
• Do not touch or move the suspicious object
• Evacuate the immediate area upon directions from the Designated Official or
designee
• Upon arrival of local law enforcement, notify them of finding suspicious object
after receiving the bomb threat
• Assist in the activation of the OEP

EPO #6: Recognize and Respond To Workplace Violence
Topic 1: What is Workplace Violence?
According to the most recent figures from the Bureau of Labor Statistics, there were
767 workplace deaths in the United States due to violence or suicide in 2012.
Workplace homicides and suicides were both slightly lower in 2012 than 2011.
In order to be effective in your security duties you must better understand the
definition of workplace violence.
Workplace violence is defined as "violence perpetrated by an authorized occupant on
an employee. The assailant may be another employee, authorized tenant, or an
authorized visitor".
ISC RMP DBT March 2013 - Definition for Workplace Violence
"Workplace violence is any physical assault, threatening behavior, or verbal abuse
occurring in the work setting. A workplace may be any location either permanent or
temporary where an employee performs any work-related duty".
Topic 2: What types of criminal acts or threats are committed when there is a
workplace violence event?
With today's economy we are seeing more negative events involving workplace
violence. An important duty of yours is to help keep violent acts from occurring and,
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should prevention fail, respond promptly and effectively to protect threatened
individuals and restore order. In order to mitigate or de-escalate these violent acts you
must be aware these are stressful times and individuals will release their frustrations
by committing acts or threats within the workplace to include domestic violence,
contamination, vandalism, theft, robberies, bomb threats, arson or sabotage. These
events are often triggered by stressful situations such as disciplinary actions,
terminations, lay-offs, financial disputes or other life altering events.

Topic 3: What four types of people commit workplace violence acts?
• A random individual may come into the workplace with no connection and
commits a crime.
• A visitor, or other individual associated with the agency may direct violence
toward an employee or the agency.
• A Current/former employee may direct violence towards co-workers or
supervisors.
• Violent act(s) committed by a person who has a personal relationship with
an individual who works there.
Topic 4: What are the key indicators of behaviors associated with Workplace
Violence?
• Individual showing intimidating, harassing, defensive, belligerent, or
inappropriate behavior and may blame others for their problems
• An individual who has conflicts with their supervisors, co-workers or customers
• Individual who makes inappropriate comments or references to guns, makes
verbal threats of harming a person or brings a weapon to the workplace when
not authorized in the course of their duties
• Someone shows a fascination towards recent events of workplace violence,
indicating their approval of the use of violence to resolve the problem.
Statements showing fascination with incidents of workplace violence,
statements
• An individual indicating a desperation regarding a family, financial or personal
problem and contemplates suicide for resolution
• Individual with a history of drug or alcohol abuse
• Makes direct or veiled threats of harming an individual
• Abnormal behavior - extreme changes in their behavior
• Individual makes hostile comments or threats to someone or groups based on
the religion, ethnic background, sexual orientation, disability, sex or race
Paying attention to these differences can often prevent a workplace or domestic
violence incident. Often after workplace violence incidents occur, co-workers will
comment they knew the person was unstable, or knew there was something off about
them and yet they never told anyone of their concerns about their co-workers
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escalating and threatening behavior. This can apply to "domestic spill-over" as well
where current or former spouses or significant others will make threats and attempt to
harm the person and others.
While the assumption is people will "snap" one day and commit a violent workplace
act. This may occur but is not the usual case. Most often, there is a pattern of
increasingly violent behavior over time. An individual’s actions can move across the
scale and his/her behavior can escalate or de-escalate over a period of days, weeks
or months. Generally, the behavior becomes increasingly more violent.
The entire process can occur within a period as short as one week or as long as one
year. The outcome would depend on the circumstances. When an individual comes to
believe that violence is the only solution to his/her problems, the results can be
catastrophic.
Below are examples of workplace violence incidents that occurred at GSA facilities:
• A subcontractor telephonically threatened his former employer making
reference to the Aurora, Colorado movie theater shooting that occurred just
a few days prior. The person was voluntarily committed to a mental health
facility after a joint investigation by local and federal agents in Maryland.
The investigation revealed the person had access to several rifles and
handguns.
•

A subject caused a disturbance while standing in line at a border crossing
Point of Entry in California. The subject then assaulted a U.S. Customs and
Border Protection Officer who was investigating the disturbance.

•

A co-worker was repeatedly harassed through the use of inappropriate
communications at a Social Security Administration facility in Iowa.

•

A subject who was denied a claim at the Department of Veterans Affairs
office in Texas threatened to kill the VA employee who denied their claim.

•

A subject who was denied a claim at a Social Security Administration facility
in Ohio reportedly told their attorney they intended to shoot the person who
denied their claim.

Topic 5: What actions can you take to prevent or reduce violence at a federal
facility?
Your awareness of the key signs of workplace violence can prevent or reduce the
likelihood of violence in your facility. By focusing on the following key elements you
can help to reduce or eliminate the chances of violence in your facility:
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Be aware of your facility tenants and recognize tenants who have been laid-off or
fired; their access into the facility may be restricted.
•
•
•
•

Knowledge of and adhering to your post orders; they were written to
prevent crime and maintain order within your facility
Maintain a visible and professional appearance; your presence and
awareness is enough sometimes to deter a violent act
Be aware of the environment; you will probably have knowledge of any type
of disputes or disagreements between the management and employees
Be aware of any incidents of verbal abuse, threats, intimidating tactics or
any other potential situations that could escalate into violence; all of these
should be reported to the FPS MegaCenter immediately and a written
report done

Topic 6: What actions do you take when responding to a workplace violence
incident?
Your duty book and/or post orders will provide specific procedures for responding to
violent incidents in the workplace.
• If you observe a violent incident developing or occurring, and it is safe to do so
before acting, immediately contact the FPS MegaCenter.
•

If the situation warrants you to act first to protect yourself and/or other
personnel from imminent danger, take the appropriate action and when the
situation is under control and contained, then make the necessary notifications.

•

If possible, attempt to verbally defuse the situation by separating the parties
that are involved; do not allow co-workers to engage in the situation.

•

In the event you have to detain an individual until law enforcement personnel
arrive, you will use only the minimum amount of force necessary.

•

You should be guided by your judgment and training. The use of deadly force
is authorized only to save the life of yourself or others.

EPO #7: Describe Responses to Code Adam, AMBER and SILVER
Alerts
Topic 1: What is Code Adam?
Code Adam, one of the country’s largest child-safety programs, was created and
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named in the memory of 6-year old Adam Walsh, whose abduction from a Florida
shopping mall and subsequent murder in 1981 brought the horror of child abduction to
national attention. On April 23, 2003 the “Code Adam Act of 2003” became law.
It requires that the designated authority for a public building establish procedures for a
missing child in a federal facility. The Federal Protective Service implemented the
policy nationwide and established procedures for locating a missing child in Federal
facilities.
Topic 2: What are your actions if approached by a person and told a child is
missing in the facility?
If you are approached by a building tenant or visitor about a missing child, the first
step is to quickly obtain a detailed description of the missing child. Be sure to get the
child’s name, age, gender, race, weight, height, hair color, and eye color. Also, it is
very important to include the clothing the child was last seen wearing including shoes.
An abductor may change how a child is dressed by adding or removing a jacket or
sweatshirt, but the shoes will often stay the same.
Once you have a complete description, contact the FPS MegaCenter. Be sure to
provide the operator/dispatcher with the complete description. The FPS MegaCenter
will notify FPS law enforcement personnel and security officers, as well as any other
law enforcement entity. Be certain to comply with any instruction issued from the FPS
MegaCenter as directed by FPS law enforcement personnel.
It is important you maintain a heightened state of awareness and monitor all
access/egress points for a child that matches the description. If so directed by FPS
personnel, you may be required to search the interior of the building, as well as any
exterior areas on the property. You must search all rooms – locked and unlocked,
restrooms, storage areas, and any potential hiding places.
If you see someone with a child matching the description, immediately detain them,
and immediately contact the FPS MegaCenter. If you are unable to detain them, notify
the FPS MegaCenter, and describe the person accompanying the child. If you locate
the child alone, immediately notify the FPS MegaCenter, and they will provide
instruction on how best to reunite the child with a parent or guardian and cancel the
“Code Adam” alert.
Topic 3: What is an AMBER Alert?
The AMBER Alert™ Program is a voluntary partnership between law-enforcement
agencies, broadcasters, transportation agencies, and the wireless industry, to activate
an urgent bulletin in the most serious child-abduction cases. The goal of an AMBER
Alert is to instantly galvanize the entire community to assist in the search for and the
safe recovery of the child.
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Topic 4: AMBER Alert Criteria
Amber alerts are associated with children under 18 years of age or those with a
proven mental or physical disability. This is not for missing children and should not be
intermingled. This alert specifically addresses child abduction.
After receiving a report of child abduction, a preliminary investigation must be
conducted. The preliminary investigation is undertaken in an effort to determine if the
AMBER Alert activation criteria have been met.
All of the following must apply:
• It has been confirmed that an abduction has occurred
• The victim is 17 years of age or younger, or has a proven mental or
physical disability
• There is reason to believe the victim is in imminent danger of serious
bodily injury or death
• There is information available that, if disseminated to the general public,
could assist in the safe recovery of the victim
For the purpose of an AMBER Alert, child abduction is defined as an incident in which
a child is reported to be involuntarily missing from the person(s) having care-taking
responsibilities for the child.
Absent an eyewitness to the abduction, agencies should have reliable evidence that
the child’s disappearance was not voluntary.
AMBER Alert should not be used for cases involving runaways, missing children in
which there is no evidence of foul play or custody disputes that are not reasonably
believed to endanger the life or physical health of a child.
For an AMBER Alert to be effective in recovering a missing child, the law enforcement
agency must have enough information to believe that an immediate broadcast to the
public will enhance the efforts of law enforcement to locate the child and apprehend
the suspect. This element requires as much descriptive information as possible about
the abducted child and the abduction, as well as descriptive information about the
suspect and the suspect’s vehicle.
Topic 5: What is a SILVER Alert?
Pursuant to thousands of older adults in the United States going missing as a result of
foul play, or conditions such as dementia or Alzheimer’s disease, Congress
introduced H.R. 5361, The National Silver Alert Act of 2014.
This act establishes a national communications network to assist efforts to locate
missing senior citizens. The NSAA has not been voted into law yet but it is modeled
after the AMBER Alert in that the Silver Alert is an emergency system. Law
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enforcement can broadcast regional or statewide alerts for missing seniors and/or
other adults with Alzheimer’s or other cognitive disorders.
It is estimated that over five million Americans suffer from Alzheimer's, and sixty
percent of these persons are likely to wander from their homes. Fifty percent of such
wanderers risk illness, injury, or death if not located within 24 hours. Thus it is
essential you take proactive measures to assist in efforts to locate such individuals.
If you are approached by a building tenant or visitor about a missing senior and/or
other adults with Alzheimer’s or other cognitive disorders, the first step is to quickly
obtain a detailed description of the missing person. Be sure to get the individual’s
name, age, gender, race, weight, height, hair color, and eye color.
Also, it is very important to include the clothing they were last seen wearing including
shoes. Circumstances may arise in which these individuals will be preyed upon by
opportune criminals resulting in their losing or altering items of clothing, but the shoes
will often stay the same.
Once you have a complete description, contact the FPS MegaCenter. Be sure to
provide the operator/dispatcher with the complete description. The FPS MegaCenter
will notify FPS law enforcement and security personnel, as well as any other law
enforcement entity. Be certain to comply with any instruction issued by the FPS
MegaCenter or FPS law enforcement personnel.
It is important for you to maintain a heightened state of awareness. Monitor all
access/egress points for an individual that matches the description. If so directed by
FPS personnel, you may be required to search the interior of the building, as well as
any exterior areas on the property. You must search all rooms – locked and unlocked,
restrooms, storage areas, and any potential hiding places.
If you see someone with an individual that matches the description, immediately
detain them and contact the FPS MegaCenter. If you are unable to detain them, notify
the FPS MegaCenter and describe the person accompanying the individual. If you
locate the individual, immediately notify the FPS MegaCenter.
Summary
Responding to emergency situations is a reality when working at a federal facility. The
Occupant Emergency Plan has the necessary information to support your actions
when responding to emergency situations. Understanding how the Occupant
Emergency Plan works with Post Orders will ensure the PSO is able to effectively
respond and protect the facility and its occupants.
Enabling Performance Objectives
• EPO #1: Identify the PSO responsibilities to the OEP
• EPO #2: Describe response procedures to civil disturbances
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•
•
•
•
•

EPO #3: Identify actions to take during emergencies
EPO #4: Identify and respond to unattended and suspicious items
EPO #5: Describe bomb threat procedures
EPO #6: Recognize and respond to workplace violence
EPO #7: Describe responses to Code Adam, AMBER and SILVER alerts

RESOURCES
• Interagency Security Committee - Occupant Emergency Programs Guide
• Protective Security Officer SMART Book
• US Bureau of Labor Statistics, Bureau of Labor Statistics - Census of Fatal
Occupational Injuries Summary, 2012
• Department of Justice, AMBER Alert - www.amberalert.gov
• S1263 the National Silver Alert Act of 2011
• SGIM (Chapter 13) Civil Disturbance
• IPOTP Folder Crowd Control Lesson Plan DBT 7.13.3 Analytical Basis
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this
course.
Purpose of Course
There may be times in your job, when you will be confronted with situations that
present a danger to you, other people or to federal property. When this happens,
you may need to exercise a degree of force to control the situation. It is very
important that you understand the different levels of force, when to use force, and
what level of force to use based on the situation.
As the first contact of the public entering a Federal facility, it is imperative to have
an intimate understanding of how to respond in a given situation. Given proper
training, maintaining situational awareness, and constantly assessing events, will
enable you to react quickly to potential threats.
Terminal Performance Objective
The student will be able to demonstrate an understanding of his or her legal
authority to use force. The use of force must be within the parameters of use of
force by a state where the PSO is performing his or her duty as a PSO.
Enabling Performance Objectives
After completing this course you will be expected to:
•
•
•
•

EPO #1: Identify the documents that require the PSO to potentially use force
in the performance of duties.
EPO #2: Identify what the PSOs employer is required to obtain in the
performance of the contract with FPS as it relates to the Use of Force.
EPO #3: Identify the controlling laws on use of force by a PSO.
EPO #4: Identify the Fundamentals of Reporting a Use of Force Incident.
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EPO #1: Identify the Documents That Requires the PSO to
Potentially Use Force in the Performance of Duties
PSOs are employees of the Vendor Company, and are bound by the terms and
conditions of the contract entered into between their employer and the Federal
Government. PSOs are not Federal employees nor have any Federal-granted law
enforcement authority. Therefore the law relating to the use of force for law
enforcement officers, e.g., the Supreme Court case, U.S. v Graham requiring that use
of force must be objectively reasonable, does not necessarily apply to PSOs.
Pursuant to the contract and Statement of Work between the PSOs employer and
FPS, the PSOs might have to use some degree of force in the performance of their
duties.
• The Statement of Work requires the Security Guard Company to obtain state
and/or local requirements to perform the terms of the contract, as well as
licenses and permits for its employees (PSOs) to be armed and have authority
to detain person(s) suspected of committing crimes.
• The Protective Security Officer Security Manual and Resource Tool (SMART)
Book addresses the use of force putting PSOs’ employer (Security Guard
Company), and PSOs on notice that certain duties could include the use of
some degree of force to control situations. Such duties could include chasing
and or detaining an individual.
• Additional guidance on the use of force could be included in the PSOs post
orders.
Depending on state law where the PSO performs his or her duties, the PSO may use
reasonable force to complete a variety of different objectives. These objectives may
include:
•
•
•
•
•
•
•

Detentions
Frisks
Self defense
Defense of others
Defense of property
Preventing a person from self-injury
Preventing a person from destroying evidence

EPO #2: Identify what the PSOs employer is required to obtain in the
performance of the contract with FPS as it relates to the Use of
Force.
Your employer, the Security Guard Company, entered into a service contract with
FPS that requires it to obtain all state licensing and permits required for the company
to fulfill the terms of the contract. This includes all state and/or local licensing and
permits authorizing PSOs to carry a firearm and detain individuals during the course
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of performance of duties.

EPO #3: Identify the Controlling Laws on Use of Force by A PSO
State or Local laws
Due to the diverse jurisdictions across which an officer’s duty can take them, it is
imperative to know the specifics of state and local laws governing use of force. Refer
to your company’s policy for further guidance on state law and specific use of force
training applicable to the state where you are employed.
The controlling law for use of force will be the state where you perform duties as a
PSO. As an example only, the following is Alabama’s state law that would pertain to
you if you were performing PSO duties in Alabama.
Self Defense Statute and Elements
Pursuant to Alabama Code § 13A-3-23, Use Of Force In Defense Of a Person, a
person is justified in using physical force upon another person in order to defend
himself or herself or a third person from what he or she reasonably believes to be the
use or imminent use of unlawful physical force by that other person, and he or she
may use a degree of force which he or she reasonably believes to be necessary for
the purpose.
A person may use deadly physical force, and is legally presumed to be justified in
using deadly physical force in self-defense or the defense of another person pursuant
if the person reasonably believes that another person is:
1. Using or about to use unlawful deadly physical force.
2. Using or about to use physical force against an occupant of a dwelling while
committing or attempting to commit a burglary of such dwelling.
3. Committing or about to commit a kidnapping in any degree, assault in the first
or second degree, burglary in any degree, robbery in any degree, forcible rape,
or forcible sodomy.
Criminal and Civil Liability
a) A person who uses force that meets the definition of self-defense is immune
from civil and criminal liability.
b) A law enforcement agency may investigate the use of force but may not arrest
the person for using force unless there is probable cause that the use of force
was unlawful.
Defense of Others Statute and Elements
Use of force in defense of third parties (others) is recognized in § 13A-3-23.
Duty To Retreat
Pursuant to Alabama Code § 13A-3-23(b), A person who meets the self-defense
requirements and who is not engaged in an unlawful activity and is in any place where
he or she has the right to be has no duty to retreat and has the right to stand his or
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her ground.
Remind the students that this is an example and each State has its own set of laws
that are subject to change. For example, while Alabama does not require retreat
other States do require retreat, such as Alaska (Alaska Stat. §11.81.335(b), which
requires a person must retreat if they know they can retreat with complete personal
safety.)
[The instructor could show the students the state matrix indicating all state’s private
person/citizen’s authority to use force with a reminder state law could change at any
time]

EPO #4: Identify the Fundamentals of Documenting a Use of Force
Incident
Need To Document
One of the most important requirements, present in the job of a PSO, is that of
reporting and documenting one’s actions. The need to document use of force
incidents becomes clear after a serious injury or a critical incident. Clearly stating the
facts is of paramount importance, as the use of the incident report is critical to
establishing the facts of the case and refreshing memory in criminal prosecutions,
suppression hearings, and civil lawsuits. Since such cases can take months and
even years to reach their terminus, officers should engage in the habitual act of
routinely articulating what occurred in any written reports required by FPS, the PSO
employer or state agencies investigating the use of force.
Facts, Not Conclusions
A common mistake in report writing is substituting conclusions for facts. The judge or
jury will draw legal conclusions, not the officer. Use of force training identifies
numerous facts, non-verbal cues, and verbal threat indicators. It is not enough to just
recognize and act on those cues, officers must articulate in writing and verbally during
interviews and testimony what those facts were so fact finders can draw appropriate
conclusions. Only facts known to the officer at the time force was used may be used
to evaluate that force. Facts learned after the force was used, no matter how helpful
or detrimental they may be, are not relevant if the officer did not know them at the
time.
Reporting
In addition to any reporting requirements imposed by your employer and the state
where you are performing duties, FPS requires that you report any use of force as
soon as safely feasible to the appropriate MegaCenter.
Enabling Performance Objectives
1. EPO #1: Identify the documents that require the PSO to potentially use force in
the performance of duties.
2. EPO #2: Identify what the PSOs employer is required to obtain in the performance
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of the contract with FPS as it relates to the Use of Force.
3. EPO #3: Identify the controlling laws on use of force by a PSO.
4. EPO #4: Identify the Fundamentals of Reporting a Use of Force Incident.
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Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
The purpose of this course is to provide a general understanding of Weapons of Mass
Destruction; discuss types of terrorist attacks that have been used to target federal
facilities across the country, and discuss Hazmat Operations and procedures.
Terminal Performance Objective
Given a classroom lecture environment, the student will be instructed in ways to
identify Acts of Terrorism, Weapons of Mass Destruction, and Hazardous materials.
The student will also be instructed on potential actions to take to help detect and deter
terrorist activity as well as appropriate actions in a Hazmat Incident.
Enabling Performance Objectives
•
•

EPO #1: Identify the differences associated with acts of Domestic and
International Terrorism, and the active role PSOs play in Anti-Terrorism
EPO #2: Identify Hazmat Procedures
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EPO 1: Identify the differences associated with acts of Domestic and
International Terrorism, and the active role PSOs play in AntiTerrorism.
Terrorism is the calculated use of force, violence, or threat of violence against
persons or property to achieve a political or religious goal. These goals are achieved
through intimidation, coercion, fear, or by seeking ransom. Terrorism is directed
against governments, businesses, communities, and individuals. It may be done to
retaliate for perceived injustices; to cause a confrontation between parties; to improve
a bargaining position; or to demonstrate strength, commitment, and resolve.
Terrorism is intended to convince the public that their government is powerless to
prevent terrorism and to get publicity for their cause. The probability of a terrorist act
occurring is statistically low, but when an attack does occur, it usually has a major
local, regional, national, or even global impact. Terrorism is a threat during peacetime
and war.
In the U.S. there are a number of paramilitary and terrorist groups whose objectives
cover a broad range of topics to include animal rights, conservation and ecology, antilaw enforcement, race supremacy, anti-taxation, and overthrow of the Government.
International terrorism involves groups or individuals whose activities are
foreign based and/or directed by countries or groups outside the U.S., While
domestic terrorism involves groups or individuals without foreign direction or
input.
Some terrorist groups are evolving into new organizational structures that are harder
to detect and infiltrate. These terrorist groups form, change, and regroup in response
to specific agendas or planned actions. Terrorists almost always act with a specific
objective in mind. They are often very dedicated and willing to make great sacrifices
to be successful.
Generally they are well trained, often with a military or paramilitary background. Many
groups are also well funded and well equipped. They conduct surveillance activities to
gather information on potential targets, sometimes for weeks or months before acting.
Not only do terrorists plan their attacks in great detail, they also rehearse their
operations.
Terrorists look to gain media coverage to help promote their activities. That is why
they select high-visibility targets and attempt to do the maximum damage. Terrorists
hope that the attention will increase the public’s fear, cause a planned government
reaction, or attract sympathy to their cause.
Many terrorists are willing to die for their beliefs, and this factor alone makes them
extremely dangerous.
Topic 1: Types of Attacks Associated with Terrorism
A terrorist group’s objectives and capabilities dictate which types of attack it will
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employ. Most terrorist incidents in the U.S. have been bombing attacks. These have
involved explosive devices ranging in size from letter bombs to truck bombs.
Bombings generally provide the greatest damage and publicity at the lowest risk;
although other types of attacks have been used also. At Federal facilities, a
bombing/WMD attack is the most likely threat, followed by armed assault,
assassination, and hostage-taking.
The effects of terrorism can be devastating and include psychological trauma,
physical injuries, and loss of life, property damage, and major disruptions in utility,
water, transportation, and communications services.
The following examples of terrorist acts are taken from The Design – Basis Threat: An
Interagency Security Committee Report.
Ballistic Attack—Small Arms
Threat Example Scenario:
• One or more individuals armed with small arms fire indiscriminately at a facility
from outside.
Analytical Basis:
• Small arms gunfire may involve the use of weapons categorized as “small
arms” or “light weapons;” specifically revolvers, semi-automatic pistols, rifles,
shotguns, assault rifles, and light machine guns, among others. Small arms are
the weapon of choice in attacks due to their availability and ease of use,
transport, and concealment. In a recently published article, in 2009 the Federal
government was increasingly confronted with the issue, with weapons
violations on Federal properties up by 10 percent, while threats against IRS
facilities climbed 11 percent. Examples of this continuing use of small arms at
Federal facilities across the United States includes:
•

On November 11, 2011, a lone offender stopped his vehicle on Constitution
Avenue at 16th Street NW Washington, DC and fired several rounds from an
AK-47 type assault rifle out the passenger window in the direction of the White
House and then sped off. Several of these rounds struck, but did not penetrate,
the exterior of the White House. A 21-year old US PERSON was later arrested
for the shooting and charged with attempting to assassinate the President of
the United States.

•

Between October 18, 2010 and November 2, 2010, five Federal facilities in
Northern Virginia were hit by gunfire that was ballistically linked to the same
firearm. These facilities included the Pentagon, two military recruiting centers,
and a military museum that was fired upon twice. No one was injured in the
shootings. A 22 year-old naturalized US PERSON and lone offender was
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arrested on June 17, 2011 on the grounds adjacent to the Pentagon in
possession of evidence that was linked to the previous shootings. On January
25, 2012, the subject pleaded guilty to several charges, to include injuring the
property of the United States.
Firearm attacks directed at specific agencies are often related to controversial
missions or high profile individuals and are often the tactic of hate groups or antigovernmental organizations, making tenant agency employees or visitors to the
facility subject to attacks. This is a common tactic in areas such as Puerto Rico,
where the attacks are directed at U.S. government facilities by separatist adversaries.
Often there is a specific event which drives the desire to carry out such an attack.
Random small arms attacks directed at Federal facilities are expected to continue at a
similar, but unpredictable, frequency. Directed attacks are most often perpetrated by
lone adversaries. The unpredictable nature of the motivations of lone adversaries
makes it difficult to determine what specific factors will make a facility or individual a
more attractive target to a lone adversary.
Chemical/Biological/Radiological (CBR) Release—External
Threat Example Scenario:
• A single adversary releases chlorine gas in the area of an air intake.
Analytical Basis:
• Al-Qaeda leadership historically has given high priority to chemical-biologicalradiological (CBR) and chemical-biological-radiological-nuclear (CBRN) attacks
to achieve mass casualty goals.
Domestic terrorists probably lack the capability to construct and use CBRN weapons
in mass casualty attacks due to the significant scientific, technical, and logistical
hurdles that must be overcome. Domestic terrorist groups currently show little interest
in a sophisticated CBR capability.
Domestic terrorist lone adversaries are more likely to use a CBR weapon to attack
within the homeland than domestic terrorist groups. Since January 2002, only six
confirmed domestic incidents involved the attempted acquisition, attempted
production, successful production, or dissemination of CBR material. All cases are
known or believed to be linked to lone adversaries with limited capability that operated
independently and either subscribed to the ideology of a domestic terrorist movement
or specifically targeted government facilities.
•

A recent example of a chemical release, external to a federal facility, occurred
on or about August 2, 2009, at a residence located at or near Tucson, Arizona,
where a U.S. person knowingly combined a mixture of chlorocyanuric acid and
an unknown chemical component in at least one bucket that created a toxic
chemical: chlorine and a resulting chlorine cloud that was as large as a football
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field. Geospatial analysis by FPS identified two federal facilities located within
3 miles of this intentional chemical release.
Facilities that house high-profile officials, particularly those prominent in the fight
against international terrorism, that are economic or financial icons, or are closely tied
to controversial environmental or personal freedom issues may face a higher threat of
this event.
An alternative to carrying hazardous materials to the attack site is to attack hazardous
material storage facilities in close proximity to the desired target. Thus, Federal
facilities in close proximity to hazardous storage or transportation sites face this
additional variation on this threat.
Chemical/Biological/Radiological (CBR) Release—Mail or Delivery
Threat Example Scenario:
• An envelope containing biological material is mailed to a facility.
Analytical Basis:
• Al-Qaeda leadership historically has given high priority to chemical-biologicalradiological (CBR) attacks to achieve mass casualty goals.
Domestic terrorist lone adversaries are more likely to use a CBR weapon to attack
within the U.S. homeland than domestic terrorist groups. From January 2002 through
January of 2011, only six confirmed domestic incidents involved the attempted
acquisition, attempted production, successful production, or actual dissemination of
CBR material. Half of these involved ricin. All cases are known or believed to be
linked to lone offenders with limited capability that operated independently and either
subscribed to the ideology of a domestic terrorist movement or specifically targeted
government facilities.
Ricin is one of the most likely agents for use in a mail/delivery attack due to the ease
of obtaining the raw materials and the availability of manufacturing instructions in
extremist literature and on the Internet. The manufacture of ricin is also detailed in an
al-Qaida training manual. However, ricin extraction is often difficult for an untrained
person and results in a crude mixture containing ricin which is less effective than the
pure material.
There have been several incidents involving actual or threatened use of ricin, many of
which have targeted government personnel for example:
•

On March 9, 2012, a 29-year-old US PERSON was arrested by the Portland
Joint Terrorism Task Force (JTTF) for mailing 104 envelopes containing
powder and a biological threat received between February 21 and March 5,
2012. These letters were received at multiple Federal facilities and addressed
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to members of U.S. Congress and several media outlets.
Explosive Device —Suicide/Homicide Bomber
Threat Example Scenario:
• A suicide/homicide bomber enters an occupied public space in the facility and
detonates a suicide vest. The device consists of explosive material, activated
by a switch carried by the adversary and/or another party. The type of
explosive is known to vary widely. The device also contains added shrapnel,
such as nails, screws, nuts and bolts, or metal ball bearings (BBs).
Analytical Basis:
• The prevalence of suicide bombings in the United Kingdom, Israel,
Afghanistan, Pakistan, Iraq, Jordan, Saudi Arabia, and other countries
demonstrates that suicide bombing is a preferred terrorist method of attack.
These types of attacks appear to be a calculated choice by operational
planners. Terrorists are probably drawn to suicide bombings because they are
effective, efficient, inexpensive, and easier to execute than other tactics. Since
the bomber usually dies during the mission, suicide attacks also reduce the
danger of captured operatives revealing important information under
interrogation. Examples of these events include the following:
•

In January 2011, a suicide bomber walked into Moscow’s busiest airport and
set off a huge explosion which killed 35 and injured 180. The bomber was
carrying a suitcase filled with approximately 15 pounds of trinitrotoluene (TNT).

•

In August 2006, UK authorities disrupted a terrorist plot to smuggle liquid
explosives on board several aircraft, assemble full devices in flight, and
detonate them en route from the United Kingdom to the United States.

While suicide bombings have not taken place in the U.S., suicide terrorism has
manifested itself in the U.S. in other forms:
•

On February 17, 2012, a 29-year-old person and potential HVE who was
illegally residing in the U.S. attempted to assault the U.S. Capitol in
Washington, D.C. using a person-borne improvised explosive vest (suicide
vest) and a MAC-10 machine gun, both of which were inert or non-functioning.
The subject had planned to use the machine gun to kill U.S. Capitol Police
officers and any other person who may attempt to prevent the subject from
entering the U.S. Capitol in furtherance of their attack plot. The subject was
arrested and later pled guilty to the federal charge of attempting to use a
weapon of mass destruction against federal property and sentenced to 30
years in jail. During planning, the subject conducted surveillance of other
Federal facilities within the National Capitol Region.
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Target Attractiveness
• Suicide bombers suggest a high level of dedication to a cause in which death
is a reward or seen as an acceptable means to an end. Thus, it is a tactic
currently reserved for the most dedicated extremist organizations. It is carried
out on high-profile and highly-symbolic facilities. Facilities which have large
public gathering spaces or high volumes of visitor traffic may face a higher
threat of this event.
Based on the guidance provided in a terrorist planning document recovered in 2005, a
suicide bomber planning an attack in the United States may choose a target that is
easily accessible, allowing the individual to enter quickly and self-detonate before
security and potential victims can react.
Topic 2: Weapons of Mass Destruction (WMD)
18 U.S.C. Section 3223(a) defines a WMD as, “Any destructive device such as any
explosive, incendiary, or poison gas, bomb, grenade, rocket having a propellant
charge of more than four ounces, missile having an explosive charge of more than
one quarter ounce, mine or device similar to the above; or poison gas; or any weapon
involving a disease organism; or any weapon that is designed to release radiation or
radioactivity at a level dangerous to human life.”
Analytical Basis:
One morning in March of 1995, the Japanese cult group Aum Shinrikyo committed a
terrorist attack in the Tokyo subway system during rush hour. Cult members placed
canisters containing sarin, a nerve gas, into five separate subway cars on three
different subway lines.
As the gas spread throughout the trains, thousands of people were overcome by the
toxic effects. The attack killed 12 people and injured more than 5,000 others. The
incident stunned the world, for it was the most publicized terrorist attack based on the
use of a chemical agent.
There are many experts on terrorism who believe the WMD attacks will become the
preferred means of terrorist attacks in the future. Chemical and biological agents such
as sarin, anthrax, botulism toxin, and VX gas are relatively inexpensive to make or
obtain and can cause mass casualties. Chemical and biological weapons are
particularly dangerous for three reasons:
• They do not necessarily take effect immediately.
• They may be invisible to the human eye.
• They may not have a scent.
In a chemical or biological agent attack, large numbers of people can be afflicted or
overcome before anyone can determine what has happened, what the agent is,
where it is placed, and when it was released. Even tiny amounts of some chemical or
biological agents can be lethal. For the above mentioned reasons, you should be
aware of what you can do to help prevent and how to respond to possible terrorist
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incidents involving WMDs.
Topic 3: Anti-Terrorism
As Protective Security Officer, your best countermeasure in preventing a possible
terrorist attack against the facility you are protecting is to be vigilant in performing
your assigned security duties.
A terrorist would prefer a “soft” target, meaning there essentially are no security
measures in place. However, if they are able to see a Protective Security Officer
that’s attentive, sharp, alert, and professional, your facility in their mindset would be a
“hard” target to them, and they would probably seek another target.
To succeed in their mission, terrorist operations require detailed information for
planning and executing an attack. Terrorist organizations may be provided information
on the target and the environment by entities sponsoring them or collect it on their
own.
Because of good intelligence collection and detailed planning, terrorist attacks often
are successful. It is during the phase of their information collecting and planning that
you can be helpful. By being alert and observant, you may notice something out of the
ordinary or strange. Since you should be familiar with your facility and the surrounding
environment, this would be easy for you to do.
During the performance of your duties, anything appearing out of place should be
investigated. If your post is patrol and response, randomly change your security
checks and routes to your assigned area to avoid creating a pattern.
Your powers of observation and the ability to notice something out of the ordinary will
be assisted by your familiarization with the facility. Knowing normally what people are
in what area, any illegally parked/and or unmanned vehicles, a backpack or suitcase
left unattended, people appearing to be bystanders but focusing too much on the
building are all examples of what might possibly be out of the ordinary for day-to-day
operations at your facility.
• Knowing your Post Orders
• Being familiar with the Occupant Emergency Plan (OEP) and Security
Plan for the facility is imperative
• Knowing of any secure and/or restricted areas within the facility
• Knowing all of the main access/egress points
• Being familiar with the facilities security alarm and CCV systems
In the event of a terrorist attack, the FBI will assume jurisdiction and coordinate the
Federal response efforts. You will be directed by FPS to provide them assistance.
Your attention to detail will be very helpful in this type of incident.
You could possibly provide valuable information such as descriptions of the personnel
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involved, vehicle information (types/number involved), events leading up to the attack,
did the CCV system record anything, and any other specific information you may be
able to offer.
You should write all applicable information down while it is fresh in your mind and
provide a written incident report as soon as possible. Make sure you keep the FPS
MegaCenter and your supervisor informed.

EPO 2: Identify Hazmat Procedures
A hazardous material is any chemical, biological, or radiological substance that when
released, spilled, or spread in sufficient quantities – poses a risk to health, safety, and
property. A hazardous material incident can occur either by accident or through a
deliberate act.
Chemicals are found everywhere, but can be hazardous to humans, or the
environment if used or released improperly. A hazardous material incident might not
be immediately apparent because many agents are odorless and colorless and some
cause no immediate noticeable effects or symptoms. If you suspect a hazardous
material incident in your immediate area, you should:
•
•
•
•
•
•
•

Immediately cover your nose and mouth with a cloth or paper mask to prevent
inhaling contaminants
Clear the area and have people move to a safe area outside of the incident
area
Do not lock doors (Emergency personnel will need access)
Notify the FPS MegaCenter or 911 from another location
Wash hands and face with soap and cool water as soon as possible
Keep occupants who were not in the immediate area of the incident away from
potentially exposed occupants
Inform all occupants who were potentially exposed to remain together in a
safe area outside the incident area and await instructions from emergency
personnel to reduce the chance of further contamination.

Remember that the effects of exposure can sometimes take hours to days to become
visible, depending on the substance
In the event of direct contact with a hazardous substance through the skin:
• Go to the emergency shower or sink
• Remove any contaminated clothing
• Wash the affected area with lukewarm water thoroughly for 15
minutes
• Seek medical attention
Chemical Hazardous Material Incident – Outside Facility
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If the source is clearly outside and there is no indication that the hazardous material
has begun to enter the building, you should:
•
•
•
•
•

Notify the Fps MegaCenter or 911 immediately
Initiate “shelter-in-place” procedures
Close all exterior doors and windows. Close interior doors if
possible
Avoid eating or drinking any food or water that may be
contaminated
Follow the directions of fire department personnel

Topic 1: Tactical Plan – Hazardous Materials Response Guidelines
This procedure is specifically applicable to hazardous materials reports and incidents,
but it does not reduce the need for appropriate safety procedures at every incident.
The use of proper protective equipment, whenever appropriate, is a must. A
hazardous material may be defined as, but not limited to: any substance, harmful or
injurious to humans, animals, economic crops, structures, the environment, water
ways, highways, related improvements or other public or private property.
Hazardous materials incidents encompass a wide variety of potential situations
including fires, spills, transportation accidents, chemical reactions, explosions and
similar incidents. Hazards involved may include toxicity, flammability, radiological
hazards, corrosives, explosives, health hazards, chemical reactions and combinations
of factors. This SOG (Standard Operational Guidelines) provides a general framework
for handling a hazardous materials incident, but does not address the specific tactics
or control measures for a particular incident. The specific tactics or control measures
used in a particular incident will be based on the all hazards threat assessment, the
plan of the Incident Commander, recommendations of the Safety Officer and the
available equipment, personnel and their level of training and capability.
The DOT regulations in 40 C.F.R. and National Fire Protection Association (NFPA)
regulations require reportable quantities of hazardous materials being manufactured,
stored, packaged, transported, used and to be disposed of to be labeled or placarded
based on the reportable quantity. The four-digit UN Identification Number, if correct,
and visible on a container, can be found in the Emergency Response Guidebook.
This will give a general guide for handling problems involving material during the first
thirty minutes of an incident. Responders must realize that less than reportable
quantities may be present in an unmarked container and that containers may be
incorrectly marked.
Topic 2: Identification of Hazardous Material
Biological Agents
• Biological agents are organism or toxins that can kill or incapacitate people,
livestock, and crops. Bioterrorism is the deliberate or threatened use of
bacteria, viruses, and toxins to cause disease, death, or fear. Terrorists may
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use biological agents because they can be extremely difficult to detect and do
not cause illness for several hours to several days. One of our biggest threats
concerning potential biological agents arrives at our facilities via the US Mail in
suspicious packages or envelopes containing unknown substances.
Radioactive Materials
• Radioactive materials are routinely used at hospitals, research facilities, and
industrial and construction sites for such purposes as diagnosing and treating
illnesses, sterilizing equipment, and inspecting welding seams. Radioactive
contamination and radiation exposure could occur if radioactive materials are
released into the environment as the result of an accident or
intentional release.
Explosive Materials
A material capable of releasing energy with blast effect immediately upon
activation. This will include substances classified as A, B, or C explosives.
Examples include:
• Dynamite
• Blasting gelatin
• Gunpowder, “black” or smokeless
• Small arms ammunition
• Military ammunition and pyrotechnic devices of all types
• Nitroglycerin
• TATP, SEMTEX, RDX, PETN
Topic 3: Methods of Identification and Shipping
Identification
• The style of the bulk-shipping container in conjunction with DOT or UN ID four
digit number placards can give valuable information as to the general chemical
class of materials involved in the absence of more precise information.
•

The best way to make a positive identification of legally possessed and used
hazardous materials involved in a transportation emergency is through the
shipping papers carried on all transport vehicles. Highway vehicles carry the
shipping papers in the drivers pack located in the tractor cab usually on or near
the driver seat or in a pouch on the inside of the driver side door.

Shipping
• Package markings can also be helpful in identifying the material it contains.
Things to look for include shipping name (usually the chemical name or
synonym), container specification numbers such as MC (motor carrier
numbers), or DOT numbers on railroad tank cars, shipper (name and address),
and consignee (name and address). Some railroad tank cars will have the
product name stenciled on the side in four-inch letters along with the DOT
numbers. These cars are usually used for only the product named.
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•

The trucking industry uses three different types of bulk containers for shipment
of hazardous cargos. They are flammable and combustible liquids tanks,
corrosive tanks, and compressed air and liquefied gas tanks. These trailers are
easily recognized by their shapes and consist of one or more compartments.
Drawings of these containers are in the front of the Emergency Response
Guidebook. General cargo trailers are often used to transport hazardous
materials in multiple small shipping containers.

Summary
After the completion of this lesson, the PSO will have the knowledge to identify acts of
terrorism, and the steps needed to deter terrorist activity from occurring on federal
property. The PSO will gain an understanding for Hazmat and the proper procedures
needed to be taken when dealing with hazardous material.
Enabling Performance Objectives
1. Identify the difference between Domestic and International
Terrorism.
2. Identify Hazmat Procedures
RESOURCES
HANDOUTS
• Student guide
REFERENCES
• Enterprise Information System (EIS) Directives
The Design-Basis Threat (U) An Interagency Committee Report (March 2013 7th
edition)
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.
Purpose of Course
This course is designed to bring awareness to an active shooter. Understanding our
roles and properly executing our responsibilities are essential. Some key ingredients
for the successful response to active shooters; are teamwork, planning, options,
practice, contact/cover and communication.
Terminal Performance Objective
Given an Active Shooter / Active Threat scenario, explain the skills necessary to
isolate, contain and/or stop the violator, in accordance with FPS and employer policies
and applicable local law.
Enabling Performance Objectives
•
•
•
•

EPO #1: Explain Active Threat Case Studies / Incidents
EPO #2: Explain Active Shooter Considerations
EPO #3: Explain Methods for Handling Suspects with Visible Weapons
EPO #4: Explain the Critical Elements Necessary to Conduct a Situational
Assessment for an Ongoing Active Event
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EPO #1: Explain Active Threat Case Studies / Incidents
Topic 1: Active Shooter Stats 2000-20013
The agreed-upon definition of an active shooter by U.S. government agencies is
“an individual actively engaged in killing or attempting to kill people in a confined
and
populated area.” Implicit in this definition is that the subject’s criminal actions
involve the use of firearms.
A 2014 FBI study of Active Threat Incidents from 2000-20013 showed the following
statistics.
INCIDENTS
• An average of 11.4 incidents occurred annually
• An average of 6.4 incidents occurred in the first 7 years studied, and an
average of 16.4 occurred in the last 7 years
• 70.0% of the incidents occurred in either a commerce/business or
educational environment
• Shootings occurred in 40 of 50 states and the District of Columbia
• 60.0% of the incidents ended before police arrived
CASUALTIES
• Casualties (victims killed and wounded) totaled 1,043. The individual
shooters are not included in this total
• A total of 486 individuals were killed
• A total of 557 individuals were wounded
• In 64 incidents (40.0%), the crime would have fallen within the federal
definition of “mass killing”—defined as “three or more” killed—under the
new federal statute
INCIDENTS WITH THE HIGHEST CASUALTY COUNTS
• Cinemark Century 16 Theater in Aurora, Colorado: 70 (12 killed, 58
wounded), July 20, 2012
• Virginia Polytechnic Institute and State University in Blacksburg, Virginia:
49 (32 killed, 17 wounded), April 16, 2007
• Ft. Hood Soldier Readiness Processing Center in Ft. Hood, Texas: 45
(13 killed, 32 wounded), November 5, 2009
• Sandy Hook Elementary School and a residence in Newtown,
Connecticut: 29 (27 killed, 2 wounded), December 14, 2012
SHOOTERS
• All but 2 incidents involved a single shooter
• In at least 9 incidents, the shooter first shot and killed a family member(s)
in a residence before moving to a more public location to continue
shooting
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• In at least 6 incidents, the shooters were female
In 64 incidents (40.0%), the shooters committed suicide; 54 shooters did so at the
scene of the crime
• At least 5 shooters from 4 incidents remain at large
In this study, the FBI identified 160 active shooter incidents, noting they occurred in
small and large towns, in urban and rural areas, and in 40 of 50 states and the
District of Columbia.
The findings establish an increasing frequency of incidents annually. During the
first 7 years included in the study, an average of 6.4 incidents occurred annually. In
the last 7 years of the study, that average increased to 16.4 incidents annually.
This trend reinforces the need to remain vigilant regarding prevention efforts and
for law enforcement to aggressively train to better respond to active shooter
incidents.
The findings also reflect the damage that can occur in a matter of minutes. In 63
incidents where the duration of the incident could be ascertained, 44 (70%) of 63
incidents ended in 5 minutes or less, with 23 ending in 2 minutes or less. Even
when law enforcement was present or able to respond within minutes, civilians
often had to make life and death decisions, and, therefore, should be engaged in
training and discussions on decisions they may face.17
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Topic 2: Active Shooter Locations

Topic 3: Active Shooter Events
The following is a list of active shooter incidents that occurred in the United States
between 2000 and 2013 and were identified as part of a study conducted in 2014
by the Federal Bureau of Investigation*
Edgewater Technology, Inc.
On December 26, 2000, at 11:15 a.m., Michael M. McDermott, 42, armed with a
rifle, a shotgun, and a handgun, began shooting co-workers in the Edgewater
Technology Inc. building in Wakefield, Massachusetts. Seven people were killed;
no one was wounded. The shooter was apprehended when police arrived and
found him sitting in a conference room.
Amko Trading Store
On January 9, 2001, at 12:00 p.m., Ki Yung Park, 54, fatally shot his estranged wife
at a convenience store they owned in Houston, Texas. Armed with two handguns,
he then drove to the nearby Amko Trading Store and continued shooting. Four
people were killed; no one was wounded. The shooter committed suicide when
police arrived after being flagged down by a citizen.
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Navistar International Corporation Factory
On February 5, 2001, at 9:40 a.m., William Daniel Baker, 57, armed with two rifles,
a handgun, and a shotgun, began shooting co-workers in the Navistar International
Corporation factory in Melrose Park, Illinois. He was to have reported to prison the
next day for stealing from Navistar. Four people were killed; four were wounded.
The shooter committed suicide before police arrived.
United States Holocaust Memorial Museum
On June 10, 2009, at 12:52 p.m., James Wenneker von Brunn, 88, armed with a
rifle, began shooting in the United States Holocaust Memorial Museum in
Washington, D.C. He shot the security guard who opened the door to the building
and exchanged gunfire with other security guards. One person was killed; no one
was wounded. The shooter was wounded and died in custody six months later.
Fort Hood Soldier Readiness Processing Center
On November 5, 2009, at 1:20 p.m., Nidal Malik Hasan, 39, armed with two
handguns, began shooting inside the Fort Hood Soldier Readiness Processing
Center in Fort Hood, Texas. Thirteen people were killed; 32 were wounded,
including one police officer. During an exchange of gunfire, the shooter was
wounded and taken into custody.
Lloyd D. George U.S. Courthouse and Federal Building
On January 4, 2010, at 8:02 a.m., Johnny Lee Wicks Jr., 66, armed with a shotgun,
began firing inside the lobby of the Lloyd D. George Federal Building and U.S.
Courthouse in Las Vegas, Nevada. He had recently filed a lawsuit against the
Social Security Administration over a reduction in his benefits. One person was
killed; one federal law enforcement officer was wounded. The shooter was killed by
federal law enforcement officers as he fled the scene.
Forza Coffee Shop
On November 29, 2009, at 8:15 a.m., Maurice Clemmons, aka Dawson A. Carlisle,
37, armed with a handgun, began shooting in the Forza Coffee Shop in Pierce
County, Washington, a regular gathering place for police officers. Four uniformed
police officers were killed at the scene; no one was wounded. The shooter was
killed during an exchange of gunfire with police after a two-day manhunt
Cinemark Century 16
On July 20, 2012, at 12:30 a.m., James Eagan Holmes, 24, armed with a rifle, a
shotgun, and a handgun, allegedly began shooting after releasing tear gas
canisters in a theater at the Cinemark Century 16 movie theaters in Aurora,
Colorado. Twelve people were killed; 58 were wounded. The shooter, who was
wearing body armor, was apprehended by police. Police later found the shooter’s
apartment booby-trapped with explosives.
Washington Navy Yard Building 197
On September 16, 2013, at 8:16 a.m., Aaron Alexis, 34, armed with a shotgun,
began shooting in Building 197 at the Washington Navy Yard in Washington, D.C.
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During the shootings, he shot a security officer and took the officer’s handgun,
allowing him to continue shooting when he ran out of shotgun shells. Twelve
people were killed; seven were wounded, including two police officers. The shooter
was killed by police.

EPO #2: Explain Active Shooter Considerations
Topic 1: Immediate Actions Rapid Deployment (IARD)
Until proven otherwise any unauthorized intruder inside a building must be
considered armed, dangerous, and capable of initiating and conducting a plan that
includes the mass murder of innocents
Officers must quickly establish close contact with the intruder(s). This will reduce
the potential for mass killing.
The measure of effectiveness of a rapid deployment or rescue must be based upon
the amount of innocent lives saved and not the final tally of those killed and injured.
There should be minimal consideration that some citizens may feel “intimidated” by
an aggressive response.
Locate, Assess, Communicate the problem and Isolate the threat. (Deny access to
more victims.)
Contain the threat and deny mobility whenever possible. If the suspect is allowed
to become mobile the situation becomes extremely hard to manage. Mobility also
presents additional problems for Law Enforcement such as additional victims.
Eliminate the threat, evaluate intelligence and assess the situation.
Recognize tactical incident transitions- barricade situation, hostage situation,
suspect surrenders, commits suicide, escapes.
When feasible, update chain of command and additional responding units until
formally relieved.
What to do with bystanders/victims during event- direct them to leave the area or
shelter in place. Ensure that officers are aware the suspect may try to exit the area
with victims. (360 security)
Officer(s) on scene must act if innocent victims continue to suffer death or serious
injury as a result of the actions of the assailant(s) (i.e., still being killed, tortured,
bleeding to death…)
Officer(s) must locate, contain & confront attacker(s) quickly. Killing will continue
until you do.
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Topic 2: PSO Considerations
• Establish perimeter and control all access in to the area
• Keep radio traffic down to what is needed to ensure team concept “Same
sheet of music”
• Facility Lock Down
• Signals/Code
• Lock doors
• Safe areas
• Account for personnel
• Do not open doors until law enforcement arrives
• Communicate (with MegaCenter, Local Law Enforcement, FPS and other
Federal LEOs)
Some issues that the PSO should be aware of prior to the incident include:
• Policy issues - plans to deal with an active shooter
• Does the tenant agency have a response policy/plan?
• If so, has policy been reviewed and practiced with other agencies and local
LEO(s)?
• Are there specific and/or unique instructions contained in the PSOs Post
Orders?
• Authority and Jurisdiction: PSOs should be aware that their individual
company policies/regulations do not supersede applicable federal or state
law.
***Although applicable laws apply, the PSO could be subject to sanctions
from their company if their actions contradict their own policies and Post
Orders
Topic 3: Situation Considerations
The number of threats is always a major consideration. An active shooter event
may consist of a single threat (one suspect) or multiple threats (two or more
suspects).
Although the term most often used is Active Shooter, officers should be aware that
many different types of weapons may be used during an active threat event. The
most consistent weapons are:
• Firearms (long guns, handguns)
• IED/Bomb
• Edged Weapon (knife, sword, Axe)
• Vehicle
• Blunt Weapon (Baseball Bat, Pipe, Hammer, etc.)
Is the suspect mobile or stationary? Officers may have to coordinate and use
multiple entry points to restrict movement and pin a mobile threat. If the suspect is
allowed to become mobile, the situation becomes extremely difficult to manage.
Mobility also presents additional problems such as additional victims.
FPS – TPD – PSO Training
June 2018

Active Threat
Page 8

The location of the event may vary as well and create problems with
communications.
Update the Mega-Center/911 Dispatcher with as much current information as
possible. It’s imperative to anticipate radio communications with 911 dispatchers or
responding support teams may be interrupted or delayed due to signal
loss/interference. 911 Centers are likely to be flooded with calls due to the active
event from witnesses, trapped/injured victims, etc., also relaying or obtaining
information about the event.
Known vs. unknown location of threat(s)
Do responding officers have an exact location?
Number of officers (LEO(s) and PSO(s)
Responders must decide how many officers are immediately available and how
long they should wait before making entry. A single officer response may be
necessary to stop the killing.
What equipment is immediately available to officers on scene?
Tactical transitions: The Active Shooter may be contained but not eliminated and
transition into a barricaded subject or hostage situation. The killing may stop; start
or the suspect may surrender. Responding officer(s) should recognize the transition
and resort to basic tactics. As soon as practical, they should formulate a plan to
address the following occurrences: Hostage taker surrenders, active killing begins
again, release of hostages, and any conduct that requires an immediate response
Link-Ups to avoid Police on Police (Blue on Blue) Engagement
Officers must recognize the danger of bringing two armed elements (first and
subsequent arriving law enforcement) into contact with each other during an
emotionally charged and dynamic active shooter environment.
Officers in plain clothes should consider wearing an easily identifiable outer
garment that can be seen from 360°; such as a traffic safety vest, clearly marked
raid jacket or vest. Officers should be aware “Police” marking in the front and rear
of the vest may not be visible from a side profile when they are encountered by
responding officers.
Plain clothes officers should be aware they may be mistaken for an armed suspect
by responding uniformed officers. It is imperative they follow all commands of
uniformed officers which may include being disarmed and possibly handcuffed.
As officers move through the incident site, they should be announcing “SECURITY”
loudly and clearly - not only to identify themselves to suspects and innocents, but to
make their presence known to other officers who may be on scene.
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Officers should clearly and loudly announce “SECURITY” before transitioning
thresholds, entering hallways, stairwells or open areas.
If it is known or suspected that other officers are in the area, or when attempting a
link-up with other officers, “SECURITY” should be announced before entering the
areas mentioned above and officers should limit their physical exposure as they
transition into an unknown area, to mitigate the potential for Blue on Blue
engagement.
If contact is established with another officer or team, the officer should seek a
position of cover or limited exposure – such as a doorway, hallway junction, etc.
and establish positive eye contact with the other officer(s). Wait until a positive
signal is received from the other officers) before attempting to move in to their
position. If the element you are linking up with is a team, ensure that all team
members are aware of your presence and that you are an officer before attempting
link-up. During this critical period, officers should be particularly mindful of muzzle
direction and ensure they do not present an aggressive posture toward the other
element to avoid confusion. For example: assuming the Sewell Position in a
doorway.
Contact team members should attempt to mark their exact location inside the crisis
site. They can accomplish this using terrain designation such as “we are inside the
second room on the right once you enter the doorway, Room 150.” Another method
is for the contact element to use a mechanical device to mark their location. This
might be the use of a chemlight or small battery operated strobe light, which can be
seen in various lighting and environmental conditions. If none of these devices are
available, first responders can use field expedient items to mark their location such
as chairs stacked on top of each other outside the doorway or trashcans in the
center of the hallway. Considerations of evacuating the hallway are highly
recommended.
Bystanders/Victims
Only allow bystanders to leave if it is safe to do so. Without protection, officers
could be allowing the suspect to have access to more victims. Ensure that officers
are aware the suspect may try to exit the area with victims (360 security).
Officers should consider applying appropriate weapons handling positions and
weapon retention techniques when maneuvering through crowds.
It is vital the officer(s) recognizes and understands an Active Shooter event is an
ongoing and constantly changing situation. Officer(s) must change their response
based on the situation and environment. Tactics are usually situational driven.
Topic 4: Mental and Physical Considerations
Officers need to prepare for physiological and psychological considerations:
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Mental Preparation
“A warrior mindset is possessed by people who can screen out distractions while
under great stress, focus on the mission and are willing to go into harm’s way;
against great odds if necessary.“
Officers must be able to maintain their focus and composure and not allow fear or
stress to cause them to make unnecessary mistakes. Without the proper mindset,
officers will be unable to employ positive and decisive leadership in critical
situations. Most importantly, develop a “fight through” mentality and focus on
winning instead of pain or dying.
The problems that affect a warrior mindset lie with human nature. When the sound
of shots ring out, the average person will stop and cringe, physically and potentially
mentally. As soon as their mind registers what the shots are, i.e., gunfire, their mind
will kick in the flight or fight self-preservation response. For the average person, the
urge is to flee or freeze.
Military and law enforcement must act contrary to human nature and must control
their fear and channel it into “controlled aggression” and move around and
sometimes into the fire. This even applies to the new and veteran officers
responding to the report of an “active shooter” call, where a gunman is wading into
innocent people, shooting them like sheep. Officers need to be mentally, physically
and tactically ready to wade into a fight, bypassing injured and dying innocent
people to quickly and efficiently locate, isolate, contain and/or eliminate a threat to
reduce the loss of life.
Warriors are forged, not born. Therefore, developing “controlled aggression” is a
key factor in a warrior mindset. That is, channeling their fear, anger and anxiety into
a focused mental package. Channeling and controlling this energy is routinely
what military individuals term as “high speed.” They use it to describe the caliber,
efficiency or speed by which a soldier or team operates. High speed is the ability to
apply the basics on demand the first time in a high stress situation.
Dealing with an active shooter is a thinking person’s game and officers will need to
rely on skill versus luck to ensure success. No matter what the problem is, they
have to first get their mind right to ensure success. The more an officer develops
their mindset and situational awareness, the more control they will have during an
active shooter to sort out all the information being processed.

Moral considerations
Prior to responding to an Active Shooter event, officers must be aware that they will
have to make decisions that could result in the deaths of victims and suspects.
Additionally, officers must understand that responding to the situation could result
in personal injury or death.
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Officers must be prepared to be exposed to wounded or dead victims. They may
encounter other civilian victims who may be in shock. They must be able to bypass
those victims in order to stop the violence.
Officers must understand that responding to these events will place a large amount
of stress on them and fellow responders. Some of the effects of stress are:
difficulty breathing, increased heart rate, and adrenaline dumps. Officers who
strive to be physically fit will be better prepared to effectively handle these
situations.
Studies show that once the heart rate increases, physiological factors such as
auditory exclusion, tunnel vision, and diminished fine motor skills are likely to occur.
These include the ability to perform tasks that require handcuffing, weapons
manipulation, and managing multiple threat areas etc.
Training in stressful situations will allow officers to experience and manage many of
these physiological effects. This will help the officers to function effectively during
an actual event.
The threat of explosive devices being used on an active shooter scene is nothing
new and should be considered.
The original plan to assault Columbine High School was to initiate the assault with
an Improvised Explosive Device (lED) in the cafeteria during a lunch period. The
investigation of the Columbine assault revealed 99 IEDs, ranging from small handdelivered devices to vehicle-borne devices.
The assaults in Beslan, Russia, and Mumbai, India, demonstrate terrorist uses of
explosive devices during their assaults. First responders must prepare for this level
of assault in their own jurisdictions. Standard bomb threat training will do little
against an armed and murderous group determined to murder as many innocent
citizens as possible.

EPO #3: Explain Methods for Handling Suspects with Visible
Weapons
It is important to remember that all tactics used by officers are situational driven.
There are multiple ways to handle many law enforcement situations and the
following concepts, principles, and techniques should be applied to assist the
officer with achieving and maintaining a tactical advantage. These are primarily
used during encounters when the subject(s) are compliant and are designed to
mitigate the risks of encountering a suspect with a visible, thus, easily accessible
weapon.
Definitions:
Positions of Advantage (POA)
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It is critical that officers put themselves in a POA according to the situation. An
example of a POA could be the use of an item of cover or concealment and
distance. A POA should be sought during all law enforcement encounters. It is
critical when a weapon is present on, or within the suspect(s) close proximity.
Positions of Disadvantage (POD)
A POD can be any number of positions an officer directs a subject into in order to
establish and or keep a tactical advantage. The POD should keep the subject off
balance, preferably off of their feet, and away from weapons. Examples of
positions of disadvantage are the subject’s hands being visible while in a prone,
kneeling, or standing position. It is not recommended that the standing position be
used when dealing with an armed suspect. The decision of which POD to use
should be made by the officer(s) based on the circumstances, the environment,
and the situation. The officer must effectively assess the situation and the
surroundings and direct the subject into the POD while maintaining situational
awareness of other potential threats. Some examples of positions of disadvantage
are:
Prone
The prone position is probably one of the most effective positions of disadvantage.
The prone position has the subject lying flat on the floor or ground, hands far away
from the body, straight out to the sides, with the feet spread with the ankles to the
ground. Modifications to the prone position may include putting the hands forward
of the head, fingers interlaced with the palms outward (this prevents the suspect
from concealing an item in the hands) and possibly the ankles crossed. The hands
may also be placed straight out to the sides with the ankles crossed.
Kneeling
The kneeling position should be considered an exception to the prone position due
to the environment. For example, if there is standing water, very hot pavement,
snow, close quarters, tall grass, etc. The kneeling position has the subject down on
both knees. The knees should be close together, ankles crossed (if physically
capable) with the subject seated on the ankles. The hands are typically brought to
the small of the back with the backs of the hands together, or stretched out behind,
arms extended, and thumbs up. A modification to this would be to place the hands
on top of the head with the fingers interlaced.
Standing
The standing position should also be considered an exception. The standing
position may be used if the contact is consensual where prone or kneeling would
be unreasonable due to the nature of the contact. If the standing position is used
the subject should have their feet spread wide apart with the toes pointed outward.
The hands are typically brought to the small of the back with the backs of the hands
together, or stretched out behind, arms extended, and thumbs up. A modification to
this would be to place the hands on top of the head with the fingers interlaced.
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Topic 1: Communication
The officer should use clear, concise commands. If the officer sees a weapon, the
officer(s) should get to a position of advantage if possible, prior to challenging the
subject.
When feasible, an officer should communicate the presence of a weapon to any
other officer(s) on scene or in the area.
Topic 2: Location
The officer(s) should take into consideration the POA of the cover officer. The
cover officer should be able to see all of the danger areas the contact officer will be
exposed to upon approaching the subject to secure them or the weapon. The
subject, if possible, should not be put in front of a door, window, or other location
advantageous to the subject. The officer(s) should recognize that the subject is the
tactical priority. The other danger areas present, including 360° security, should be
considered secondary to the known threat.
The cover officer must be in a position to effectively cover the contact officer. The
use of cover and concealment and movement from cover to cover should be
considered during armed encounters. The cover officer must also avoid creating a
cross-fire with the contact officer while the weapon is being recovered or the
subject is being secured. This can often be accomplished with good communication
between officers but usually involves the cover officer moving with the contact
officer.
Officer(s) should consider securing the subject prior to recovering a visible weapon.
For example, if the weapon is in close proximity, it may be more advantageous for
the officer(s) to maintain visual security of the weapon after moving the subject
away from it, the officer(s) approach and handcuff the subject(s). Once the suspect
is secure, recover the weapon, make it safe, and secure it.
Another consideration may be an area where the public/bystanders/ additional
suspects may be able to access the weapon. In such cases the weapon may be
recovered prior to securing the suspect. This may, however, limit the ability of the
cover officer to assist the contact officer.
Topic 3: Securing a Visible Weapon
There are many ways to secure a weapon. Securing a weapon means taking
control of the weapon, physically, visually, or by moving it to another place/location.
To make a weapon visually secure means that the weapon is visible to the
officer(s) and in order for the suspect to access the weapon, they would have to
make an overt movement to acquire it. The weapon may remain visually secured
until after securing the subject(s) or until the arrival of back-up. For example, if the
officer directs the subject to drop the weapon and has the subject move to a POD
beyond the lunge area of the weapon, and the officer(s) are able to see the
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weapon, then the officer(s) can see and approach the subject while maintaining
sight of the weapon (stacking danger areas). This is a critical concept of dealing
with visible weapons and officer(s) must apply this concept in any environment.
The weapon could be secured physically by picking the weapon up. Prior to doing
so, the weapon should be visually inspected for example, if it has blood or other
evidentiary concerns, or if it is a firearm in single action mode. If the weapon is
picked up, this will limit that officer(s) ability to go hands on the suspect(s), and
care should be given on the safe handling of the weapon.
An officer should never kick a weapon, especially a firearm, as it could cause the
weapon to discharge.
Making the weapon SAFE - Officer should make the weapon safe when the
situation allows. If possible, the weapon should be made safe prior to securing the
weapon on their person. If the weapon is a firearm and it is going to be secured in
a pocket; a tactical vest pocket, pant-leg cargo pocket or the back pocket should be
used. If the weapon recovered is a fixed blade knife, the officer(s) may want to
deny access to the knife until the weapon can be safely moved to a vehicle, etc.
The officer could wrap a jacket, towel or cloth around the blade, put into a sheath,
etc.
****NOTE: An officer securing a double-action weapon in single-action
condition should not secure it on their person, nor should a fixed blade knife
be secured on their person.
The officer(s) may consider moving the weapon out of sight by putting it in a
drawer, in a vehicle, in a container, etc. By making the weapon less accessible,
the weapon may be left alone until the subject(s) is under control, then the officer
can deal with the weapon(s).
If possible, the officer should always maintain, at a minimum, visual control of the
weapon.
Officers should consider similar methods to secure other items that could be used
as weapons. For example, a hammer, crowbar, screwdriver, shovel, axe, machete,
or any number of other items could be used as weapons. These types of items,
depending on the circumstances, could be used to threaten or injure other officers
or by standers. These types of items will most likely have to be visually secured
while dealing with the subject.
Subject With Weapon In Hand
If force is not reasonable, seek a POA and maintain (or gain) distance based on the
visible weapon and the circumstances. Identification as law enforcement is crucial
to minimize confusion about who is giving commands. If the weapon is in the
subject’s hand, direct the subject to drop the weapon and order the hands away
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from the body. Direct the suspect away from the weapon and into a POD. Once
the subject is in a POD, the officer(s) have the option of moving in and securing the
subject while maintaining visual security of the weapon or, the officer(s) may move
in and secure the weapon, then secure the subject. The officer(s) may hold in their
POA and wait for the arrival of back-up prior to securing the weapon and subject.
Although it is situational driven as to whether the weapon or subject is secured first,
the subject is the tactical priority.
Subject With Weapon In Close Proximity
Seek or maintain POA while ordering the subject’s hands away from the weapon.
Once control of the hands has been established, the body of the subject should be
separated from the weapon. The subject should be ordered into a POD. Officer(s)
can then move in and secure the subject while maintaining visual control of the
weapon. Once the subject is secure and the scene is safe, the officer(s) can then
secure the weapon. Once the subject is moved away from the weapon and put into
a POD, the officer(s) have the option of waiting for the arrival of back-up prior to
securing the subject and or the weapon.
****NOTE: Depending on the initial positioning of the suspect, the suspect
should not be placed into a position of advantage, for example, a suspect
seated in a chair or a suspect lying prone in a bed should not be allowed to
stand. As soon as the subject is out of lunging area to the weapon, direct
them into a POD.
Subject With Weapon Visible On Person
If the officer(s) see a weapon on a subject, the officer(s) should verbally identify the
weapon so all officers know the subject is armed.

EPO #4: Explain the Critical Elements Necessary to Conduct a
Situational Assessment for an Ongoing Active Event
Type of threat
• Vehicle
• IED
• Knife
• Club
• Pistol
• Long gun; etc.
Known vs. unknown location of threat(s)
Is the subject mobile or stationary? Do the officer(s) have an exact location? (Area
of building or floor).
Numbers of threats
Do officers know how many suspects are involved with the active event?
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Weapons and equipment immediately available
• Long guns
• Sledge hammer
• Halligan tool
• Ram
• Bolt/Chain cutter
• Ballistic Shield
• Helmets
Resources/support immediately available
Tactical transitions
Barricaded subject, hostage situation, action stops or starts after a period of time,
suspect surrenders

Circumstances
Location of Active shooter/victims organization of suspects or possible the main
objective behind attack
Officer on Officer (Blue on Blue) considerations
• Officers already on scene
• Unidentified officers on the scene
• Uniform vs. plain clothes
• Entering from multiple entry points
It is vital that the officer recognizes and understands that an Active event is an
ongoing and constantly changing situation.
Communication
Once the threat has been contained and/or eliminated, calm down, take a deep
breath, gather your thoughts and then transmit your message in a calm voice as
shouting causes distortion of the message. Your excitement may cause others to
misunderstand your transmission. First responders should update the dispatcher or
call 9-1-1 with as much current information as possible, such as:
• What is your emergency? (Active Shooter, hostage situation, etc…)
• Who are you? (i.e., PSO Jackson, Post C-352, off-duty officer, etc…)
• What is your identifiable information? (I am a Hispanic male, wearing blue
jeans and a white shirt)
• What is your exact location (Bldg. 76, Section 100 in room 150 and it is
marked with a chem/strobe light)?
• Is the shooter/threat contained or eliminated?
• Are there any additional known shooters/threats?
• How many officers/victims are injured?
• Is there a need for EMS or an officer down extraction?
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An example would be:
I have an active shooter in the Raccoon City Federal Building. The shooter has
been contained or eliminated. My name is PSO Jackson. I am inside the Raccoon
City Federal Building on the 2nd floor inside of the IRS office, next to the customer
service area. I am a Hispanic male, wearing a grey uniform shirt and black pants. I
have multiple victims with gunshot wounds. I do not have any other known threats
at this time. Please have responding officers contact me prior to entering this area.
Summary
The safe and successful termination of an active shooter requires training,
planning, briefing, and execution. Understanding our roles and properly executing
our responsibilities are essential. Some key ingredients for the successful response
to active shooters; are teamwork, planning, options, practice, contact/cover and
communication.
Remember that officers do not need to be members of a dedicated tactical team to
handle an active event. These tactics provide the basic skills and fundamental
understanding of various concepts and techniques needed to handle an active
event.
Enabling Performance Objectives
•
•
•
•

EPO #1: Explain Active Threat Case Studies / Incidents
EPO #2: Explain Active Shooter Considerations
EPO #3: Explain Methods for Handling Suspects with Visible Weapons
EPO #4: Explain the Critical Elements Necessary to Conduct a Situational
Assessment for an Ongoing Active Event
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any relevant
experience and knowledge you have of the topic(s) being taught during this course.

Purpose of Course
This course is designed to aid personnel in determining whether an identity document
presented to them is genuine, altered, or counterfeit.

Terminal Performance Objective
Given a critical incident and/or a person in a crisis situation, the student will identify
techniques to communicate with the individuals involved and identify pre-planning
techniques to improve self-resilience and post-incident techniques that can be used to
reduce critical incident stress.

Enabling Performance Objectives
•
•
•
•

EPO #1: Identify the definition of a critical incident, critical incident stress and the
impact of stress in decision making.
EPO #2: Identify techniques to manage and improve resilience before, during and
after a critical incident or a crisis intervention situation.
EPO #3: Identify behavior profiles that may result in a crisis situation.
EPO#4: Identify communication strategies and techniques for dealing with
persons in a crisis situation.
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EPO #1: Identify the definition of a critical incident, critical incident
stress, and the impact of stress in decision making.
Topic 1: What is a critical incident?
A critical (or traumatic) incident is any event outside the usual realm of the human
experience that is markedly distressing (e.g., evokes reactions of intense fear,
helplessness, horror, etc.). Such critical incidents usually involve the perceived threat
to one's physical integrity or the physical integrity of someone else. Most importantly,
critical incidents are determined by how they undermine a person's sense of safety,
security and competency in the world. This results in a form of psychiatric injury, also
called traumatic impact or traumatic stress (CISM International).
Examples of critical incidents are:
Active Shooter
Active Shooter is an individual actively engaged in killing or attempting to kill people in
a confined and populated area. In most cases, active shooters use a firearm(s), and
there is no pattern or method to their selection of victims. Active shooter situations are
unpredictable and evolve quickly. Typically, the immediate deployment of law
enforcement is required to stop the shooting and mitigate harm to victims.
•
•
•

Newtown, Connecticut, Sandy Hook Elementary School Shooting
Oregon Mall Shooting
Aurora, Colorado, Century Movie Theatre Shooting

Hostages
Considerable confusion currently exists regarding the differences between hostage
and non-hostage situations.
Hostage situations involve the taking of a person captive for instrumental or tangible
reasons; the suspect needs the police or other authorities to meet specific demands
(e.g., ransom, transportation, money). In these events, the captive is used as
leverage to obtain other substantive goals.
In an expressive or non-hostage situation, a person is taken captive for expressive or
intangible reasons; he or she does not need or want the police or other authorities. In
these situations, the captive is held by a subject who is in a highly emotional state
(i.e., anger, jealousy, frustration), usually as a victim or homicide-to-be.
Case Study: Midland, Alabama Child kidnapping, Held Hostage in Bunker
Mass Casualty Incidents
Natural or man-made disasters causing multiple victims, mass confusion, shortages
of manpower and resources all add to make these situations overwhelming! The
enormity of the situation can merely override an officer's ability to cope.

FPS – TPD – PSO Training
June 2018

Crisis Intervention Communication and Management
Page 3

•
•

World Trade Center Terrorist Attack, 9/11
Hurricane Katrina, 8/2005

Line of duty death/injury/shooting
This event highlights the officer's own mortality. In an instant an incident shatters the
"myth" of invulnerability that officers often need to function on a day to day basis.
Death of a child
The innocence represented by children can have a profound impact on an officer. The
death of a child can push an officer over the edge. It can disrupt the "natural order of
things." It can make everything the officer stands for seem useless. Should the officer
have children or worse, children the same age, "factors of identification" can add even
more stress.
Topic 2: Characteristics of a critical incident
Characteristics experienced by an individual that would qualify the event as a critical
incident:
• An event that is outside the range of usual human experience and that would
be markedly distressing to almost anyone. “Usually experienced with intense
fear, terror and helplessness.”
• Fright which includes the element of surprise (Flight phase)
• Loss of sense of control (Helpless)
• Disruption beliefs and value system
This list is not all-inclusive, but rather the more common types that are presently
known. You may wish to explore the agency specific type of events that could be
encountered by your audience.
Topic 3: Critical incident stress
Critical incident stress is “stress experienced at any level resulting from exposure to a
critical incident.” It is the body's normal reaction to an abnormal situation.
Stress is a term used to describe any demand placed upon the mind/body systems.
Stress levels and responses can be mild, moderate or extreme.
Although there are many definitions, a general consensus (mainly attributed to Dr.
Richard S. Lazarus) is:
• Stress is a condition or feeling experienced when a person perceives that
demands exceed the personal and social resources the individual is able to
mobilize.
Critical incident stress may or may not result from the unexpected, sudden or
arbitrary; but also from the repetition of events, from the duration of an event or from
the sense of vulnerability and helplessness experienced during an event.
Post-traumatic Stress Disorder (PTSD)
The development of characteristic symptoms following a psychologically distressing
event that is outside the range of usual human experience…usually experienced with
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fear, terror, and helplessness…duration of the disturbance at least one month”. In
order to be classified as having PTSD, one must be diagnosed by a mental health
professional.
Topic 4: Post Traumatic Stress Disorder (PTSD)
Some individuals have a higher than typical risk for severe stress symptoms and
lasting PTSD including those with a history of exposure to other traumas (such as
severe accidents, abuse, assault, combat, rescue work) and recent or subsequent
major life stressors or emotional strain. PTSD is caused by a psychological traumatic
event that is generally outside the range of usual human experience. The stressor
producing this syndrome would evoke significant symptoms of distress in most
people.
Symptoms often worsen when the individual is exposed to situations that resemble
the original trauma. Symptoms may include:
• Tendency to be easily startled
• Inability to relax
• Anxiety
• Depression
Unresolved Personal Trauma
Many individuals have had some personal loss or even traumatic experiences in their
own life (loss of a family member, death of a close friend). To some extent, the pain of
experiences can be “re-activated.” When individuals work with someone who has
suffered a similar trauma, the experience often triggers painful reminders of their own
trauma.

EPO #2: Identify techniques to manage and improve resilience
before, during, and after a critical incident or a crisis intervention
situation
Examples of Mental Rehearsal:
• "If the armed person refuses my commands, then I would…"
• "When the armed person obeys my commands, then I would…"
• "If the un-responsive person is a child, then I would…."
• "I would feel…, but I would…"
Topic 1: Resilience
Resilience
The process of adapting well in the face of adversity, trauma, tragedy, threats, or
even significant sources of stress - such as family and relationship problems, serious
health problems, or workplace and financial stressors. It means “bouncing back” from
difficult experiences.
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Coping strategies
When PSOs respond to events, they bring their personal characteristics to bear on
the problems encountered. They must also be able to exercise their duties under nonroutine circumstances and respond in accordance with their Contract.
Resiliency can change how you handle setbacks. Evidence exists to demonstrate
how factors such as hardiness, emotional stability, self-awareness, tolerance for
ambiguity, and self-efficacy can enhance resilience. It consists of:
• The capacity to make realistic plans and take steps to carry them out
• A positive view of yourself and confidence in your strengths and abilities
• Skills in communication and problem solving
• How we think during an embroiled conflict
• How to derive knowledge and meaning from our setbacks and failures
How Mental and Emotional Toughness is achieved
The way you view or interpret events, not the events themselves, is the true source of
most stress. An overly negative interpretation like, “Why does this always happen to
me?” can greatly add to your level of stress.
Cognitive restructuring means changing a perception from a negative interpretation to
a neutral or positive one, making it less stressful.
Ask yourself:
• What did I learn from this?
• How can I do this better?
• What positive outcome could result from this negative event?”
Topic 2: Mental Rehearsal
Mental rehearsal, also referred to as mental imagery, mental practice, and symbolic
practice, is a method for acquiring, rehearsing, or enhancing a physical skills and
coping abilities in the absence of both fine and gross motor movements of the body.
Imagining an emotional event may activate similar autonomic responses to those
elicited by actually experiencing the imagined event or situation. While en-route or
during down time officers can mentally rehearse arriving on the scene of critical
incidents, access the situation, remain calm, communicate, etc.
Imagery can help people prepare for peak performances by mentally walking you
through successful strategies and potential pitfalls. Develop an "image bank"
containing "mental movies" you can use for training. Rely on your confidence, positive
self-image, and your training when coping with critical incident stress and crisis
situations.
Topic 3: Mental Focus
Disciplined patterns of thinking and acting enhance our ability to respond to the forces
of life. Maintaining good relationships with close family members, friends or others are
important. Accepting help and support from those who care about you and will listen
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to you strengthens resilience.
Sleep
Lack of sleep is a key factor in stress casualties (destroys immune system).
PSOs tend to spend a lot of time together because of factors surrounding the culture
(mutual trust and understanding). This is a great benefit when expanding knowledge
or having a good listener to talk to about personal and work related issues. This type
of camaraderie is necessary if dealing with critical incident stress.
However, when PSOs spend working and non-working hours together, the
conversations generally revolve around “the job."
• Take a break now and then. Eat lunch with yourself or a non PSO friend as
opposed to meeting the usual group for lunches.
• Seek knowledge about other things that may interest you.
• Balance is the key to good mental health.
Characteristics of good mental health include:
• A sense of contentment
• A zest for living and the ability to laugh and have fun
• The ability to deal with stress and bounce back from stress adversity
• A sense of meaning and purpose, in both their activities and their relationships
• The flexibility to learn new things and adapt to change
• A balance between work and play, rest and activity, etc.
• The ability to build and maintain fulfilling relationships
• Self-confidence and high self-esteem
• The ability to know when you need help and ask for it

EPO #3: Identify behavior profiles that may result in a crisis
situation
Topic 1: Mental Illness
General Rule
When trying to anticipate what a subject will do during any situation it is important to
remember that one of the best predictors of future behavior is the subject’s past
behavior.
Types of Major Mental Health Issues
In many crisis situations that involve persons suffering from mental illness, one or
more of the following may be involved: Mood Disorder, Personality Disorder, and/or
Psychosis.
Mood Disorders
A normal mood is just a steady sense of well-being: the overall feeling that everything
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right now is basically okay. All healthy people show a range of moods in response to
various life circumstances (happy/sad, angry/calm, etc.). However, it is the extremes
of mood that characterize a disorder, especially when these mood disturbances
impair healthy life functioning or produce unreasonable conflict with others.
Depression
Major depressive disorder is commonly referred to as depression. Depression is more
than simply being sad. Major depressive disorder is characterized by episodes of
depressed mood that last for weeks or months at a time. In severe cases, the person
may be virtually immobilized.
Feelings
Subjects often feel dejected, demoralized, sad, helpless, and hopeless.
Sleep/Appetite. Sleep and appetite may be impaired. Persons may sleep or eat too
much; or in the alternative too little.
Thinking
Concentration and memory may be affected to the point where the person feels they
are becoming demented.
No Energy
Gone is any motivation or enthusiasm for work, play, or family activities. The person
may describe a pervasive fatigue and lack of stamina that makes even simple tasks
seem overwhelming.
Emotions
Accompanying emotions may include anxiety, panic, irritability, or anger.
Potential Psychosis. In severe cases of depression, psychosis may result.
Risk of Suicide
The person may develop thoughts of death or suicide. If substance abuse is present,
there is an increased risk of suicide in all mood disorders. If someone is suicidal –
they may also be homicidal (and vice versa).
Bipolar Disorder
Bipolar disorder is a depressive disorder in which a person alternates between
episodes of major depression and mania (periods of abnormally and persistently
elevated mood). The disorder may also be referred to as manic-depression. People
with this disorder experience unusually intense emotional states that occur in distinct
periods called "mood episodes." They include:
Manic Episode
A manic episode involves an overly joyful or overexcited state that often includes:
• A long period of feeling "high" or an overly happy or outgoing mood;
• Extremely irritable mood, agitation, feeling "jumpy" or "wired;" Talking very fast,
jumping from one idea to another, having racing thoughts; Being easily
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•
•
•
•

distracted;
Increasing goal-directed activities, such as taking on new projects; Restless;
Sleeping little. People with this disorder may stay awake for
5-6 days and be euphoric about it;
Having an unrealistic belief in one's abilities (bulletproof); behaving impulsively
and taking part in many pleasurable high-risk behaviors, such as spending
sprees, impulsive sex, and impulsive business investments.

Depressive Episode
A depressive episode involves an extremely sad or hopeless state that often includes:
• A long period of feeling worried or empty. Loss of interest in activities once
enjoyed; Feeling tired or "slowed down;"
• Having problems concentrating, remembering, and making decisions
• Being restless or irritable
• Changing eating, sleeping, or other habits
• Thinking of death or suicide, or attempting suicide
Anxiety Disorders
Anxiety is a normal reaction to stress. In its best form, it creates “drive” in people.
However, when anxiety becomes an excessive, irrational dread of everyday
situations, it has become a disabling disorder. For example, the “washtub state” is a
state in which the person feels “paralyzed” (can’t move); or wanders about not
knowing what to do.
Symptoms
Anxiety disorders are characterized by heightened worry, fear and arousal. In its
worst form, the person may have an anxiety attack. Persons may experience a
pounding heart, sweatiness, weakness, faintness, or dizziness. The person may feel
flush or chilled; their hands may tingle or feel numb; and they may experience
nausea, chest pain, or a smothering sensation. They may be unable to sleep.
Post-Traumatic Stress Disorder (PTSD) Discussed Earlier
Re-Experiencing Symptoms: Re-experiencing symptoms can start from the person’s
own thoughts and feelings. Words, objects, or situations that are reminders of the
event can trigger re-experiencing. They involve flashbacks, reliving the trauma over
and over, including physical symptoms like a racing heart or sweating, bad dreams,
frightening thoughts.
Avoidance Symptoms
These include staying away from places, events, or objects that are reminders of the
experience, feeling emotionally numb (feeling strong guilt, depression, or worry, losing
interest in activities that were enjoyable in the past having trouble remembering the
dangerous event, avoiding things that remind the person of the traumatic event (like
driving a car).
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Hyper-arousal Symptoms
Hyper-arousal symptoms are usually constant (instead of being triggered). They can
make the person feel stressed and angry. These symptoms include:
• Being easily startled
• Feeling tense or “on edge”
• Having difficulty sleeping
• Having angry outbursts
Personality Disorders
We all have different personality traits, which contribute to our psychological
uniqueness as human beings. However, some people have personality disorders –
their thinking is abnormal. A personality disorder is defined as an enduring pattern of
inner experience and behavior that deviates markedly from the expectations of the
individual’s culture, is pervasive and inflexible, and leads to distress or impairment.
It is a long standing pattern of thinking and behavior that is abnormal. It persists no
matter what the environment or with whom the person interacts.
Sociopaths
Persons who are sociopaths generally lack integrity, have no regard for
repercussions, and are not reliable. They engage in lying and manipulation: they don’t
say what they mean; they don’t mean what they say, and they don’t do what they say
they are going to do. They lack insight and often do not learn from their experiences.
Often they have a history of criminal behavior (best indicator of future behavior). An
example of such a person is Ted Bundy. Their personality is marked by:
• No fear or shame
• Lying and manipulation
• Impulsivity - “Do what I want - when I want”
• Lack of empathy
• Unfeeling - yet may be “charming” to get what they want
• They will try to manipulate PSOs. Don’t let them manipulate you – they will try
to control you. During negotiations, stall by putting the conversation on hold.
Antisocial Personality
Persons with an antisocial personality have more empathy than a sociopath, and they
do sometimes feel shame. These subjects may be generally described as the “garden
variety career criminal.”
Borderline Personality
Persons with borderline personality disorder often have a pervasive instability in
moods, interpersonal relationships, self-image, and behavior. They often feel
abandoned. They often have a history of sexual or physical abuse. Their interpersonal
relationships are unstable. They often engage in impulsive-self damaging behavior
including: sexual misconduct, sexual abuse, the reckless use of motor vehicles,
suicidal behaviors (like overdosing on pills) and self-mutilation. If you suspect self-
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mutilation ask: Do you cut yourself? Have you ever cut yourself?
Psychosis
Psychosis is a serious mental disorder in which a person loses contact with reality
and experiences hallucinations or delusions. These persons may be very dangerous.
Some examples are: Schizophrenia, Delusional Disorder, and Dementia. These
persons may be hearing voices that are not there; seeing things that are not there;
and smelling things that are not there. They will talk about bizarre things. The use of
drugs will exacerbate the situation.
While PSOs are not diagnosticians, the officer may come to believe he/she is dealing
with a person who fits the characteristics of a particular behavior profile. The following
are the main recommendations for crisis intervention when dealing with a particular
behavior profile:
Mood Disorder
In dealing with a person who you believe may have a Mood Disorder, you should:
• Talk, talk, talk, when not actively listening
• Empathize
• Be patient
• Relate
Personality Disorder
In dealing with a person who you believe may have a Personality Disorder, you
should:
• Set up your goal (decide exactly what you want the person to do and work
towards the goal)
• Not be bullied or beguiled
• Stall or pause the conversation regroup or strategize
Psychosis
In dealing with a person who you believe may have a Psychosis, you should:
• Not get into their delusions or validate hallucinations
• Talk simply- use as few words as possible; use only enough words to make
your point
• What if the subject who is hallucinating says he does not want to talk to you?
• What if he will not remove his hands from his pockets? What if someone yells
to you that the subject has a knife? A gun?
• What if the mother of the missing child is in shock and loses consciousness?
• What if you were able to determine that the missing child is a two-year old?
Have the students consider their safety, voice tone, words, and feelings.
Depending on the vividness of the student’s imagination, you may ask if they felt their
heart rate increase while visualizing any of incidents.
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EPO #4: Identify communication strategies and techniques for
dealing with persons in a crisis situation
Topic 1: What is a Crisis?
A crisis is a stage in a sequence of events at which the trend of all future events,
especially for better or for worse, is determined; turning point. It can also be a
dramatic emotional or circumstantial upheaval in a person's life or a condition of
instability or danger, as in social, economic, political, or international affairs, leading to
a decisive change.
Many times, PSOs are summoned to a location because a person is “in crisis.” The
role of first responder to a critical incident requires fast thinking and quick decisions
during extreme stress
PSOs must relatively and reasonably slow down and utilize authority and
communication skills to obtain optical information on which these decisions will be
based.
The following are characteristics of a person in crisis:
• The person in crisis behaves at an intense emotional and irrational level (rather
than at a rational/thinking level) in response to a situation that is perceived as
overwhelming.
• A situation or "breaking point" has occurred within the past 24 to 48 hours.
• The event is seen as a threat to one’s psychological and/or physical well-being.
Topic 2: Psychological First Aid
Psychological First Aid- During a static, crisis and/or traumatic event, a convergence
of needs occur. Victims and witnesses that are in crisis have a need to restore a
sense of safety and control. Officers need for information and cooperation from those
involved to begin the process of restoring calm and gain control. The officer's
objective at this point is restoring safety. In order to do so, he/she must gain a certain
level of calm to extract information to meet that objective. This can be done by
recognizing that the victim/witness is experiencing trauma and to ask questions in
ways to obtain needed information.
A good way to approach this "convergence of needs" is to apply "psychological firstaid." One such method is the YOU/WE/I Approach developed initially by Jim Ahrens,
Police Trainer in Fairfax, VA.
With this simple approach you can quickly determine what emotional reactions, if any,
can stand in the way of getting the information you need to begin resolution. In a crisis
situation, the quicker you get the person calm, the quicker you get the information you
need to meet your objective. Remember, others are looking to you for instructions.
"YOU" Stage:
Provide the victim/witness with a basic need (a sense of safety). If they are not safe,
then direct them to safety.
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•
•
•
•

Are you hurt?
Do you need medical attention?
Stand over here where it is safe.
Rescue teams are on the way.

"WE" Stage:
• We will get through this.
• We are going to work together.
• We are in this together.
"I" Stage:
• Help me help you.
• Take a deep breath and tell me….
• I need to know….
• I want you to….
Topic 3: Active Listening
Active Listening- Active listening is a main component of communication - its use can
help lead to a successful crisis intervention. Active listening skills can be learned and
improved with time and practice. As such, PSOs should learn and master active
listening skills.
Active listening involves several concepts:
• Sympathy vs. Empathy. When using active listening techniques, officers should
display empathy rather than sympathy. Sympathy implies pity; empathy implies
objectivity and understanding and displaying it may allow trust to be
established.
• Assumptions. When using active listening techniques, do not make
assumptions about a person’s feelings based upon the particular
circumstances.
• Problem Ownership. Each person “owns” their own problem, their emotional
reactions and their behavioral responses to the problem.
• Elements of Communication. In addition to verbal and nonverbal elements,
communication consists of content and emotions:
Content
Content involves the facts, or the people’s perception of the facts.

Emotions
Emotions are the human reaction to the facts. How a person says something is often
times more important than the actual words. Be very aware of the manner, pitch, rate,
inflection the person is using. The manner in which the statement is made may not
match the words. With this understanding listen for the message behind the content of
their speech.
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A person’s emotional reaction and subsequent behavior are what make the situation
“a crisis” (not the facts of the situation). How a person feels about a situation will
strongly influence what he/she does. Never take responsibility for something the
subject is responsible for in the situation.
Listening for Emotions
Controlling the subject’s emotions will help control the subject’s behavior.
Listening for Values
Values are what people think are important - and what people “prize.” Values
influence behavior. During a crisis intervention, it may be necessary to clarify the
subject’s values. The crux of the situation may be a value conflict.
Non-Judgmental Attitude
Maintain and communicate a nonjudgmental attitude when talking to the subject.
Be accepting and do not inject your own values into the situation. In crisis
intervention, you will be working with the subject’s feelings, values, lifestyles and
opinions to attempt to peacefully resolve.
Topic 4: Open-Ended Questions
Open ended questions are questions or instructions that require free recall or a
narrative response. Examples:
• "Tell me...”
• “Talk to me about…."
• "Start from the beginning and…”
• “Walk me through…”
Open ended questions will encourage a “free text” or general explanation from the
interviewee. Positive aspects of eliciting information via open ended questions tend to
reflect the subject’s personality and mental state. The experienced officer may notice
hidden agendas and emotions.
Using open-ended questions may get the subject to start talking; elicit examples of
specific behavior; get additional intelligence; focus on the subject’s feelings.
For example, you may ask the subject:
• What caused this situation to happen today?
• How did you get here today?
Closed-ended questions are questions that can be answered with a “yes” or “no.”
Such questions will often stifle communication with the subject. For example: “
• Your name is John Smith – correct?”
• “You understand that you are in a lot of trouble today, right?”
Using this type of question often gives the subject a feeling of being interrogated –
which, in turn, makes rapport building difficult. Such questions will also cause you to
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work much harder, and you doing most of the talking. Keep in mind if the subject is
talking in a narrative format or responding to open ended questions.
• Attention is likely focused on the PSO
• The location of the subject can be detected, verbal containment
• Allows the subject to vent, expelling energy
• Buys time
Summary
During this course we have defined critical incidents, critical incident stress and the
impact of stress in decision making. We have discussed techniques to improve your
resilience before, during and after a crisis event. We’ve identified behavioral profiles
and communication strategies/techniques for dealing with a person in a crisis
situation.
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Introduction
Introduction, Motivation and Rapport
Instructor should introduce self to class. Discuss with the class any
relevant experience and knowledge you have of the topic(s) being taught
during this course.
Purpose of Course
This course is designed to aid personnel in determining whether an identity document
presented to them is genuine, altered, or counterfeit.
Terminal Performance Objective
Upon completion of this course the student will be able to safely conduct a proper
vehicle inspection on multiple types of vehicles and conduct interviews of its occupants.
Enabling Performance Objectives
• EPO #1: Describe Safety and Security Guidelines Associated with Vehicle
Inspections
• EPO #2: Identify Interviewing Guidelines While Conducting an Inspection
• EPO #3: Describe Vehicle Observation Indicators
• EPO #4: Describe Quick Reference Passenger Vehicle Inspection
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EPO #1: Safety and Security Guidelines
Topic 1: Tips and Guidelines
•
•
•
•
•
•
•
•
•
•
•
•

•

Always position yourself so that you are highly visible to traffic with good
approach sight distance.
Be aware of escape routes and/or areas that can shield you from a blast in
case of emergency, and always face oncoming traffic.
Be aware of moving equipment in the inspection areas.
Always establish eye contact with the driver before approaching the vehicle.
Ensure that the engine is off and the parking brake is set prior to inspecting a
vehicle.
Do not smell air from a tire. If the air contained within is contaminated, it may
cause harm.
Do not reach through or near cooling fan blades. Cooling fans can turn on even
though the engine is not running.
Seek supervisory assistance if you are unsure of how a specific vehicle
functions or of the potential risks involved with a cargo.
The driver should open all interior/exterior doors, hood, trunk, compartments,
etc.
Never get in a position where you can possibly be locked in a container.
The security officer will perform a walk around inspection of the vehicle using a
mirror with a creeper and a flashlight.
Inspections should be done in a timely and efficient manner, which does not
detract from the overall quality or safety of the process. The time it takes to
conduct a vehicle inspection will vary based on the level of inspection required
and the size of the vehicle.
Never touch or move a suspicious item.

Topic 2: Do’s and Don’ts
Do:
•
•
•
•

Present a professional and positive image.
Be assertive in questioning an individual and inspecting a vehicle.
Establish a systematic and thorough inspection technique to ensure no areas
are missed or efforts duplicated.
Maintain cultural awareness.

Don’t:
• Do not let your guard down.
• Do not inspect a vehicle while the motor is running.
• Do not allow yourself to get into a vulnerable situation with respect to the
vehicle occupants.
• Do not perform search activities that violate legal limits or exceed the scope of
your authority.
• Do not overlook items in plain sight. These are often the most overlooked.
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• Do not touch or move discovered objects of concern.
EPO #2: Interviewing Guidelines
Topic 1: Purpose
To gather information about an individual that may indicate a threat situation.
Information is gathered from the interview by:
•
•
•
•

Observing the person’s behavior
Observing the vehicle for physical abnormalities
Questioning the driver/passenger
Reading/recognizing deception, stress mannerisms, and the “fight or flight”
mechanism

Topic 2: Typical Documentation to Check
Ask to see the following items as they pertain to your situation:
•
•
•
•

Driver’s license
Logbook (C)
Manifest (C)
Itinerary (C)

Topic 3: Typical Questions to Obtain Driver Knowledge Specific to the Vehicle
Type
• Where are you going?
• What is the name and position of the person you are to see?
• What is your cargo?
• How long do you expect to be in the facility?
• Would you be aware of any contraband in the vehicle?
Topic 4: Indicators from Interview Driver and Documentation:
• Driver does not have commercial driver’s license
• Driver’s story does not match documentation
• Documentation is incomplete or does not make sense
• Driver does not know his or her purpose and/or destination or documentation
Driver Flight or Fight* Behavioral Cues:
• Obvious shaking
• Refusing to make/keep eye contact
• Profuse sweating
• Constantly moving/inability to stay still
• Shaky voice/stuttering
• Does not answer the question, responds with unrelated information
• Deep sighs
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Topic 5: Detailed Interviewing Guidelines
The vehicle inspection interview process gathers information on the vehicle driver and
passengers (if any). How this process is conducted will determine the probability of
identifying the presence of illicit material, such as explosive materials and devices, or
other contraband, such as illegal or prohibited items. Remember that the interview
process is not an exact science. An innocent driver could exhibit physical indicators,
while a guilty person may have no physical indicators.
Do not overcomplicate the interview. Ask all pertinent questions, make an
assessment, confer with the other PSOs, and then hold or release the vehicle.
Avoid the use of slang; speak slowly; be precise in your meaning.
Drivers for whom English is a second language may have difficulty in understanding
you. Someone may deliberately interpret your question literally, in order to avoid
answering your questions.
Conducting the Interview
Be aware of the cultural customs in your area. This may affect the person’s manner
toward you, particularly with different genders. Separate the behavior that is cultural
from that which is stress related.
•
•
•

Does the driver appear knowledgeable regarding his vehicle?
What vehicle types have been identified as potential threats in the latest
intelligence briefings?
Do the identification documents match the person you are interviewing?

EPO #3: Identify Vehicle Observation Indicators
Topic 1: Examples to Look For
• Visible fingerprints or smudges around the
– front bumper
– head lamps
– fender wells
Check vehicle markings. All U.S. commercial vehicles are required by law to display
vehicle markings. The markings should include either a U.S. DOT number (six digits
or, if preceded by a “0,” seven digits) or an MC number (six digits or less). All
commercial vehicles must have a U.S. DOT number. “For hire” vehicles must display
an MC number or an old ICC number (six digits or less). “For hire” vehicles may or
may not display their U.S. DOT numbers.
Vehicle markings may be found on:
• Doors
• Side of sleeper compartment
• Side steps
• Fuel tanks
During the interview:
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•
•

•

•

•

Obtain identification documents from the driver and occupants
– Do the photo, age, and description match the person(s) in front of you?
Obtain vehicle documents from the driver
– Commercial driver’s license
– Insurance card
– Logbook
– Hazardous materials signage (as required)
Obtain a cargo manifest, shipping papers, or bill of lading from the driver
– Does the driver know what he or she is hauling?
– Who is the point of contact for the delivery?
If necessary, have the driver exit the vehicle and ask him/her to open any
baggage, container, or vehicle.
– Do not lead the way— follow the driver. The driver should open all
compartments or baggage unless he/she is physically unable to do so.
Observe the person opening the compartment(s) and baggage
– Is the person familiar with the vehicle?
– Does the person hesitate or appear nervous?
– Do the person’s hands shake while opening the compartment?
– Do the person’s eyes dart back and forth?

EPO #4: Quick Reference Passenger Vehicle Inspection
Topic 1: General
•
New or shiny bolts and/or screws
•
Unusual fingerprints of grease and/or oil in otherwise clean
areas
•
Fresh body work (fresh fiber glassing, fresh paint, etc.)
•
No vehicle identification number
Topic 2: Tires
•
Unusually clean or dirty lug nuts or hubcaps compared to other
wheels
•
Spare tire is incorrect size for the vehicle
Topic 3: Under the Vehicle
•
New frame welds
•
Items taped or attached to frame
•
Spare gas cans (could indicate the vehicle’s gas tank has been
to accommodate a hidden compartment).

reduced

Table 1: Most Common Types of Vehicle Used
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Table 2: Hidden Compartment Examples
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Summary
During this course we discussed safety, security and interviewing guidelines
associated with vehicle inspections. During the inspection process we identified
observable indicators that may warrant a more detailed investigation of a vehicle and
its occupants. Finally we discussed and practically applied the lessons learned from
detailed vehicle inspections.
Resources
VEHICLE INSPECTION G UIDE SEPT 2012 DHS/DOJAll photographs, images, drawings, and other graphical material provided by the
Technical Support Working Group (TSWG) for the Office for Bombing Prevention,
Department of Homeland Security (DHS), unless otherwise note.
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